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1. BBegeHue

MporpammHbIi NpoaykT «TrustViewerPro» sBnseTca paclumpeHHon Bepcuen 6ecnnaTHoOro
nporpamMMHOro npoaykra «TrustViewer» M pacnpocTpaHseTcss Ha YCroBUAX MNOAMUCKN.
OcHoBHOe oTnuune «TrustViewerPro» oT 6ecnnaTtHOM BepcuKn 3akntoyaeTca B 0b6a3aTenbHOM
NCrnonb30BaHWUM BbldeNeHHoro cepsepa «TrustServer», npegocTaBnslowero JONOMHUTENbHbLIN
dyHKUMOHAN Npy opraHusauum yaaneHHoro AocTyna W NoaAdepXku nosb3oBaTenen B
nokanbHbIX ceTax wu 4epe3d WHTepHeT. «TrustViewerPro» obpaTHO coBmMecTMM C
«TrustViewer», TO ecTb, ucnonb3ysa «TrustViewerPro» MOXHO MOAKMOYATLCA K yAaneHHbIM
KOMMbIOTEPAM, Ha KOTOPbIX yCTaHoBnNeH «TrustViewery (MpyW yCroBUM UX MOAKMOYEHUSA K
O4HOMY M TOMYy Xe cepBepy «TrustServery). Huxke npeacraBneHbl OCHOBHblE pPa3nuyus
npogyktoB «TrustViewer» n «TrustViewerPro».

«TrustViewer» «TrustViewerPro»
Mogenb pacnpocTpaHeHus GecnnaTtHo no nognucke
Mopopoepxka nonb3oBaTenen B nokanbHoW cetn u | [a Ia
yepe3d WHTepHeT (y4oaneHHbIn [OCTyn Ha OCHOBe
BPEMEHHbIX nOoeHTNMKaTopoB, B pexnve
COBMECTHOTO YrpaBrieHus)
Bo3mokHOCTb OpeHanpoBaHus, a Takke | [a, Ha

OEMOHCTpaUun CBOMX pPEeKMaMHbIX MaTepuarioB Ha | TONbKO B pexume
OKOHEYHbIX YCTPOMCTBAX, B T.4. AN MOPTATMBHbIX | COBMECTUMOCTU  C
KITMEHTCKMX MoOAynen npu okKasaHunm MrHoBeHHowm | TrustViewerPro

yaaneHHon NogaepXKKu.

MHTerpauma c cuctemamm cepBucaeck/xenngeck | - Ha
(yoaneHHbI 4OCTyNn Ha OCHOBE OMIETOB 3as1BOK)
AOMUHUCTPUPOBaAHME nNapka KOMMbITEPOB B |- Oa

nokanbHoM cetn un 4eped WHTepHeT (yaaneHHbIn
AOCTYN K aBTOHOMHO paboTalwwum yCTpOMCTBaM,

Wake On LAN, rpynnoeoe BbINOJSIHEHNE

KOMaHA/CKpunTOoB, 1 Ap.)

YaaneHHble paboune MecTa COTPYOHUKOB | - Ha
(MpvBaTHLIN yAaneHHbIN OOCTYNn 4epe3 VIHTepHeT K

TEPMUHAIbHbIM cepBepam n aBTOHOMHO

pabotarowmm paboynm cTaHUMAM Ha  OCHOBE
npotokona RDP)

Wcnonb3oBaHve BbigerieHHOro  KoopauHupytowero | fa, Oa,

npokcu-cepeepa «TrustServery Heoba3aTenbHoe obdasaTenbHoe
NCNosib30BaHWe MCnonb30BaHMe

HesasucmmocTb oT nyonmnYHbIX cepBeposB | - Oa

(BO3MOXHOCTb  MOMHOLEHHON paboTbl B  4acCTHbIX
ceTax 6e3 gocryna K MIHTepHeT)

YnpaeneHve npaBamu nonb3oBartenen/onepatopos/ | - Oa
afMVHUCTPATOPOB  UCMONb3ysi MaHenb ynpaBreHus

«TrustServer»

Mogoepka TpaHCNsAUMW CeaHCOB CBs3M (MaccoBoe | - Ha

BELLaHNe OKOHEeYHbIM YCTPOMUCTBaM B fIOKasibHOW CeTu
n Yepes NHTepHeT)

B03MO)XHOCTb aBTOMaTMYECKOM 3annucu BCEX CEaHCOB | - Ha
CBS3M C WX LEHTpanuM3oBaHHbIM XPaHEHWeM W
OO0CTynom Ha cepsepe «TrustServery

ABTOMaTn4eckoe MaccoBoe pa3BepTbiBaHME | - Oa
KNUeHTckoro moAdynst  (C NoMOLLbK  FPYnnoBoOw
nonutukn B gomeHe Active Directory)




1.1. Ha3zHayeHue U 06/1aCTh IPUMEHEHU

MporpammHbIn - NpoaykT «TrustViewerPro» cneunanbHO paspabotaH Ans  opraHusauum
npoctoro n 6e3onacHoro Aoctyna K yAaneHHbIM KOMMbiTepaM W MO3BONSAET pelaTb
cnefyoLine oCHOBHbIE 3aayn:
e [loggepxka nonb3oBartenemn B okanbHON ceTn u yepes NHTepHeT
e  AOMUHUCTPUPOBaHME NapKa KOMNLIOTEPOB B JIOKanbHOM ceTu N Yepes VHTepHeT
e OpraHuszauusa yganeHHbiXx paboymx MecT COTPYAHMKOB B NOKanbHOM CeTU U 4vepes
NHTepHeT

MporpammHbI NpoaykT « TrustViewerPro» cocTouT 13 ABYX B3aMMOCBSA3aHHbIX MOOYNEMN:

e KnueHtckun moaynb «TrustViewerPro» ycTaHaBnvMBaeTCsi Ha KOMMbOTEPAX KOHEYHbIX
nonb3oBaTenen, M MNO3BONAET Kak MpeaocTaBnATb YAarleHHbI AOCTYM K CBOeMy
KOMMNbOTEPY, TaK U NOAKNIOYATLCA K APYrMM yaaneHHbIM KOMMNboTepam

e CneunanunsmpoBaHHbIi cepBep «TrustServer» yctaHaBnuBaeTcs Ha (PU3MYECKOM Unu
BMPTyanbHOM cCepBepe, M B OTHOLUEHWM KITMEHTCKOro moaynsa «TrustViewerPro»
BbICTYNaeT B PO KOOPAMHUPYIOLLIEro cepBepa (OTBEYaET 3a UHMLMANM3auno ceaHcoB
CBSI31), NMPOKCU-cepBepa (OCyLLeCTBNAET nepeaavy Tpaduka Mexay KoMmnboTepamu, B
crny4yae HEBO3MOXHOCTWN YCTAHOBKMN MEXAY HUMU MPSMOro p2p-noaKmioYeHuns), cepepa
oGHOBNEHUN (NO3BOMSET B aBTOMATMYECKOM peXume MOAAEPXKMBaATbL aKTyanbHOCTb
BEPCUN, KaK KITMEHTCKMUX MOAYMEN, Tak U1 CaMOro cepeepa), cepBepa XpaHeHuUs 3anucen
(no3BonsieT opraHM3oBaTh LIEHTpanNn3oBaHHOE XpaHeHWe U OOCTYN K 3anucsiM CeaHCoB
cBsA3M), cepBepa TpaHcnauum (obecneymBaeT MaccoBoe BellaHWe CeaHCOB CBSA3U
OKOHEYHbIM YCTPOWCTBAM B pEXMME OHMarH) M cepBepa agMUMHUCTPUPOBAHUA
(no3BonseT ynpaenaTb NpaBaMy 1 HaCTPOMKaMn 3aperncTpmpoBaHHbIX NONb30BaTENEN
N KOMMbIOTEPOB, a TaKKe HACTPOMKaMuM CaMOro cepBepa, WCMNOMNb3ys BCTPOEHHYH
naHernb yrnpasreHns)

1.2. CucTteMHbIe TPeOOBAHUA

MuHumanbHble TpeboBaHMs K annapaTHO-MporpaMMHOMY oGecneyeHunto ans KMeHTCKOro
moayns «TrustViewerProy:

e KOMMbKOTEP NOA YynpaBneHunem onepaumoHHon cuctembl Windows XP SP3, unu
GNU/Linux

e npoueccop — Pentium IV 1Ty

e ornepartmBHas namatb — 128 M6

e cBOOOOHOE MEecTOo Ha »ecTkom gucke — 10 M6

MuHumanbHble TpeboBaHMA K annapaTHO-NporpaMmMHOMYy obecnedyeHuto ana cepsepa
«TrustServer»:

e KOMMbKOTEP NOA ynpasBneHnem onepaumoHHon cuctembl Windows Server 2003, unm
GNU/Linux

e npoueccop — Pentium IV 1Ty

e onepartmBHas namaTtb — 128 M6

e cBObOAHOE MeCTO Ha xecTkom gucke — 10 M6

e kpuntorpacumyeckas Oubnmoteka OpenSSL (He ob6a3aTenbHOe, HO  CTPOro
pekomMeHayemoe ycriosume)



1.3. UcTopus U3MEeHEeHUH HACTOSLEero pykoBoACTBa

07 anpensa 2024 r. (cootBeTcTBYeT TrustViewerPro 2.12.1 build 5195)
¢ VIaMeHeHMe onucaHus HacTPOeK N BO3MOXHOCTEN: HAaCTponKa cepBepa « TrustServer».

24 mapta 2024 r. (coorBeTcTBYeT TrustViewerPro 2.12.0 build 5189)
e VIamMeHeHMe onncaHna HacTpOeK M BO3MOXHOCTEWN: YCTaHOBKa M HaCcTpoOMKa cepBepa
«TrustServery.

24 cpeBpans 2024 r. (coorBeTcTBYeT TrustViewerPro 2.11.0 build 5090)
e VIamMeHeHMe onncaHna HacTpOeK M BO3MOXXHOCTEW: YCTaHOBKa M HaCcTpoOMKa cepBepa
«TrustServery; pabota C KIMEHTCKMM MOAyNeM B pexumax KrvMeHTa, ornepatopa u
aAMUHUCTpaTopa ceTu.

31 mapTta 2023 r. (cootBeTcTBYET TrustViewerPro 2.10.0 build 4500)
e I3MeHeHMe onucaHus HacTpoek W BO3MOXHOCTEW: agMUHUCTPUPOBAHWE cepBepa
«TrustServer», YcraHoBka knueHtckoro moayns «TrustViewerPro» (go6asneHo
onucaHue yCTaHOBKU W HACTPOWKK KnueHTckoro moaynsa ana OC Linux).

18 ceHTAGpa 2022 r. (cooTBeTCcTBYET TrustViewerPro 2.9.0 build 4203)
e /I3ameHeHMe onucaHusi HacTpoek W BO3MOXHOCTEW: aQMWHUCTPMpPOBaHME cepBepa
«TrustServer», YctaHoBka knueHTckoro wmoayns «TrustViewerPro». [do6aeneHo
onucaHme BO3MOXHOCTU MHTerpauumn ¢ ActiveDirectory.

14 vronsa 2022 r. (cooTBeTcTBYET TrustViewerPro 2.8.0 build 4124)
e lVI3aMeHeHMe  TekCTa  JfMUEH3VOHHOro  COMMalleHWss Ha  WCMOMb30BaHWe U
pacrnpocTpaHeHne nporpammbl (gobaBneH nMyHKT 06 ycrnoBusX OEMOHCTpauuu
anemMeHToB BpeHanpoBaHus).

10 wronsa 2022 r. (cooTBeTcTBYeET TrustViewerPro 2.8.0 build 4124)
e lI3MeHeHMe onucaHus HacTpoek U BO3MOXHOCTEW: agMUHUCTPUPOBaAHWE cepBepa
«TrustServery.

16 okTa6psa 2020 r. (cooTBeTcTBYET TrustViewerPro 2.3.0 build 3881)
e l/I3mMeHeHMe onucaHus HaAcTPOeK M BO3MOXHOCTEN: YCTaHOBKA M HACTpoKvKa cepsepa
«TrustServery; pabota C KIMEHTCKMM MOAYyNeM B pexXumMax KIMeHTa, ornepatopa u
agMUHUCTpaTopa CeTu.

28 nroHa 2020 r. (cooTBeTcTBYET TrustViewerPro 2.2.0 build 3640)
e l13MeHeHue cTaHAapTHbLIX BApUaHTOB NULIEH3UN.
¢ l13MeHeHMe onucaHus HacTPOEeK M BO3MOXHOCTEW: YCTaHOBKAa KIMEHTCKOro moayns
«TrustViewerPro»; AamuHucTpupoBaHue cepBepa «TrustServer» (YnpasneHue
nonb3oBaTeNAMM); HACTPONKM KnMeHTckoro moaynsa «TrustViewerPro».

31 mapTa 2020 r. (cooTBeTcTBYeT TrustViewerPro 2.1.2 build 3550)



e I3MeHeHMe onucaHus HacTpOeK M BO3MOXHOCTEW: YCTaHOBKA KIMEHTCKOro monyns
«TrustViewerPro»; paboTta ¢ KNMMeHTCKMM MogyNeM B pexume agMnuHucTpaTopa ceTu.

07 mapTta 2020 r. (cooTBeTcTBYeT TrustViewerPro 2.1.1 build 3500)
e lI3MeHeHMe onucaHusa HaACTPOEK M BO3MOXHOCTEN: paboTa C KIIMEHTCKMM MOAynem B
pexume agMuHUCTpaTopa ceTu.

05 anBaps 2020 r. (cooTBeTcTBYeT TrustViewerPro 2.1.0 build 3450)

e lVIaMeHeHMe  TekcTa  JIMLEH3VOHHONO  COrMMalleHWss Ha  WCMOMb30BaHWE U
pacnpocTpaHeHne NporpaMmmel.

e lI3MeHeHMe onucaHus HacTPOEK M BO3MOXHOCTEW: BpeHanpoBaHMe U OEeMOHCTpauns
CBOMX PpEeKNamHbIX MaTepuanoB Ha OKOHEYHbIX YCTPOMCTBAX; LEHTpann3oBaHHOE
OOGHOBNEHME KNMEHTCKUX MOAYMNeW W cepBepa; YnpaBfeHUWe KOMMboTEPaAMMU,
nonb3oBaTensaMM W rpynnaMmyM nonb3oBaTenien C MOMOLLbK MNaHenu YynpaBreHus
cepBepoM; paboTa C KNMEHTCKMM MOAyNeM B pexumax KIueHTa, onepartopa MU
agMUHUCTpaTopa ceTun.

e [lo6aBneHne onuMcaHWst HOBbIX HACTPOEK M BO3MOXHOCTEWN: nogaepxka aBTOHOMHOMO
KMMEHTCKOro MOAYMsl ANs OKa3aHWsi MTHOBEHHOW yAarieHHOW MOLAEPXKKWN, NOAAEpXKKa
aBTOMATMYECKOM 3aMNMCKN BCEX CEAHCOB CBS3M C UX LIEHTPannM30oBaHHbIM XpPaHEHUEM U
OOCTYNOM Ha cepBepe; noaaepXka TpaHCNSAUMI CeaHCoB CBSA3N.

14 viroHna 2019 r. (cooTBeTcTBYeT TrustViewerPro 2.0.0 build 3014)
MepBas nybnmkaunsa HacCTosLLEro pykoBOACTBa.



2. J/IMIIeH3MOHHOEe coIJIallleHue Ha MCIO0JIb30BaHUE U
pacnpocTpaHeHHe MporpamMmMsbl

BHumMaTenbHo npoyTtnte 9TO NULEH3MOHHOE CcorfalleHne C KOHEYHbIM MOonb3oBaTesnem.
YcTtaHaBnuBas unun mMcnonb3ys nporpammHoe obecnedenune TrustViewerPro, Bol TeM cambim
BblpaxaeTe CBOe cornacue cobnogaTb YCNoBUsS 3TOro NULEH3MOHHOIO cornawenus. Ecnv no
Kakon-nmbo npuynHe Bbl He cormacHbl C 3TUM  JIMUEH3MOHHbIM cornaweHvemMm, Bam
HeobxooMMo yganutb bannbl ANCTpUbyTMBa M NpekpaTUTb MCNONb30BaHME MPOrpamMMHOro
obecneyeHna TrustViewerPro.

Bce aBTOpckue npaBa Ha nporpammHoe obecneyveHune TrustViewerPro npuHagnexart TonbKo
komnaHum-paspaboTtumky — OO0 “Tpact JIta” (ganee - «lMpaBoobnagartenby).

lMporpammHoe obecneveHne TrustViewerPro pacnpocTtpaHseTcs cBobogHO, npwu yCrioBuu
TOro, 4YTO HacToAWwMM AUCTPUBYTMB He wu3mMeHeH. 3anpewaeTtca OpaTb nnaty 3a
pacnpoctpaHeHune TrustViewerPro 6e3 nncbMeHHoro paspelueHus lNpasoobnagarens.

MporpammHoe obecnedeHune TrustViewerPro paspeluaeTcss UCNofb3oBaTb BO BCEX CTpaHax
Mupa, B nobon copme n nobbiM He NPOTUBOPEYHALLUMM 3aKOHY crnocobom, npu ycrioBuu
cobntogeHns npas [MpaBoobnagatens. 3anpewaeTcs U3MeHsTb, Co3daBaTb HOBbLIE BEPCUM,
aMynupoBaTb, AeKOMMUNMpoBaTb, M3y4aTb W pPacnpoCTPaHATb Ko nporpaMmmbl U ee
COCTaBISAOLLNX.

MporpammHoe obecneveHne TrustViewerPro nos3sondetr OEMOHCTPUPOBATL CBOW 3NEMEHThI
OpeHaupoBaHusa (riorotun, obou rnaBHON OpMbl U BaHHEepPbl), HO TONBLKO NPWU YCMOBUU, YTO
OHW He nonagalwT B Creaylluin CNUCOK 3anpelleHHbIX Ang pasmelleHus: JloxHas,
HEeKoppekTHaa wunu BBoAsAWas B  3abnyxgeHne uHgopmauus; BpegoHoOCHble 1
HexenartesibHble nporpammbl; [lopHorpadus; Jlotepen; [lopaoenvHble TOBapbl; Megua
AaHHblEe, CO34aHHble C HapyLUeHMEM aBTOPCKUX U CMEXHbIX NpaB, WUCNOSMb30BAHUEM YYXXUX
TOproBbix Mapok; CCbIfIkKM Ha MNOYTOBbIE M 3AMEKTPOHHbIE CMaMm-paccbifkn; PuHaHCOBbIE
nupamngbl; Matepmansl C anemMeHTamu HEHOPMAaTMBHOM JIEKCUKW, a Takke maTtepuansl,
HanpaBfieHHble Ha BO3byXAeHWe HeHaBucTn nnbo Bpaxabl, a TakkKe Ha YHWKeHue
AOCTOMHCTBA YesioBeka unuv rpynnbsl nuu.

MporpammHoe  obecneveHne  TrustViewerPro  mMoxeT  oTnpaBnATb Ha  cepBepa
MpaBoobnagarens cratMcTUYeckyto MHGopmMmaumio 00 MCNOMb30BaHMMK, a Takke oT4eTbl 06
owunbkax B cBoen pabote. lpm atom [MpaBoobnagaTtens rapaHTMpyeT, 4YTO He OyaeTt
nepegaHa Hukakaa nHgopMaums, cnocobHas maeHTuduuMpoBaTb UM CKOMNPOMETUPOBATb
KOMMNbOTEPLI M KX nonb3oBaTtenen (takas kak IP- n MAC-agpeca, cepuiiHble Homepa
obopynoBaHus, ceTeBble MMeHa, Adamnbl namsaty, u np.). Takke [lpaBoobnagarenb
obsa3yeTcs, He nepedaBaTb MOMYYEHHYD TakMm oBpa3oM MHopMauuio TpeTbUM nuuam, U
NUCMONb30BaTb €€ WCKIYUTENBHO B UEensx yhydweHua paboTbl M 0BCnyXuBaHus
nporpamMmmHoro obecnedenus TrustViewerPro.

MporpammHoe obecneyveHme TrustViewerPro npegoctasnseTcs no npuHumny "AS IS", Hukakux
rapaHTui He NpunaraeTcs U He npegycmaTtpuBaeTcs. Bbl npyHumaeT Ha cebsi LennMKom puck,
CBSI3aHHbIA C  WUCNONb3oBaHMEM nporpammbl. [lpaBoobnagatens HW  NpPU KaKUX
obcTosTenbCTBaxX He HeceT nepen Bamun HMKakoM OTBETCTBEHHOCTU 3a yLepO, BbIHYXOEHHbIE



nepepbiBbl B AENOBOM aKTUBHOCTU, NOTEPK AENOBbIX NMMO0 UHBIX JaHHbIX UU MHOpPMaUun,
NpeTeH3nn NN pacxonbl, KOCBEHHbIE UIK CrlyYyanHble YObITKM, a Takke YNyLEeHHYO Bbiroay U
yTepsiHHble cOepexeHusl, Bbi3BaHHbIE MUCMOMb30BaHMEM WU CBSA3aHHbIE C MCMOMb30BAHWEM
nporpammHoro obecnedeHus TrustViewerPro.

HacTtodwee nuMUEH3NMOHHOE CcOorfaweHne MOXeT W3MEHATbCH I'IpaBoo6na,aneneM B
OOHOCTOPOHHEM Nop4LaKe.



3. BbI16Op cTpaTeruu pasBepTbhbiBaHUS
«TrustViewerPro»

«TrustViewerPro» - 3T0 MHOrO(PYyHKLNOHAMNbHbLIA NPOrpaMMHbIA NPOAYKT, NpeaHa3HaYeHHbIN
ANSA pelleHns LMPOKOro crnekTpa 3agad, NoaxXoAswmnn Ang UCNoNb30BaHUS Kak B KPYMHbIX U
MarnblX OpraHusauusax, Tak U B NMYHbIX Lensax. [oatoMy, B 3aBUCUMOCTM OT MOCTaBMEHHbIX
3ajad, cTpaTterum passepTtbiBaHus TrustViewerPro MoryT CyueCTBEHHO OTNIMYaTbCS.

3.1. BapuaHThI IMII€eH3UH

Bce BapuaHTbl nuueH3ui (oaxe 6GecnnaTHas [OEeMOHCTpaUMOHHAs Bepcusl) WUMELoT
OOMHAKOBbIA, HUYEM HeOorpaHWYeHHbI PyHKLMOHAnM, 3a WCKMYEHMEM OOHOro napameTpa,
KOTOPbIN U SABMSIETCS KMOYEBbIM (DakTOPOM Npu BbiGope cTpaTerny passepTbiBaHWUS NpoayKTa,
— 3TO KONMYeCTBO OAHOBPEMEHHO NOAKIMIOYEHHBIX K CEPBEPY YCTPOWCTB.

BHumaHne! OGBHEKTOM NMLEH3NPOBaHUA SBNSETCS TOMbKO Cam CepBep, MpuM 3TOM KOMMYECTBO
YCTaHOBMEHHbIX KOMUN KIIMEHTCKMX MOAYNEen BO BCEX BapWaHTax WHCTaNMAaUUMM U pexumax
MCNONb30BaHNSA — HeorpaHuyeHHo. [py npeBbiWEeHUM Yucra OAHOBPEMEHHO MNOOKMOYEHHbIX K
cepBepy YCTPONCTB — paboTa KIMEHTCKUX Moaynen He Gnokupyetcsl (COeguHeHue C CEpBEPOM He
HapyLlaeTcs), O4HaKO OO0 Tex Mop, MoKa B PacrnopsXeHUW cepBepa He OKaXeTcs [oCTaTovHoe
KONMYecTBO CBOOOAHbLIX MOAKIOYEHUN - MHULMMPOBATbL HOBLIN CeaHC CBA3W He nonyyutcsa (npu
9TOM, HEeKOTOpble BO3MOXHOCTM, Hanpumep OTnpaBKa nonb3oBatensMm coobweHnn — OyayT
AOCTYNHbI).

BHumaHne! [axe yCTaHOBMEHHbIN M paboTaloWmi Ha KOMMNbIOTEPE KIMEHTCKMW MOAyNb —
Heobsa3aTenbHO UCNONb3YeT NOCTOSTHHOE NOAKIIOYEHUE K CepBepy, NOATOMY Npu BblbOpe NUUEH3MM
Ba)XHO MOHMMAaTb, KakuM obpa3om ByaeT ycTaHOBMEHA NporpamMma, M Kak oHa B AanbHenwem bynet
MCMNONb30BaTbCA HA KOHEYHbIX KOMMbIOTEpPaX.

KnneHTCKMn mMoAyrnb, Kak Ha CTOPOHE MPUHMMAIOLLEN, TaKk U Ha CTOPOHE OKasblBaloLLEN
nogaepxky, B o0bs3aTenlbHOM MOPsiAKe WUCMONb3yeT MOAKMIOYEHNE K cepBepy BO BpeMs
WHULMaLMN ceaHca CBA3WN C UCMOMb30BaHMEM MAeHTUdUKaTopa (Nocrne oKoOHYaHWsS BpeMeHu
AENCTBUS mnaeHTUduKaTopa, a Takke B Cllydae OTMEHbl CeaHca CBA3W - MOAKMYEHUE K
cepBepy CTaHOBUTCH HeaKTUBHbIM). HenocpeacTBEHHO BO BpeMSi aKTUMBHOMO CeaHca CBSA3U
KOMMbIOTEP KaXXOOW M3 CTOPOH MCNOMb3yeT NOAKMAYEHNE K CcepBepy TOMbKO B Cliyyae, ecnm
He yaanocb yCTaHOBUTb NMPAMOE NOAKMOYEHNE MEXAY KOMMNboTepamu, u cepeep TrustServer
BbICTYNaeT B pONn NpoKcu-cepeepa (Nocne OKOH4YaHMsl ceaHca CBA3WN NOLKMOYEHNE K cepBepy
CTaHOBUTCSA HeaKTUBHbIM). Kpome TOro, yCTaHOBMEHHbIM HA KOMMbIOTEPE KIMEHTCKUA MOAYIb
MMeeT NOCTOSAHHOE MOAKIMIOYEHNE K CEpPBEPY B CrieayroLmMX Crydasx:

e KOMMbIOTEP aABTOPM3OBAH Ha CepBepe C MOMOLLbK FPynnoBON y4eTHOW 3anucu (T.e.
KapTodka KoMnbloTepa oTobpaXkaeTcsl Ha cepBepe B CMMCKE KOMMNbIOTEPOB, JOCTYMHbIX
Ana ynpaBneHus)

e XOTA Obl OOWH M3 MONb3OBaTeENEeNn KOMMbIOTEPA MMEET aKTUBHYIO 3asaBKY B Chyx0y
xenngeck (B crniydae OTMEHbI/3aBepLUEHNs 3asiBKM — MNOCTOSIHHOE MOAKIIoYeHne K
cepBepy CTaHOBUTCS HEAKTUBHbLIM)

e XxoTd Obl OAMH M3 nonb3oBaTenen KoMmnbioTepa OOMEHSNCA KOHTaKTaMu C Opyrnm
nonb3oBaTenieM (B cnyyae yganeHuss Unn BroKMPOBKN BCEX KOHTAKTOB — MOCTOSIHHOE
NoAKNtoYeHne K cepBepy CTaHOBUTCS HEAKTMBHbBIM)



e xoTa Obl OOMH M3 nonb3oBaTenen paspewunsi K KOMNbOTEPY BPEMEHHbIN
HEKOHTpPONMpyeMbIn OOCTyn (B Cnydae OTMEHbl AO0CTyna WM OKOHYaHWUS Cpoka
NPeaoCTaBNEHHOro A0CTyna — MOCTOSIHHOE MOAKMYEHNEe K CepBepy CTaHOBUTCS
HeaKTUBHbIM)

BHumaHue! MNporpamma TrustViewer, paboTtaiowas B pexmme COBMECTMMOCTU ¢ TrustViewerPro —
MCnonb3yeT MOAKIIYEHME K CepBepy aHanorMyHbiM o6pas3oMm, 3a MWCKMYEHWEM CryyvaeB
aBTOpM3auun KomnbloTepa n obpalieHns B cnyxby xennegeck (3TM peXumMbl HEOOCTYMNHbI AN
TrustViewer). Kpome TOro, nockonbKy Ha CepBepe Y4YuTbIBAOTCA WMEHHO MOOKNHOYEHHbIE
YCTPOWCTBA, @ He YCTaHOBMEHHbIE MNPOrpaMmbl, TO OLHOBPEMEHHO paboTalwme Ha OOHOM
kKomnbtoTepe TrustViewer n TrustViewerPro, pacxogyrT TOMbKO OAHO NIMLEH3MOHHOE NOAKITYEHUE.

Ha HacTosawmin MOMEHT OOCTYMNHbI crefyowme cTaHgapTHble BapuaHTbl NUueH3nn (ycnosus
npuodpeTeHnsa cM. Ha opuumanbHOM canTe NporpamMmmel):

e 10 30 ogHOBPEMEHHO MOAKMIOYEHHbIX YCTPOWCTB K OAHOMY CepBepy

e 1o 100 ogHOBpEMEHHO MNOAKIMIOYEHHbIX YCTPOMUCTB K OAHOMY CepBepy

e [0 200 ogHOBPEMEHHO MOAKMIOYEHHbIX YCTPOWCTB K OAHOMY CepBepy

e 10 500 ogHOBpPEMEHHO MNOAKITHOYEHHbIX YCTPOMUCTB K OAHOMY CepBepy

e [0 1000 ogHOBPEMEHHO NOAKMIOYEHHbIX YCTPOWCTB K OAHOMY CepBepy

e 110 2000 ogHOBpPEMEHHO NOAKMHOYEHHbBIX YCTPONCTB K OAHOMY cepBepy

Kpome Toro, cepsep 6e3 akTMBauun NULEH3UKN, NPU YCIIOBUN UCMOSb30BaHUSA B AOMAaLLHMX
Lensix - No3sonsieT paboTaTb OAHOBPEMEHHO C AECATLIO NOAKMIOYEHHBIMU YCTPONCTBAMM.

3.2. Ucnoaib3oBaHue «TrustViewerPro» B JOMalIHUX LeJI9X

bes akTuBauum nuueHauu, cepBep UMeEET orpaHudeHne — He Gonee 10 (pecatw)
OLHOBPEMEHHO MOAKMIOYEHHbIX YCTPOMUCTB. OOHAKO 3TOro MoXeT ObiTb BMNOSIHE 4OCTATOYHO
npu ero Mcnonb3oBaHUM B AOMALLUHUX Lensax. Hanpumep, MOXHO 13 nobon TOYKM NnaHeTbl
ynpaenaTb CBOMMMW LEBATbI AOMALUHUMKM paboummm cTaHumsiMmn (N0 O4HOMY MOAKITHOYEHUIO
Ha Kaxaylo ynpasnsiemyro pabouvylo CTaHUMIo, MAC OAHO MOAKIIOYEHME Ha KOMMbIOTEP, C
KOTOPOro MNpPOU3BOAMTCA YynpaBreHue), NMbo oKasbiBaTb YOANEHHY MNOAOEPXKKY uyepes
NHTepHeT cBOMM ApYy3bsiM U OMM3KUM C MOMOLLbIO BPEMEHHBIX MOEHTUGUKATOPOB JocTyna (B
3TOM Cny4vae, Ha Kaxabli aKTMBHbIA CeaHC CBSA3W TPaTUTCA BCEro ABa MOAKITHYEHMS K
cepBepy, T.e. C OOHOro paboyero MecTa MOXHO BbIMOMHATL HEOrpPaHUYEHHOE YUCIO
nocrnegoBaTeNibHbIX MOAKMYEHUI K pa3HbiM KOMMbOTEPAM).

3.3. IlpopeccuoHanbHOe wucnoib3oBaHue «TrustViewerPro» ajsa
NoAAEePKKHU NoJIb30BaTesied yepe3 UHTEepHeT

YCTaHOBMEHHbIN Ha paboyeM MecTe KIMeHTCKUn moaynb 6e3 aBTopu3auumn KoMnbloTepa Ha
cepBepe — TpaTUT OOHO NULEH3MOHHOE MOAKMIOYEHNE TONbKO BO BPEMSA CeaHca CBA3U, TakuMm
o6pa3oM, BO3MOXHa YCTAHOBKA KIIMEHTCKUX MOAynenW Ha HeOorpaHU4eHHOM KOnunyecTBe
YCTPOWCTB C NocneayrLwmm K HUM NOAKNIOYEHNEM C MOMOLLBIO BPEMEHHbIX NOEHTU(MKATOPOB
poctyna. B atom cnyyae, nuueHsun gns 30 OOQHOBPEMEHHO MNOAKITHOYEHHbLIX YCTPOWCTB
BMOMHe XBaTaeT, 4YTobbl obecrneynTb MONMHOLEHHYID OOHOBPEMEHHYID pPaboTy HECKONbKMX
onepaTtopoB A5 OKa3aHUs yaaneHHOW nogaepXkn nonb3osatenen yeped VIHTepHeT, B T. 4. C
BO3MOXHOCTbIO NpeioCTaBIeHNs] BPEMEHHOIO HEKOHTPONMPYEeMOro JocTyna.



3.4. AAMUHUCTPHMpPOBAHHE MapKa KOMILIOTEPOB OpraHU3saluu C
nomoubio «TrustViewerPro»

[lnsi BO3MOXHOCTM MOSHOLEHHOIO aAMUHUCTPUPOBAHMSA C Ucronb3oBaHueM TrustViewerPro
Kak B NnokanbHOW ceTu, Tak 1 Yepe3 MHTepHeT, Heobxoanma aBTopu3aumst KOMMbIOTEPOB Ha
cepBepe, T.e. Kaxablli aBTOPMU30BaHHBIN KOMMbIOTEP OyaeT MOCTOSIHHO MCnornb3oBaTb OAHO
NUUEH3NOHHOE TMOAKIMIOYEeHNe K cepBepy. Takum oOpa3oM, Tun BbiOMpaemMon nuLeH3un
HanpsiMyto 3aBUCUT OT KONMYeCTBa KOMMbIOTEPOB B OpraHmn3auum.

3.5. HUcnosib30BaHue «TrustViewerPro» B pexume
MYJIbTHU3a4a4YHOCTH

TrustViewerPro no3BonsieT 0AHOBPEMEHHO pellaTb MHOXECTBO 3afayv: agMUHUCTPUPOBaHUE
KOMMNbIOTEPOB B JTIOKANbHOW CETU, LeHTpann3oBaHHoe agMUHUCTPUpoBaHue Yyepe3 NHTepHeT
TeppuTopuanbHO pacnpefeneHHoro napka KoMmnblTepPOB, yAaneHHas nopaepkka KnMeHToB
opraHusauumn Yepes WHTepHeT, nopaepxka Monb3oBaTener B pexmnme MHTErpaumm c yxe
pa3BepHyTbIMK Ha NpeanpuaTuK crnyxbamu xennaeck/cepBUCAECK, opraHM3aunst yaaneHHbIX
paboynx MecT coTpyaHMKOB. B obLiem cnyyae, BbIOOp TMNa NuLeH3nn 3aBUCUT OT KONnM4ecTBa
KOMNbIOTEPOB TPEOYIOLWMNX MNOCTOSIHHOIO MOAKMIOYEHMST K cepBepy (agMUHUCTPUPOBAHME
KOMMNbIOTEPOB, MHTErpaums co cnyxbamm xenngeck/cepBucaeck, yaaneHHble paboyne mecta
COTPYAHMKOB), C Y4€TOM OOMOSNHUTENbHbIX MOAKMIOYEHUI CBSA3aHHBIX C OnepaTUBHON paboTol
(noaknoYeHne K KOMMbOTEPAM C MOMOLLBbI BpPEeMEHHbIX WOEHTUMUKATOPOB, MNoAAepKKa
6e3onacHbIX KOHTaKTOB 1 NPeAOoCTaBNeHNE BPEMEHHOIO HEKOHTPONMPYEMOro 4OCTyna).



4. YcTaHOBKA

MporpaMmmHbI NpoaykT «TrustViewerPro» cOCTOMT M3 OBYX MOLYNEN: KNMEHTCKUA Monyrb
«TrustViewerPro», ycTaHaBfMBaeMbIi Ha KOMMbKOTEPAX KOHEYHbIX Mofnb3oBaTesnien noa
ynpasneHnemMm ornepaumoHHon cuctembl Windows munn GNU/Linux, 1 crneumnanm3avpoBaHHbIN
cepBep «TrustServer», ycTaHaBfMBaeMbI Ha KOMMbIOTEPaAxX MoA ynpasfieHUEM CepBEepHOW
onepaumoHHon cuctembl Windows nnm GNU/Linux.

4.1. YcraHoBKa cepBepa «TrustServer»

«TrustServer» npeactaeBnseT cobon nporpaMmmy, 3anyckaemyrd CcamMOM CUCTEMOM W
paboTatowen B poHOBOM pexume 6e3 npsAMoro B3aMMOLEWCTBUSA C MOfb3oOBaTesfieM, T.e.
aBnseTca “aemMoHoM” B TepMmuHonornm Unix/Linux. Mpn aTom BCce napameTpbl, Heobxoanmblie
ANs 3anycka — nepefarnTca B KOMaHOHOW cTpoke. Taknm obpasom, yctaHoBka «TrustServer»
CBOAUTCS K HACTPOWMKe aBTOMATUYECKOro 3anycka rnpu 3arpyske CUCTeMbl, U 3aBUCUT OT Tuna
onepaumoHHon cuctembl. MapameTpbl Npu 3anycke nepefarwTcd B KOMaHOHOW CTpoOKe B
cnegywouwem suge: “start [options]”, rae “[options]” — KoMOGUHaAUUA M3 BO3MOXHbLIX OMLNNA.
Hwxe npuBeneH NOMHbIN CNMCOK BO3MOXHbIX OMNUUIW Npu 3anycke cepBepa «TrustServery.

Onuwus OnucaHune

-udp <value> YCTaHOBUTL 3HayeHue udp-nopTta AN NOKamnbHbIX MOAKMAYEHWIA, OTSIMYHOE OT
3Ha4YeHns No ymon4yanmio (27463)

-port <value> YcTaHoBUTL 3Ha4veHue tcp-nopTa Ans nokKanbHbIX UM MHTEPHET-NOAKIIOYEHUNA,
OTMNYHOE OT 3HAYEHUS MO YMonyaHuo (443)

-Iport <value> YCTaHOBUTL  3HAYeHWe  [OOMOSIHUTENbHOMO  BblAENEHHOro tcp-nopta  Ans

nokanbeHbIX NOAKMYEHUA. [JONOSTHUTENbHbBIN BblAENEHHbIN NOPT ANSA JIOKaNbHbIX
NOOKIIOYEHNN MOXET ObITb MCMONb30BaH ANS pasrpaHUYEHUst JIOKanbHOro wu
WHTepHeT-Tpadmka. Ecnu 3TOT napameTp 3adaH, TO NoKanbHbIMW BXOOSLLMMMU
NOAKMYEHNSIMN ByQyT CcUMTaTbCA TOSbKO MOAKIHYEHUS, OCYLLECTBMEHHbIE Ha
yKasaHHbIM nopT. Ecnu aToT napameTp He ykasaH, TO NPUHAANEXHOCTb BXOOALLMX
NOOKIHYEHNA K JIOKANbHOW WM UHTEepHeT—ceTM OydeT OocyLecTBNATLCA
aBTOMAaTMYECKN Ha OCHOBE agpeca MOAKIKYEHMUs, YTO MOXeT ObiTb He Bcerga
KOPPEKTHbIM, HAaNpMMep, B criyyae paboTbl cepBepa 3a MapLLPYTU3aTOPOM.

-cport <value> YCcTaHOBUTb 3Ha4YeHWe AOMNOMHUTENbHOro BblAerNeHHoro tcp-nopTa Ans Aoctyna K
naHenu ynpaeneHus. Ecnu napameTp 3agaH, TO BOMTM B MaHenb ynpaBleHUs
CcepBepOM MOXHO TOJbKO MO apecy C yKkasaHMeM AaHHOro nopTa.

-host <name> YCTaHOBUTb 3HAYEHME MMEHU XOCTa A4 fnoKarnbHbIX NOAKNIOYEHUA, OTINYHOE OT
3Ha4YeHnA onpegerneHHoro aBToMmaTn4eckun

-wport <value> O6bsBUTL 3HA4YeHMe BHeLlHero tcp-nopta And  BXOOSAWWMX  UHTEpHeT-
NOOKIHOYEHNA, OTIIMYHOE OT 3HAYEeHUs 3agaHHoro onuuen "- port" (MOXeT ObiTb
nonesHbIM Mpu nepeagpecaunn MnopToB Ana paboTbl cepBepa 4epes
MapLIpyTM3aTop)

-whost <name> | O0bABUTE 3HA4YeHUE BHELWHEro WMEHM XOCTa ANA BXOASWMX WHTEPHET-
NOAKMIOYEHNA, OTNINYHOE OT 3HAYEeHUs onpedeneHHoro aBToMaTudeckn. 34ecb
Takke MoXHo ykasaTb URL-agpec cepsuca, Bo3BpallaroLLero BHeLWHU ip-agpec
(mo ymonuaHumio ucnonb3yetca cepBuc no agpecy “http://trustviewer.com/cgi-
bin/server.pl?cmd=myip")

-rhost 3agatb agpec pesepBHOro KaHanma CBSi3M AN cepBepa, C  yKasaHuem
<name@value> | BEpOSATHOCTM B MpOLIEHTax, 4YTO ecnu oba kaHana CcBSA3M [OOCTYMHbI, TO
npeanoyTeHne npuv NepBoOM MOAKMIOYEHUM KNMeHTa OyaeT OTAaHO MMEHHO
pe3epBHOMY KaHarny CBsi3u

-redirproxy YCTaHOBUTL  MNepeHanpaBrieHve  foKarnbHbIX  3arnpocoB K cepBepy Ha
BbILLECTOSALWMNN cepBep (MCNOMb3yeTcsl KIMMEHTCKMM Moaynem, paboTalowum B
NOKanbHOMW CeTM 3a MapLlpyTU3aTopoM, Afs aBTOMAaTUYECKOro OBHapyXeHusi




NHTEpHeT-cepBepa). ALpec BbIWECTOSALEro cepBepa 3adaeTcss C MOMOLLbIO
napameTpos "-host" n "-port"

-localsocks5 briokupoBatb MHTEPHET-MOAKMIOYEHUST K CepBepy no npoTokony socks5 (ons
WMHTepHeT-NnoAknYeHnn byaeTt 4OCTyneH Tonbko npotokon http/https)
-localproxy BnokvpoBaTb BCE MHTEPHET-NOOKMIOYEHUSA K cepBepy (pexum paboTbl cepBepa

Tonbko B LAN)

-pass <text>

YcTaHoBUTL Naponb Ans goctyna K cepeepy. Mcnonb3yetcs B KayecTBe
BPEMEHHOro naponsa Ans OOCTyna K naHenu ynpasreHna cepBepom (Ha Bpems
Ha4anbHOW HAaCTPOWKM CepBepa MNocrie ero yctaHoBku). Takke, ncnonb3yercs ang
COBMECTMMOCTU ¢ BecnnaTHbIM KNMEHTCKMM mogynem «TrustViewer» B pexume
G6esonacHoro pgoctyna Kk «TrustServer» B ponv KOOPAWHWUPYHOLLIErO MNPOKCU-
cepsepa.

-ssl <name>

YcraHoBUTL NyTb K kKatanory ¢ ©Owubnuotekamm OpenSSL, oOTAWYHBIA OT
onpegeneHHoro aBToOMaTn4ecku

-cert <name>

YcTaHoBUTL NyTb K (hanny SSL-cepTudukaTa

-key <name> YCTaHOBUTL NyTb K (hanny knioya SSL
-keypass <txt> YKasatb naposib K Knoyy SSL
-log <name> YcTtaHoBUTL NyTh K dpanny XypHana (no ymonyaHuio, dhans xypHana cosgaeTcs

aBTOMaTMYecKku, B Nanke pasMeLLeHns ICNOoMNHAeMoro anna cepeepa)

-data <name>

YcTaHoBUTbL NYTb K Katanory ¢ AaHHbIMU cepBepa (N0 yMonyaHuio, CTpyKTypa
KaTanoroB, cogepxawas Bce Heobxoaumble Ans paboTbl cepBepa dawinbl -
co3daeTcsi aBTOMaATUYEecKW, B Manke pasMmelleHust ucnonHsemoro darina
cepsepa)

-rec <name> YcTaHOBUTL NyTb K KaTanory C 3anucsiMyM CeaHCOB CBSI3M (OTMMYHBIA  OT
CO3aHHOro aBTOMaTUYECKM NN YKa3aHHOIo C MOMOLLbI0 NapameTpa “—data”)

-cpt <value> YCTaHOBUTb MakCUMaribHOE KONMYEeCTBO COeOUHEHWN, OBCMy>XMBaeMblX O4HUM
MOTOKOM, OTMIMYHOE OT 3HAYeHUs1 NO YMOonYyaHui (3HadeHne oT 1 go 64, no
ymon4yanuio 16)

-nossl Disable explicit use of the OpenSSL library

-nowatch OTKNOUYMTL OOMOSNHUTENBHLIM MPOLIECC, Creasimi 3a KOpPPEKTHOM paboTtomn
cepBepa (Mcnonb3yeTcst Ans aBTOMaATUYECKOro nepesarnycka cepBepa B cryvae
cboeB B ero pabote)

-foreground OTKNIOYMTL 3anyck B POHOBOM peXnme

MprMepbl KOMaHAHOW CTPOKW ANS 3anycka cepBepa C UCMOoNb30BaHMEM NapameTpoB (34echb
“TrustServer.exe” — aTO0 uMs wucnonHaemoro ¢anna «TrustServery» ana onepaunoHHON
cuctembl Windows, ans onepauuoHHbIX cuctem Linux 32 n 64 6UT - MMS UCNOMHSAEMOro
dhanna JomkHo 6biTb “TrustServer” n “TrustServer64” COOTBETCTBEHHO):

“TrustServer.exe start” - 3anyck cepsepa C HaCTpOMKamMu MO yMOMYaHWIO
“TrustServer.exe start -port 8080 -pass 123456” - 3anyck cepBepa C tCp-nopTom
“8080” n naponem "123456"

“TrustServer.exe start -port 8080 -host youservername.com -redirproxy” - 3anyck
cepBepa B pexume nepeHanpasrieHnss 3anpocoB (NepeHanpasBrieHMe JoKamnbHbIX
3anpocoB Ha cepBep no agpecy "www.youservername.com:8080")

“TrustServer.exe start -port 8080 -wport 443 -whost youservername.com” - 3anyck
ceppepa ¢  tcp-moptom 8080 wn  obbaABneHne - nybnuyHoro - agpeca
"www.youservername.com:443"  Oona = BXOOSAWMX  UHTEpPHEeT-NnogknwyeHun  (Ha
MapLipyTnsaTope HeobxogMMo MpaBuiIbHO HACTPOUTb COMOCTaBfieHME MOPTOB AJIS
cepsepa)

“TrustServer.exe start -whost http://www.youserverutils.com/myip” - 3anyck
cepepa ¢ TCP-noptom 443 no ymonyaHuio un obbaBneHve nybrnvyHoro apgpeca,
noslyyeHHoro o1 cepsuca "http://www.youserverutils.com/myip" (Hanpumep, ecnu



cepBuC BepHyn agpec "194.58.92.117", TO nybnu4yHbIn agpec ANa BXOAALMX
MHTEpHET-Noakno4eHnn dyaet obbsBneH kak "194.58.92.117:443")

e “TrustServer.exe start -whost 194.58.92.117 -rhost 89.108.115.128@25” - 3anyck
cepBepa C OCHOBHbIM agpecoM Ans  BXOASLWMX  UHTEPHET-NOOKIYEHUN
“194.58.92.117”, a Takke agpecoM pes3epBHOro kaHana ceasn “89.108.115.1287,
npu4yem BEPOSITHOCTb, C KOTOPOWN KITMEHTCKME Moaynu 6yayT noaknioyYaTbCs UMEHHO Mo
pe3epBHOMY KaHany (npu ycrnoBuu, 4to oba KaHamna CBs3W OOCTYMHbI) COCTaBnsaet
25%.

BHumaHue! Hactpornka SSL-cepTucdukata (napametpbl —cert, —key un —keypass) — aBndetca
Heobs3aTenbHbIM, HO CTPOro PeKoMeHOyeMblM YCroBMEM, T.K. MO3BOMSET He TOnbkKo Ge3onacHo
yrnpaBndATb CEpBEPOM C MOMOLIb0 Opaysepa no npotokony https, Ho Takke obecneuntb
OOMNONHUTENbHYI0  (PYHKLMOHANbHOCTL PaboTbl KAMEHTCKUX Mopynen. [lpu 3ToM MOXeT ObITb
MCMomnb30BaH camonognucaHHell SSL-cepTudukat, co3gaHHbIN, Hanpumep, ¢ MOMOLLUBK YTUMMUTI
OpenSSL komaHgon “openssl.exe req -x509 -newkey rsa:2048 -days 365 -keyout mykey.key -out
mycert.crt”

4.1.1 YcraHoBKa cepBepa «TrustServer» B onepanuoHHou cucteme Windows
«TrustServer» He saBnsietcsa cnyxbon Windows, 9T0 o00blMHas nporpamma, HO C
BO3MOXHOCTbIO 3anycka B (DOHOBOM peXuMe, Kak OT MMEHW CUCTEMbl, TaK U OT UMEHM
nonb3oBatens. Takum obOpas3om, aBTOMATUYECKMA 3anyck Mpu 3arpy3ke CUCTEMbl MOXET
OCYLLECTBNATLCA Kak CaMOl CUCTEMOW, Tak U CTOPOHHUMM MPUIoXeHusMu/ckpuntamu. Huxke
npuBedeH NpuMep HaCTPOMKM aBTOMaTUYECKOro 3amnycka ¢ MOMOLLbIO MaHMPOBLLMKa 3a4aHun
Windows:

e CospganTte HoBylO nanky, Hanpumep “C:\TrustServer” n ckonvpynTe Tyaa UCNONHAEMbIN
goann TrustServer.exe

e 3anyctute nnaHupoBLIMK 3agaHunm Windows, Hanpumep, C MOMOLbO KOMaHLHOM
ctpoku “Taskschd.msc”

e Cospante HOBOE 3afaHune

e YKaxuTe NyTb K ucnonHaemomy daunny TrustServer.exe

e Buibepute ycnosue 3anycka “lpu 3anycke cuctemsl”

e B pononHutenbHbIXx napameTpax 3adaHus yKaxuTe napameTpbl 3anycka, Hanpumep
“Start —port 443”
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4.1.2 YcraHoBKa cepBepa «TrustServer» B onepanuoHHoi cucteme GNU/Linux
«TrustServer» npegcraBnsaeT cobon AEMOH, ANsi 3anycka KOTOPOro MCMonb3yeTcsa napameTp
“Start”, a ons ocTaHOBKKN — NapameTp “Stop”. Huxe npuBeneH npumep co3gaHus crnyobl ans
aBTOMaTMYECKOro 3arnycka npu 3arpyske:

e CosganTte HoOByWO nanky, Hanpumep “/srv/TrustServer, ckonupynute Tyaa
ncnosnHsembln pann TrustServer64 (ana 64-6uTHOM onepaunoHHOW CUCTEMbI) UK
TrustServer (ons 32-6uTHoM onepauuMoHHOMW CUCTEMbI) W MOMETbTE €ero Kak
“‘UcnonHsemblin”

e CospganTte HoBbIN hann “/etc/systemd/system/TrustServer.service”

[Unit]
Description=TrustServer
After=multi-user.target

[Service]
Type=forking
WorkingDirectory=/srv/TrustServer/

ExecStart=/srv/TrustServer/TrustServer64 start -port 443
ExecStop=/srv/TrustServer/TrustServer stop

Restart=always

[Install]
WantedBy=multi-user.target

e [locnegoBaTtesibHO BbIMOMHUTE KOMaHObl OT UMEHM agMUHUCTpAaTopa

systemctl daemon-reload
systemctl enable TrustServer
systemctl start TrustServer

4.1.3 HacTpouka cepBepa «TrustServer» nmocjie yCTaHOBKH

YnpaBneHvne cepBepom «TrustServer» OCYLIECTBNSIETCA 4Yepe3 BCTPOEHHY MaHernb
ynpaBneHusi, JOCTYN K KOTOPOM MOXHO MOnyyYnTb M3 nboro coBpeMeHHoro bpaysepa. OAns
[OCTyrna K Ha4varnbHbIM HacTpomkam cepBepa «TrustServer», ero HyXHO B MepBblin pas



obsi3aTenbHO 3anycTuTb C YykasaHuem napons (napametp “-pass” B KOMaHOHOW CTpoOkKe
3anycka cepsepa), Toraa ans aBTopusaumm MOXHO MCNONb30BaTb CreunanbHyto BPEMEHHYHO
y4eTHyto 3anucb “root”. Hanpumep, ecnn 3anyctntb cepeep € NnapameTpamu “TrustServer.exe
start -port 8443 -whost myserver -pass 123456”, To cTpaHuua naHenun ynpasnennsa byget
AocTtynHa no agpecam “https://myserver:8443/Admin” u “http://localhost:8443/Admin”, a gns
aBTOPM3aLMN HYXXHO MCMOMb30BaTh NOrMH “root” n naponb “123456”.

D httpefflocalhost ;5443 Admin X

&« C' [ localhost: 8443/2dmin iy =

5 A , Server: v2.1.0 WAN Addr: myserver:8443 Devices: 2/2/2  (act/mawftotal)
ru S e Ne r Chent: a Server tine: 18:24:18 Segsions: 0/0/0  {actmawitotal)
=4 e 3 Uptime: 6m S1s Standbys: 4/4/4  (actimasftotal)
Control Panel S5 Transferred: 0 Kb Connections: 5/12/19 (act/max/total)

Username:

Password:

Login
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Mocne ycnewHoOW aBTOpM3aUUW, HYXHO C€O34aTb MOCTOSIHHYK — YYETHYH  3anucb
agMUHUCTpaTopa cepBepa: nepengute Ha ctpaHuyy “Users”, Haxmute “Add new user”,
3anonHute obsizatenbHble nonga (“Username”, “Full name”, “Password”), a Takke B none
“Authorization” ykaxuTte ans nonb3oBaTens pexum asTopusauum “Super admin”, nocne yero
COXpaHUTE N3MEHEHMUS (HaXXMUTE KHOMKY “Save”).

BHumaHune! [Ina koppekTtHon paboTbl NporpamMmbl - AOSMKHA OblTb akTUBHa XOTS Obl ogHa yyeTHas
3anucb C nNpaBamMu agMUHUCTpaToOpa cepBepa, B MPOTUBHOM Criydyae MOAKMYEHME KINEHTCKUX
mMoayneu K cepeepy 6ygeT NpMoCTaHOBNEHO.
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BHumaHune! lNocne cosgaHust yyeTHOM 3anvMcu agMuHUCTpaTopa cepBepa, BpeMeHHast yyeTHas
3anuckb € NIOrMHOM “root” — BnoknpyeTcs, 1 nocnegyLlmne asTopmsauun HeobxoaMMo OCyLLECTBAATb
C HOBOM y4yeTHoOW 3anucblo. [Npu aTom napameTp “-pass” MOXHO MCKMOYUTL U3 KOMaHLHOW CTPOKM
3anycka cepsepa.

BHumaHume! Mo ymonuyaHuio, aBTopu3auusa ¢ npaBaMmv agMUHUCTpaTopa CepBepa pa3pelleHa Kak B
noKanbHOW ceTu, Tak u 4Yepe3 VHTepHeT. Ecniv ecTb HEOOXOAMMOCTL 3anpeTuTb aBTOPU3ALNIO C
npaBamu agmMuvHucTpatopa 4depe3 WMHTepHeT, To HeobxoaMmo Ha Bknagke “Settings’->"General”
BblbpaTh Anga napametpa “TrustServer auth mode” 3Ha4eHue “By local network only”.

BHumaHue! HesapeructpupoBaHHas konua «TrustViewerPro» MmeeT orpaHuUdeHus no KOnmn4ecTtBy
NOAKITIOYEHNI K cepBepy, NO3TOMY ANs NOMHOLEHHOW paboTbl HeobxoamMma permcTpauusa NpoaykTa.
Ona peructpauumn npoaykra, Heobxoanmo Ha Bknagke “Settings”™>"General” HaxaTb KHONKy “New
license”, B none “License number”’ BBECTM HOMEpP NULIEH3UKN, U HaxaTb KHoMKy “Apply”. MNogpobHee o
npoueaype peructpaumm cMm. B nyHKTe “AkTmBauma nuueHsun’, B pasgene “AOMUHUCTPUpPOBaHME
cepBepa «TrustServer»” HacTosLWEro pykoBoacTaa.




4.2. YcTaHOBKA KJIMEeHTCKOro moayJsa « TrustViewerPro»

OnctpubytmBbl  KnneHTckoro moayna  «TrustViewerPro» npeactaBneHbl B BapuaHTte
nopTaTMBHON BEPCUWN MpOrpamMmbl, YyCTaHaBNIMBaEMOW C MOMOLLbIO BCTPOEHHOro Mactepa, a
TaKke B BapuaHTe msi-nakeTta, ¢ BO3MOXHOCTbIO KaK HACTPOWKM napamMeTpoB MHCTaNMsauuu
HenocpeacTBEHHO B CaMOM nakeTe, Tak WU nepegayv napameTpoB B KOMaHOHOW CTPOKe BO
BpeMS yCTaHOBKW. Takne guctpmbyTmBbl NPeanovYTUTENbHO CreHepupoBaTb CaMOCTOATENbHO
B MaHenu ynpaeBneHusi TpacTcepBepoOM, HO Takke [OrMycKaeTcs YCTaHOBKa OPUrMHanbHbIX
ANCTPUBYTMBOB B PYYHOM peXume, C Nocrneaylllen HaCcTpOMKOM napameTpoB, MCMNOSb3ys
WHTepdenc camoro KIIMeHTCcKoro moayns. Hwxke npueBeneH CNUCOK napameTpoB YCTAHOBKM,
OOCTYNHbIX K peakTMpoBaHMIO B MSi-NakeTe, a Takke ANs nepefayn B KadecTBe napameTpoB
B KOMaHLHOW CTPOKe:

MapameTp Onuncanune

INSTALLSERVER <value> | 3agaeTt agpec cepBepa, a Takke YYeTHble daHHble Ansg aBTopu3aumm
KoMmnbloTEpa Ha cepBepe, B dopmaTe “norvH:naponb@XxocT:nopt”,
roe “noruH:naponb” COOTBETCTBEHHO JOIMMH WM Maporib rPynnoBow
Yy4eTHOM 3anucu, a “xocT:nopt” — agpec cepBepa TrustServer.

INSTALLDIR <value> 3apgaeT nanky HasHavyeHus, B KOTopyto ByaeT npom3BedeHa ycTaHOBKa
KNWEHTCKOro Moaynsi.
INSTALLFLAGS <value> 3apaer B pgecatndyHoMm dopmate koMOumHauuio 6GuToBbIX donaros,

OTBEYaKLLMX 32 AOMOSNHUTENbHbIE ONUMM YCTAHOBKMW:
“1” (Ob0O0000001) — ycTaHOBUTL NpOrpamMmmy Ans BCex nonb3oBatenen
“2” (0b00000010) — noGaBUTb MKOHKY Ha pabounn cTton

“4” (0b00000100) — pO6GaBUTL MKOHKY B MeHH “yck”
“16”(0b00010000) — 3agaTb accouumaumto ¢ hannamm sanmcu (*.tvr)

BoaMoXHbl ABa BapuaHTa YCTaHOBKM KINMEHTCKOro moaynsa «TrustViewerPro»: B pexume
OfPaHMYEHHOW, N B pPeXuMMe MNOSIHOM  (PYHKUMOHAaNbHOCTU. Pexum  orpaHuyeHHoW
YHKUMOHANBHOCTN NpefHa3Ha4yeH B NepByld oyepenb A1 pacnpoCTPpaHEeHUst B OTKPbITOM
poctyne 4yepe3 WHTepHeT. B a3Tom cnyyae [oCcTyn K KOMMbOTEPY C YCTAHOBIIEHHbIM
KNMMEHTCKMM MOAyNieM BO3MOXEH TOMbKO MO MnAeHTUdMUKATopy wmnm no OGunety 3asBku
Xenngeck, npuM 3TOM KOMMYECTBO YCTAHOBMEHHbIX KOMUM YCNOBUAMU NPUOBPETEHHON
NUUEH3UN He §NUMUTUMPYITCA. B pexnme nonHon YHKUMOHANBbHOCTU AOCTYMHbI BCe
AONOSTHUTENbHbIE (PYHKLUMMW, BKNHOYAA HEKOHTPONMPYEMbIA LOCTYN K 3TOMY KOMMbIOTEPY,
OOHAKO MNPU 3TOM KOJNIMYECTBO YCTAHOBMEHHbLIX KOMWA OrpaHNYMBaEeTCA YCIOBUAMMU
npunobpeTeHHON NuueH3un (nogpobHee 06 orpaHMYEeHUAX NIMLEH3UN CM. B NyHKTe “AKTnBauus
nuueHsun®, B pasgene “AgMUHUCTpUpOBaHME cepBepa «TrustServer»” HacTosLWero
PYKOBOACTBA).

Bbibop pexnma ycTaHOBKM (OrpaHUYeHHOW Ui NOSTHOM (PYHKLMOHANBbHOCTHN) OCYLLIECTBIISIETCA
aBTOMaTU4eCcKn, 1 3aBncuT ot napameTpa nHctannauumn “INSTALLSERVER®. Ecnu napameTp
‘INSTALLSERVER” He 3agaH sIBHO unv ykasaH TOSIbKO agpec cepBepa, TO yCcTaHoBKa OyaeT
BbIMOSIHEHA B pEXUME OrpaHMYeHHon (pyHKUMOHanbHOCTU. Ecnn e Kpome agpeca cepeepa B
napamMmeTpe Takke yKasaH fIOrMH 1M Naposib rpynnoBOM YY4ETHOW 3anucu, To ycTaHoBKa byaet
BbIMOSIHEHA B peXuMe MNOMHON (PyHKUMOHanbHOCTM (NogpobHee O HACTPOWMKe rpynnoBbiX
YYeTHbIX 3anucax CM. B NyHKTe “PegakTupoBaHue rpynnoBbiX yYeTHbIX 3anucen”, B pasgerne
“‘“AOMUHUCTPUpPOBaHME cepBepa «TrustServery” HacTOSALWEro pykoBOACTBA).

BHumaHne! B uensax 6Ge3onacHOCTW, MOCMe YCTAaHOBKM KIIMEHTCKOrO MOAYNSA B PEXMME MOMHOM
PYHKLUMOHANBbHOCTN, HEKOHTPONMMPYEMbIN OOCTYN K KOMMNbIOTEPY NO YMOMYaHWKO — OTKMoYeH. [ns




BKIMIOYEHNSI HEKOHTPONMPYEMOro [[OCTyrna K KOMMbIOTEPY B MEHIKO [NTAaBHOrO OKHA Mporpammebl
OTKPOWTE CTpaHWULYy HACTPOMKN AoCTyna K kKomnbioTepy (“MeHto” — “HacTtporikn” — “[locTyn K aTOMy
KoMnbloTepy”), U B 3aBUCUMOCTU OT Tpebyemoro, yctaHoBuTe ranodky “Hdoctyn no RDP” wu/unn
“HekoHTponvpyembii 4OCTYN” € yka3aHWeM Naponsi Ha AOCTYN K KOMMboTepy (Mpu HeobXxoanMOCTK).

BHumaHne! N3meHnTb pexmm paboTbl KIMMEHTCKOro Moayns (Pexum OorpaHMdYeHHOM WU MNOSHON
YHKUMOHANbHOCTN) — MOXHO B /obon  MOMEHT TMocrne ero  yCTaHOBKW, MyTem
OTKITIOUYEHUS/BKMIOYEHNS aBTOPM3aUMM KOMMbOTEPA: B MEHIO [M1aBHOrO OKHA MPOrpaMmbl OTKPOWTE
JonosHuTenbHble ceTeBble HacTponkn (“MeHrw” —  “Hactponkn® —  “TlogknioveHns” —
“TrustServer”), 1 B 3aBUCMMOCTUN OT Tpebyemoro, CHUMUTE UM YyCTaHOBUTE ranoyky “ABTopusauus
(pernctpauusa KoMnbloTEPA Ha CEPBEPE)” C YKazaHMEM NOrMHa U Napons rpynnoBov Y4ETHOW 3anmci.

BHumaHue! I3MeHNTb HacCTPOMKM KIMEHTCKOro MOOyns MOXHO yOaneHHO M3 NaHenu ynpasieHus
KoMmnbloTepamMm (NpaBasi KHOMKa MbILLW Ha KapToyke KoMmbtoTepa, “OTnpaBuTb HACTPOMKK™), HO Npu
9TOM B HaCTpoMkax MporpaMMmbl YAaneHHOro KOMMbloTEpa [AOMKHO ObiTb  YCTAHOBIEHO
COOTBETCTBYIOLLIEE paspelleHne (“MeHo” — “Hactponkn” — “besonacHocTb”, ranodka “Paspewntb
yOaneHHOe M3MEHEHWE HacCTpoek nporpammbl’). Kpome TOro, ycTaHOBUTbL COOTBETCTBYHOLLEE
paspeLleHne Takke MOXHO yaaneHHo (npaBasi KHOMKa MbILM Ha KapTo4ke KoMmnbloTepa, “BkniovnTb
yAaneHHble HacTpomnkn®), ofgHako, B uUensix 6e3onacHocTW, B 3TOM cnydae TpebyeTca ykasaTb
norvH/naponbe CUCTEMHOM YYETHOW 3anucu ¢ npaBamMu agMuvHUCTpaTopa (NnogongeT Kak fokanbHas
y4YyeTHas 3anucb, Tak U yyeTHas 3anuck Active Directory).

BHumaHue! Msi-naket guctpmbyTrBa KMeHTCKOro moayns «TrustViewerPro» He noggepxuBaeT
pexum OOHOBNEHUS y)e YCTaHOBIEHHOro npoaykra. [ns ynpaBneHuss 0OHOBNEHUSIMU KIMEHTCKUX
MoAyIen Ha paboumx cTaHUMsIX — He0OX0OMMO BOCMOSb30BaTbLCS LIEHTPOM 0O6HOBNEHUN TrustServer
(nogpobHee cMm. B nyHKkTe “YnpasrneHne o6HoBneHuamu «TrustViewerPro»”, B pasgene
“AoMUHUCTpPUpOBaHue cepBepa «TrustServer»” HacToswero pykoBoactea). [Onsa ob6HoBneHus
KNMEHTCKOro MOAyNsa B Py4YHOM pexunme — cHadvana Heobxo4uMMO BbINOMHUTL LEVMHCTaNMAUMIO yxXe
YCTaAHOBJIEHHOW BEPCUMM NPOAYKTa, U 3aTEM YCTAHOBUTbL HOBYHO.

BHumaHue! B cnyyae passepTbiBaHMs NporpamMmbl HA KOMMbHOTEPaxX MyTeM KNOHUPOBAHMUS KECTKOro
AncKa — YCTAHOBKY KIMMEHTCKOro MoAyIsi Ha 3TanoHHOM KOMMbioTepe HeobxoamnmMo Npon3eBoanTh 6es
BO3MOXXHOCTM MOAKINIOMEHUS K cepBepy TrustServer, B NPOTUBHOM Cly4yae BO3MOXHO AyGrvpoBaHue
KapTo4ek KOMMbTEPOB.

4.2.1 YcTaHOBKAa COOCTBEHHbIX OpEeHJUPOBAHHBIX AHCTPUOYTHUBOB

KJIMEHTCKUX MoAyJier noanucaHHbix JLII pa3padéoTunka

BapvaHT  ycTaHOBKM  COOCTBEHHbIX  OpeHOMpPOBaHHLIX  AUCTPUOYTMBOB  SABMsSieTCA
NPeAnoYTUTENbHbIM, T.K. B 3TOM Cry4yae HaCTPOMKUN MOAKITHYEHMS K TPACTCEPBEPY COXPAHEHDI
BHyTpU dannoB auctpubyTtuBoB, noanucaHHbix OLUI paspabotumka, u B 6GONbLUMHCTBE
cnyyaes, nocrne UX YCTaHOBKW, OOMOSTHATENbHOW HAcTporku He TpebyeTcsa. [NogpobHee o
reHepaumm cobCTBEHHbIX OpeHaupoBaHHbLIX AUCTPUOYTMBOB CM. B NyHKTe “[eHepauus
cobCTBEHHbIX  AncTpubytnBoB  nognucaHHblx  JLIMT  paspaboTtumka”, B pasgene
“‘“AOMUHUCTPUPOBaHME cepBepa «TrustServery” HacTosILWEro pykoBOACTBa.

4.2.2 YCcTaHOBKA KJIMEHTCKOro MmoayJif «TrustViewerPro» B pydyHoM pexxume
[na yctaHoBku kKnueHTckoro mopyns «TrustViewerPro» B pydHOM pexume 3anyctute Ha
NCrMONHeHne opurMHanbHbeli hann TrustViewerPro.msi n 4oXanTecb OKOHYaHUA YCTaHOBKM.



Monoxaute, noka Windows HacTpaweaet "TrustViewerPro"

Chop HeobxonuMoR MHDOpMaLMK. .

[---------------------------------------- ]

Buumanne! [Ona yctaHoBKM  knuneHTckoro moaynsa  «TrustViewerPro»  TpebytoTtcs npasa
agMVHMCTpaTopa KOMMbTEpa.

B cnyyae, ecnu npegnonaraetca paboTa KAMEHTCKOro MoAynsi TOMbKO B pexume
orpaHMyeHHon OYHKUMOHANbLHOCTU, a TakKe, ecnn npegnonaraetca paboTta Tonbko B obLen
floKanbHOWM ceTn, TO AanbHeENLLIAass HaCTPOMKa CETEBbIX MapamMeTpoB NporpamMmmbl He TpebyeTcs
(oBHapyxeHune cepBepa «TrustServer» B NnOKanbHOW CETU, MO YMOSYaHMIO, OCYLLLECTBASIETCA
aBTomaTu4yeckn). B cnyvyae, HEBO3MOXHOCTU aBTOMATMYECKOrO OBHApPYXEHUSI KIMEHTCKUM
mMoaynem cepepa «TrustServer» (KIMEHTCKMIN MOAYSb N CEPBEP HAXOOATCA B pasHbIX CETSIX,
Hanpumep, pasgeneHbl rnobanbHOM ceTbto MHTEpHET), TO nocne 3aBepLUeHUs YCTaHOBKM
HeobXoOMMO B HaACTpoKMKax MporpamMMbl ykasaTb agpec cepBepa: OTKPOMTE [faBHOE OKHO
nporpaMmmbl (KNMKHUTE MO WMKOHKe “TrustViewerPro” B Tpee, nnbo OTKpOMTE C MOMOLLbIO
COOTBETCTBYHOLLEro fpribika Ha paboyeM cTone), OTKPOMTE B MEHI0 [AOMNOfHUTENbHbIE
ceteBble HacTponkn (“MeHo” — “Hactponkn” — “lMogkntoveHns” — “TrustServer’), cHAMUTE
ranoyky “ABTomMaTudeckoe oObHapyxeHue cepBepa” u BeBeguTe B nonsax “Cepsep” u “INopt”
COOTBETCTBEHHO 3HayeHMst XocTa M nopTa cepBepa TrustServer. Takke, ecnu
npegnonaraeTcs paboTa KMMEHTCKOro MoAyNs TOMNbKO B peXMME MOMHON OYHKLUMOHANbHOCTMU,
TO Ha aTonm Xe Bknagke “Cepsep TrustServer’ — Heob6xoQMMO HaCTpOUTb aBTOpPM3ALMIO
KOMMblOTEpa: yCTaHOBUTE ranoydky “ABTopusaums (perucrpaumsi KOMnbloTepa Ha cepsepe)” ¢
yKasaHMeM NnormHa 1 naposisi rpynnoBon y4eTHOW 3arnumcu.
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CnaeHble Moawnoyenun (TrustServer)
TnyHbIe
3BYK W Bugeo [/] ABTOMaTHUECKOE 0BHApYKEHHe cepEepa (TonkKo AnA LAN)
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4.2.3 KondurypupoBaHue mnakeTa
«TrustViewerPro»

Bbl MOXXeTe N3MEHUTbL HAaCTPOMKU HEKOTOPbLIX
nakete AuctpmbyTtmea, C MOMOLLBIO nNGOro

Windows Installer Developers”. Hanpumep,

cepsepa.

- * TrustWiewerPro.msi - Orca

JAUCTPUOYTHBA KJ/IMEHTCKOr0 MOAYJISA

napameTpoB MHCTaNNAUUN HENOCPEACTBEHHO B
pefaktopa msi-MHCcTannaTopa, Hanpumep, C
NOMOLLbIO CTaHaapTHon yTunuTbl “Orca”, Bxogsawen B coctaB “Windows SDK Components for
yTobbl YyKas3aTb agpec cepBepa: OTKpoOWUTe
opurMHanbHbli hann guctpubytmea “TrustViewerPro.msi” ¢ nomowpsto “Orca”, Hangute
napameTp “INSTALLSERVER” n yctaHoBute BMecCcTO 3HadeHusa “default” -
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BHumaHne! B pamkax 6peHaMpoBaHWs, 34eCb TakKe MOXHO WM3MEHUTb WKOHKY MPUIOXEHUS
(tabnuua “lcon”, napameTp “Mainlcon.ico”) n otobpaxaemoe nma npunoxeHusa (B Tabnuue “Files”,
ana  3anmcn  “TrustViewerPro” unameHuTe 3HadeHne nons  “FileName”, Hanpumep Ha
“MyApp.exe|MyApplication.exe”). NMogpobHee O BO3MOXHOCTAX OpeHAMPOBaHWS CM. B MNYyHKTe
“Hactponkn ©OpeHgupoBaHust”, B pasgene “AOMUHUCTPUPOBaHME cepBepa  «TrustServer»”
HacTosLWero pykoBoacTaa.

4.2.4 YcraHOBKa KJMeHTCKoro wmoayiasa «TrustViewerPro» ¢ mnoMoubio

KOMaHAHOM CTPOKH

HesaBucmMMo OT TOro, Ucnosib3yeTe N Bbl OPUrMHaNbHbIA ANCTPUOYTUB KIMEHTCKOrO Moayns
«TrustViewerPro», nnn xe M3aMeHeHHbI C NOMOLLbIO pedakTopa Msi-NnakeToB — Bbl MOXeETe
nepeonpefenntb napameTpbl WHCTaANMAUMM C MOMOLLBbID KOMaHOAHOW CTPOKM BO BpeMs
ycTaHoBKWU. [lakeTbl MSI ycTaHaBnMBalOTCA CMCTEMHOM MporpamMon “msiexec.exe”, Takmm
obpa3oM, A4ns YCTaHOBKM ANCTPUOYTMBA KITMEHTCKOro MOAYNSA C MOMOLLbI KOMaHOHOW CTPOKM
Heob6XoaAMMO MCMonb3oBaTb CUHTAKCUC “msiexec.exe” ¢ [gobaBneHnem HeobxoauMmbix
napameTpoB YCTaHOBKM (4N Bbi30Ba CMpaBKM C ONMCaAHMEM BCEX AOCTYMHbIX KOMaHA M
PEeXUMOB YCTaHOBKM — Habepute B KOomMaHOHoOW cTpoke “‘msiexec.exe /help”). Hwuxe
npvBeaeHbl NPUMEPbI YCTAaHOBKM KIMEHTCKOro MOAYNs C MOMOLLbIO KOMaHAHOW CTPOKW:

e “msiexec.exe /i TrustViewerPro.msi INSTALLSERVER=192.168.1.10:8443" —
YCTAHOBUTb KIMEHTCKUN MOAOYMb Ha KOMMbIOTEP B pPeXuMMe OrpaHnYyeHHoOWn
PYHKUMOHANBHOCTHN, C YKa3aHWeM foKarnbHOro agpeca cepsepa «TrustServer»

e “‘msiexec.exe /quiet /i TrustViewerPro.msi INSTALLFLAGS=6
INSTALLSERVER=Test:123456@youservername.com:8443” —  yCTaHOBWUTb
KIMEHTCKMA MOAYNb Ha KOMMbIOTEP B TUXOM pexume (“/quiet”), Tonbko Ansi ogHOro
nonb3oBaTens komnbioTepa (INSTALLFLAGS=6"(0b00000110)), ¢ aBTOpM3auUnen
KoMnbloTepa Ha cepsepe ‘youservername.com:8443”" ¢ normHom “Test” wu
naponem “123456” (pexuMm NOMHOM (YHKUMOHANBbHOCTM pPaboThbl KIMEHTCKOro
MoAayns)

e “psexec \\«computer» -u «domain\username» -p «password» cmd /c «msiexec
/i Iquiet Inorestart TrustViewerPro.msi INSTALLSERVER=192.168.1.10:8443»” —
YCTAHOBUTb KITMEHTCKUW MOAyMb MO CeTU B [AOMEHHOW CTpyKType (34ecb
«computer» - UMs KOMMbloTepa B ceTn, «domain\username» - nMsa goMeHa/ums
nonb3oBaTens, «passwordy - Naponb Nonb3oBaTens)

BHumaHne! [JenHcTannauusa KIMEHTCKOro MoAyns Takke MOXeT ObiTb BbINOfIHEHA C MOMOLLbIO
KOMaHAHOW CTPOKKU, MpMYEM caenaTtb 3TO MOXHO C NMOMOLLLIO naeHTUduKaTopa npoaykta 6e3 avina
TrustViewerPro.msi. Hanpumep, komaHga “msiexec /quiet /uninstall {6ACADD67-B767-466C-
BB68-81D32401DC86}” — BbIMOMAHUT AEUHCTaNnsaUMo B TUXOM pexunme. Npuyem, ecnv npu aTom
nobasutb napameTp “UNINSTALLMODE=partial”, To 6ygeT BbINONIHEHA YacTUYHAs AeNHCTanNsaums,
0e3 yganeHusi MNYHbIX HACTPOEK.

4.2.5 3anycK NOPTaTUBHOM BepCUHU KJIUEHTCKOro moaya «TrustViewerPro»

Knuentckun mogyne TrustViewerPro nogaepXuBaet nopTaTMBHBLIN pexunm paboTtol (T.e. 6e3
WMHCTanNNsauMmM Ha KOMMNbOTEP), 0QHAKO, ero oyHKUMOoHan npu aTom 6yaet orpaHunyeH. Mprnyem
B CNnyyae, ecnu KnueHTckum moaynbe TrustViewerPro n cepsep TrustServer pacnosioXeHbl B
obLlern rnokanbHOM ceTW, TO [JOCTAaTOMHO MNPOCTO 3anycTUTb Ha WCMNOMHeHue dann
“TrustViewerPro.exe”, n Bce HacTpouku OyayT MNonyyeHbl OT cepBepa aBToMaTuyecku. B




NPOTUBHOM Criydae, Hanpumep, ecnun KIMeHTCckuin moaynb TrustViewerPro nogkntovaercs K
cepBepy TrustServer 4epe3 WHTepHeT, TO nocne 3arnycka Ha WCMONHeHue anna
“TrustViewerPro.exe” — HeobGXx0AMMO B CETEBbIX HACTpoMKax NporpamMbl ykasaTb agpec
cepBepa: OTKponTe B MEHIO JOMNOSMHUTESNbHbIE ceTeBble HacTponkn (“MeH” — “Hactponkn” —
“MopkntoyeHns” —  “TrustServer”), cHUMUTE ranodky “ABTomaTuveckoe ob6HapyxeHue
cepBepa” n Beeante B nonsax “Cepsep” n “Mopt” cOOTBETCTBEHHO 3HAYEHUS1 XOCTa M NopTa
cepBepa TrustServer.

4.2.6 Hacrtpoiika pa6otbel «TrustViewer» B pexxumMe COBMECTHUMOCTH C

«TrustViewerPro»

Mporpamma TrustViewer MoxeT 6bITb HacTpoeHa Ansa paboTbl B peXxume COBMECTMMOCTU C
TrustViewerPro — gna aToro JOCTAaTOMHO B CETEBbIX HACTpoOMKax ykasaTb agpec cepsepa
TrustServer, a Takke BblbpaTb €ro B ponv KOOPAMHMPYHOLLEro cepBepa (COOTBETCTBEHHO NOSS
“CepBep” 1 “TopT”, a Takke naxok “Micnone3oBaTb TrustServer B ponn KOOPAUHUPYOLLEro
cepBepa” Ha Bknagke “MeH” — “Hactponkn” — “INogkntodeHna” — “TrustServer”). NMpn aTom
HEeKOTOpble NapameTpbl, HaNpUMep HacTPOVKn BpeHaMpoBaHNa — ByayT 3arpyXeHbl C cepBepa
aBTOMaTU4YeCKW, OOHAKO, B 3TOM Cly4vae, pexuMm onepatopa Afis KIMEHTCKOro mMoayns
TrustViewer — 6yaeT HeOCTYneEH.

4.2.7 HacTtpoilka aBTOHOMHOIO KJ/JMEHTCKOro MOAYJA [JJid OKa3aHUA

MTHOBEHHOM yAa/IeHHOU NMOAAEePKKHU

KnueHntcknn mopynb TrustViewerPro, a Takke nporpamma TrustViewer — noggepxuBaroT
crneumanbHbIi NOPTATUBHBLIN pPeXxnm paboTbl NS OKa3aHUA MrHOBEHHOW MOAAEPXKKUM cpasy
nocrnie ckauymMBaHus ucnomnHsiemoro davna u3 cetn WHTepHeT, 6e3 HeobxogMmocTu
npenBapuTenbHOM HacTporku. [lpeanovTUTenbHbIM BapuaHTOM SABNAETCS UCNONb30BaHME
cOBCTBEHHbLIX OpeHOMpPOBaHHbIX AUCTPUBYTMBOB (CM. MYHKT “[eHepaums COBCTBEHHbIX
anctpmbytmeoB nognucanHblx AU paspabotumnka”, B pasgene “AgMWHUCTPUPOBAHME
cepBepa «TrustServer»” HacTosLWEro pykoBOACTBA).

AnbTepHaTMBHBLIM BapuaHTOM, SIBNSAETCA MCMNONb30BaHWE cneumanbHbix nyonuyHbix URL-
CCbISTIOK, B HA3BaHUM KOTOPbIX yKa3blBaeTCs agpec KOOPANHUPYIOLLEro cepBepa opraHusaumm
«TrustServer». Ecnu BHeLHME NOPT U MMA XOCTa cepBepa TrustServer KOPPEKTHO yKa3aHbl B
napameTtpax 3anycka (napametpbl —whost n —wport, nogpobHee cMm. B nyHKTe “YCTaHOBKa
cepBepa «TrustServer»”), TO cCCbINkM AnNa ckaymBaHua AUCTpubyTtmBoB TrustViewer wu
TrustViewerPro 6yayT co3gaHbl aBTOMaTUYECKM U yKa3aHbl Ha Bkragke “Settings”->"General”
naHenu ynpaeneHus cepsepoM (Takke, B none “Portable client name”, 3gecb MOXHO ykasaTb
UMs1 MporpamMmmebl, KOTopoe ByaeT oTobpaxaTbCca nNpu 3anycke). Hanpumep, ecnu Bbl yKkasanu
BHELLHME NOPT U UMS XOCTa cepBepa Kak “myserver.com:443”, TO CCbIfIKM HA ANCTPUOYTUBLI
TrustViewer n TrustViewerPro oyayT COOTBETCTBEHHO
“http://trustviewer.com:443/client/TrustViewerQS myserver.com 443.exe” n
“http://trustviewer.com:443/pro/TrustViewerQS _myserver.com_443.exe”.

Mpn 3TOM, aHanNoOrnM4yHoO, Bbl MOXeTe pa3MecTuTb Nobble BEpCUN U OUCTPUOYTUBBI HA CBOUX
COBCTBEHHbLIX CcepBepax, MNPOCTO MepenMeHynTe Tpebyemblid WCMOMHAEMbIN hann Kak
“TrustViewerQS_myserver.com_443.exe”.


http://trustviewer.com:443/client/TrustViewerQS_myserver.com_443.exe
http://trustviewer.com:443/pro/TrustViewerQS_myserver.com_443.exe

4.2.8 3anyCK M YyCTAaHOBKA KJIMeHTCKOro moayJjsa «TrustViewerPro» B

onepauuoHHou cucreMe GNU/Linux

B HacTosdwee Bpemsi, ona onepaumoHHon cuctembl GNU/Linux Ha nnatdopme x86 64
AocTynHa 6eTa-Bepcnsa auctpmbytmea knmeHTckoro moayns «TrustViewerPro» ¢ nogaepkkon
«X Window System». beTa-Bepcus knueHTckoro moayns ans GNU/Linux paboTaeT B pexume
OrpaHUYeHHOro dyHkKuUuoHarna, B YaCTHOCTW, OTCYTCTBYET MoSfib30BaTENbCKUN WHTepdenc
N3MEHEHUs HaCTpPoeK MporpamMmbl, MO3TOMY HAaCTPOMKU MOOKMHOYEHUS K KOOPAUHWUPYOLLEMY
cepsepy opraHudauumn «TrustServer» pekomeHOyeTcs 3afaTtb NpW reHepaunm COBCTBEHHbIX
OpeHOMpPOBaHHbIX  AUCTPUOYTMBOB. AnNbTEpPHATMBHBIM BapuUaHTOM YKa3aHUA HaCTPOeK
noakntoveHns K cepeepy «TrustServer», 9BnseTcs UCNonb3oBaHMe cneynarnbHbIX NyOnnYHbIX
URL-ccbinok (CM. npeabigylwimMi NyHKT HacTOsLWEero pPyKOBOACTBA), NMMOO fABHOe ykasaHue
napameTpoB MpV YCTAHOBKE KIIMEHTCKOrO MOAYNSA C MOMOLLbO KOMaHAHOW CTpoku. B
panbHenwem, ecnm 6bin BbiOpaH pexuMMm NOMHOW OYHKUMOHANbHOCTU paboTbl KIMEHTCKOro
MOAYNsA, TO MOCMe ero WMHCTanmsauuMmM BO3MOXHO W3MEHEeHMe BCEeX HacTpoeKk MnporpamMmbl
yaaneHHo (cMm. NyHKT “['pynnoBasi oTnpaBka COOOLWEHMA U KOMaHA/CKpunToB/HaAcTpoek” B
pasgene “Pabota ¢ knueHTckum moaynem «TrustViewerPro»” HacTosiLero pykoBoacTsa).

ABTOHOMHbIN KMUEHTCKNMIN MOoAyrb (NOSTyYEHHbBIA C NOMOLLbIO cneuuanbHbliX NyonnyHbix URL-
ccbiiok, nmMbo npu  reHepaumm  COBCTBEHHbIX OpeHAMPOBAHHLIX  OUCTPUOYTUBOB),
npegcraensieT cobon ABOWMYHLIA UCMONHSAEMbIM dann B dopmate ELF, koTopbih MOXHO
3anycTuUTb Ha KOMMbIOTEPE MOMb30oBaTeNa cpasy nocrne ckavyvMBaHus, N NpegoCcTaBuUTb AOCTYN
K koMnbtoTepy no 1D, 6e3 npeaBapuTENbHON HACTPOMKM 1 YCTAHOBKM.

BHumaHne! [Ins obecneveHnsi NOMHOLEHHOrO yAaneHHoro ynpaBreHusi KOMMbITEPOM, B cUCTEME
OO0JKHbI ObITb ycTaHOBNEHbl 6ubnnotekn “libxinerama-dev” n “libxtst-dev”.

[nsa vHCTannsauMm nporpamMmmMbl Ha KOMMbOTEP, HEOOXOANMO C MOMOLLIbKO KOMaHAHOW CTPOKM
3anyCTuUTb aBTOHOMHBbIA KIIMEHTCKMA MOAYfb OT MMEHW Cynep-nosib3oBaTens, ykasas npu
aToM obsi3zatenbHbiM napameTp ‘install’, a Takke, npn HeobBXoAMMOCTM LOMOSTHUTESNbHbIE
napamMmeTpbl yCTaHOBKMW, HaNpumep:

e “sudo ./TrustViewerPro install” — ycTaHOBUTb KNMEHTCKUN MOAYNb Ha KOMMbIOTEP
B peXumMe orpaHn4eHHoOn (PyHKLMOHANBHOCTN, C HACTPOUKaAMK MO YMOSTYaHMUIO

e “sudo JTrustViewerPro install Server=youservername.com:8443
InstallForAllUsers=False” — ycTaHOBWUTb KIMWEHTCKUMA MOAYSMb Ha KOMMbIOTEpP B
peXxnumMme OrpaHuYeHHOM (YHKUMOHANbLHOCTK, C aBTopu3auuen KoMnbkoTepa Ha
cepBepe “youservername.com:8443", TOnbkO Ans  OOHOro0  nosb3oBaTens
komnbtoTepa (“InstallForAllUsers=False)

e “sudo ./TrustViewerPro install Server=Test:123456@youservername.com:8443
Dir=/srv/myapp” — yCTaHOBUTb KIIMEHTCKUA MOAYMb Ha KOMMbKTEP, B Narky
“/srvimyapp” C aBTOpM3aunen KoMmbloTepa Ha cepsepe
‘youservername.com:8443” ¢ nornHom “Test” m naponem “123456” (pexum
NOMHON PYHKLMOHANbHOCTN paboTbl KNMMEHTCKOro Moayns)

Hwxe npvBedeH cCnucok napaMeTpoB YCTaHOBKM, AOCTYMHbIX AN MNepedads B KayecTBe
napaMeTpoB B KOMaHOHOW CTPOKE:



MapameTp

OnucaHve

SERVER=<value>

3apjaeT agpec cepBepa, a Takke y4yeTHble JaHHble NS aBTopusaunm
KoMmnbloTEpa Ha cepBepe, B dopmate “norvH:naponb@xocT:nopt”,
roe “noruH:naponb” COOTBETCTBEHHO NOMMH WM Maporib rpynnoBown
y4eTHOM 3anucu, a “xocT:nopt” — agpec cepeepa TrustServer.

DIR=<value>

3apaeT nanky HasHadeHus!, B KOTopyto ByaeT npovsBeaeHa ycTaHoBKa
KIMMEHTCKOro Moaynsi.

InstallForAllUsers=
<True/ False>

3apaet bnar ycTaHOBKM nNporpaMmmbl AN BCex nonb3oBaTenen (ecnu
OaHHbIA napamMeTp He VYKasaH, TO CuYuTaeTcs, 4YTO 3Ta onuus
BKIOYEHA)

AddiconToDesktop=
<True/ False>

3apaet dnar gobaBneHns MKOHKM Ha pabounii cTton (ecnv AaHHbIv
napameTp He yKasaH, TO CHUTaeTCs, YTO 3Ta Onuust BKINOYeHa)

AddlconToStartMenu=
<True/ False>

3apaet dnar gobaBneHns MkoHKM B MeHk “lMyck” (ecnn OaHHbIN
napameTp He ykasaH, TO CYMTaeTCsl, YTO 3Ta onuusi BKIoYeHa)

BHumaHne! [enHcTannaumsi KNMEHTCKOrO MOAYMS TakkKe BbIMNOSHAETCA C MOMOLLbI0 KOMaHOHOWM
cTpoku, “sudo ./TrustViewerPro uninstall”




5. AaMuHUCTpUpOBaHue cepBepa «TrustServer»

[Mocne ycTaHOBKM W HayanbHOW HACTPOWKM cepBepa (CM. NyHKT “HacTtponka cepBepa
«TrustServer» nocne yctaHoBku”, B pasgene “YcraHoBKa” HACTOSALWEro pykoBoACTBa), C
MOMOLLIbIO MaHenu ynpaBreHns cepBepoM BO3MOXHO peLlaTb Crieaytolime OCHOBHbIE 3agayun
aOMVUHUCTPUPOBAHNS:

e ynpaBrieHVe npaBaMu U HaCTPOMKaMKN 3aperMcCTPUPOBaHHbIX Nofb3oBaTenen
e yrpaBneHne HacTpoMKammn aBTOPM3OBAHHBLIX KOMIMbIOTEPOB
e yrnpaBneHne HacTpoiKkamn caMmoro cepeepa

5.1. UHpopmMaLus 0 COCTOSIHUM cepBepa

OCHOBHYI0 CNpaBOYHYH MHOPMALIMIO O COCTOSIHUM cepBepa OHMalH - BO3MOXHO MONy4nTb
Ha ntobow cTpaHuLe NaHenu ynpaereHns CepBePOM, B T.4. U HA CTpaHMLEe aBTopu3aLmu.

, A . Server v2.1.0 WAN Addr myserver:8443 Dewices: 2/2/3  (act’maxftotal)
rus Ierv@.r ot t: e Server time: 21:20:31 Sessions: 0/0/0  (act'maz/total)
= L\ 2 =7 - fulvg Uptime: 21 12m Standbys: 6/6/13 (actimazftotal)
R Tranzferred: 0 Kb Comnections: 8/8/14 (actimamitotal
Control Panel ¢ J

Username:

Password:

Lagin
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Hwxe npuBeneH cnnMcok napameTpoB COCTOSAHUSA cepBepa:

MapameTp Onucanune
Server TekyLwasa Bepcus cepeepa
Client TekyLasn Bepcus KnneHTa
License CocTosiHuE NULLEH3NN:
e ‘“active” — nuueH3uns aKkTmBHa
e “check” — oxxmpaHue akTmBauum NULLEH3UU OHNAaWH




o ‘“wait” — oXXngaHue akTmBauum nNULEH3NN odonanH
e ‘“error” — owmnbka akTMBaLUn

WAN Addr O6bsiBNEeHHbIM NYONNYHLIN agpec cepeepa

Server time Tekyllee BpeMsa cepaepa

Uptime TekyLiee Bpemst paboTbl cepBepa

Transferred Tekywun pasMmep nepefaHHbIX JaHHbIX B peXUMe NpoKcu-cepeepa
Devices MHdopmMaumnsa o noaKOYEHHbIX OHMaH YCTPOWUCTBAX:

e ‘“act’ — TekyLwee YNCrO aKTUBHbBIX OHMAlH YCTPONCTB

e “‘max" — MakcMmanbHO€ 4MCNO OAHOBPEMEHHO aKTMBHLIX OHMaWH
YCTPOWCTB 3a BpeMsi paboTbl cepBepa

o “total” — obwiee 4YnCno pasnUyHbIX aKTUBHBLIX OHMAMH YCTPOWCTB 3a
Bpemsi paboTbl cepBepa

Sessions MHdbopmauus o kaHanax nepegadn OaHHbIX B peXXumMe NpoKCcU-cepBepa:

e ‘“act’ — TekyLlee YNCO aKTUBHbIX KaHaNoB nepegayn AaHHbIX

e “max" — mMakcuMasnbHOE YMCII0 OOHOBPEMEHHO aKTUBHbLIX KaHanoB
nepegayn gaHHbIX 3a Bpemsi paboTbl cepBepa

e “total” — oOUlee 4YMCNO aKTUBHbLIX KaHanNoOB 3a Bpemsi paboThl
cepsepa
Standbys MHdbopmauua o kaHanax nepefavn OaHHbIX B PEXMME KOOPAMHUPYIOLLErO
cepBepa:

e ‘“act’ — TekyLwee YNCNO aKTUBHbIX KaHaNoB nepegayn AaHHbIX
e “‘max" — MakcumanbHOe 4YMCII0 OAHOBPEMEHHO aKTUBHbLIX KaHasoB
nepenayn AaHHbIX 3a BpeMst paboTkl cepBepa

o “total” — obOwee 4MCNO aKTMBHbIX KaHanoB 3a Bpemsi paboThbl
cepsepa
Connections NHdopmaunsa o nogknioveHnsax K cepBepy Ha YpoBHE COKETOB:

e ‘“act’ — TekyLee YNCO aKTUBHbIX NOOKITHOYEHWUN
e “max" — MakcumanbHOE YMCII0 O4HOBPEMEHHLIX MOAKMIYEHUIA 3a
Bpemsi paboTbl cepBepa

o “total” — obLlee uncno nogknYeHun 3a Bpemst paboTbl cepBepa

5.2. YnpaBJsieHMe 10JIb30BaTEJISAMU

Y4yeTHble 3anucu nosib3oBaTesien, B MNepByH oyepedb, UCMOMb3YyTCs AN NepCcoHarbHOW
aBTopu3aumm npu paboTe C KAMeHTCkUM moaynem “TrustViewerPro”, B 4acTHOCTW, npu
YCNOBMM  Hannumsa HeobxoauMMmbIX nNpaB, MNO3BOMAKT MNOAKMYATLCA K yAaneHHbIM
KomnbtoTepam. Kpome TOro, yyeTHble 3anvcu nosfb3oBaTenen, npu Hanmymm HeobXxoanMbix
npas, UCMONb3YKTCA AN AOCTynNa K naHenu yrnpaesneHna cepeepom “TrustServer”.

5.2.1. PepakTtupoBaHue npodusien nojib3oBaresieun

Ona go6aBneHns HOBOro nonb3oBaTensa nepengute Ha Bknagky “Users” n HaXXMuTe KHOIMKY
“Add new user”, nocne 4ero oTkpoeTca popmMa Npounis. 3anosHUTE NONS U HAKMUTE KHOMKY
“‘Save” [Ona coxpaHeHusi HacTpoek npoduna (MpyM  HanuuMm  NYCTbIX/HEKOPPEKTHBIX
oba3aTenbHbIX K 3anofiHEHUIO MONen — npouenypa COXpaHeHWUs NPepBeTCH, a caMu Nons
noacBeTATCA KpacHbiM uUBeToMm). [locne pobaBneHuMsi HOBOro Mnonb3oBaTens — Bbl MOXeETe
NPOLOMKUTL pefakTMpoBaHMe ero npodunga nosxe: nepevante Ha Bknagky “Users” wu
KNMUKHUTE IEBOM KHOMKOW MbIWKM Ha Tpebyemon y4yeTHOM 3anmcu — oTKpoeTcsa dopma
npodunss ¢ BO3MOXHOCTbIO U3MEHEHUA MapaMeTpoB (34eCb Xe Bbl MOXETE CKOMMPOBaTb
npodune Nog ApyrMM UMeHeM, Ons 3Toro Haxmute kHonky “Copy User”). Ona yganeHus
nosnb3oBaTens: nepengute Ha Bknagky “‘Users”, oTMeTbTe Tpebyembin Npohunb ranoykon m
HaxxmuTe KHonky “Delete selected”.



SRS WAN Addr: myserver:3443 Devices: 1/1/1 (act/max/total)
ru N@- r TS T Server time: 12:02:35 Sessions: 0/0/0 (act/'max/total)
| Yt/ ient: - : 4

N Uptime: 14m d44s Standbys: 2/3/3 (act'max/total)
Contro' Pane' L Transferred: 0 Kb Connections: 3/8/9 (act'max/total)
Permits | Users | Groups | Computers | Settings | Logout
‘ L1 Ne Username ‘ Full name ‘ Expiry date ‘ Authorization Roles/Department
Username (English only) Authorization Roles Base permits
| | [By LAN and WAN + | [User, Operator, Helpdesk, Administrator  ~| | Disabled v
Full name Auth Mode Rights Additional permits
| | [Password+ (2FA) v | 2} B'ise Rights
2FA Login 4[| User

Display name

Position

| +- Operator

Password I

++_ Helpdesk

| +- | Administrator

Contact Info

Expiry date

|,EI,,EI,_MM_I'FI'I' E|| “

Department

l#. No photo

Upload photo (92 x 92)

Comments

Additional Rights

Save Cancel
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Hwxxe npuBeaeH cnucok napameTpoB Npoduns, 4OCTYNHbIX AN peAakTUpOBaHUS:

[MapameTp Onucanne

Username YHUKanbHbIA NOMMH NOfb3oBaTens (4onyCcTMMbl TONbKO BYKBbl @aHMMACKOro
andasuTa). 3710 none saenseTtcs 0bs3artenbHbIM AN 3anOfHEHUS.

Full name ma nonb3oBatens. OTo none apnseTtcs ob6sa3aTenbHbIM AN 3anofIHEHUS.

Display name

Mmsa nonb3oBartens, 0T06pa>i<aeM0e npn noakn4YeHnn K yaaneHHOMY
KOMMbIOTEPY. 9710 none aBndeTcsa obs3aTenbHbIM 4515 3anoJTHEHMS.

Position

,D,OJ'I)KHOCTb nonb3oBaTernd, OT06pa)KaeTCﬂ nocne 3aBepleHunAa ceaHca
CBA3N C yaaneHHbIM KOMMbOTEPOM. OT0 none He sBNAeTcs 0bs3aTenbHbIM
A4 3anoJiIHeHU4.

Contact Info

Mpoun3BonbHas KOHTaKTHas WHGOpMauMs nonb3oBaTens, oTobpaxaertcs
nocre 3aBepLUEHUs] ceaHca CBSI3W C yAaneHHbIM KOMMbloTepoM. JTO nore
He aBnsieTcs 06s13aTenbHbIM ANs 3anoNHEeHUs.

Department

HasBaHue otaena, K KOTOpPOMY NMpUHagnexuT TeKyLLI,VIIz nonb3oBartesnb. JTO
nosne He siBNSieTcs ob6s3aTenbHbIM 41151 3an0JTHEHMS.

Authorization

MNpaBa nonb3oBaTens Ha aBTopU3aLMIo:

o “Disabled (Block User)” — aBTopu3auus 3anpelieHa (nonb3oBaTenb
3a6n10KMpOBaH)

e “By local network only” — aBTopu3aunsa paspelleHa ToNbKO B floKasribHOM
cetu




o “Both LAN and WAN” — aBTOpuM3aUmnsg paspeLleHa 1 B fIoKarnbHOW ceTn, n
yepes NHTepHeT

e “Super admin” — nonb3oBaTeNto paspeLUeH MOSHbIA OOCTYN K NaHenu
ynpaBneHns cepBepom

Auth Mode

Pexvm aBTOpUsaumm:
o “Password only” — aBTopM3aumsi No Naporsnto

o “Cert only” — aBTOpM3aumsa no ceptudmkaTy

o “Password+ (2FA)” — pgByxdakTopHasa aBTopusauus (naposnib + Kog
noaTBEPXKOEHMS)

o “Cert+ (2FA)’ — pOByxdakTopHasa aBTopu3auus (ceptudumkaTl + Kog
noaTBepXKOeHUs)

Cert

CepTudmkaT nonb3oBaTens aBTopmsaumu.

2FA Login

NorvH nonb3oBaTtens Ans OTNpaBkW KoAa aBTopv3auMu (Hanpumep, agpec
3MEKTPOHHOW NOYTbI UNN MAEHTUUKATOP MecceHaxepa)

Password

I'Iaponb nonb3oBartens. JTO none seBnsieTca obdAsarenbHbIM — OJ1S
3anoJiIHeHnA.

Expiry date

[lata wncTeyeHuss cpoka [encTBMA napons. OTO Mnone He saBnsaeTtcs
obs3aTenbHbIM ANA 3anofiHeHWst (OCcTaBbTe 3TO MOSi€ He3anofHEHHbIM,
4yTOObI 3a4aTb NAposib 6ECCPOYHbIM).

Photo

3apaet aBartap nonb3oBaTtens, oTobpaxaembl B KNMMEHTCKOM Mogyre npu
nogknoyeHnn. [nga 3arpyskm oTo — Haxmute kHonky “Load photo”, ans
yoaneHusi — kHonky “Delete photo”. 3To none He siBnsieTcs 0bs13aTenbHbIM
AN 3anoSiHeHs.

Comments

KOMMeHTapVIIZ. 9710 none He ABNAeTca obsA3aTenbHbIM An4A 3anoJiIHeHUA.

Roles

PaspelueHHble Ana nonb3oBaTens rpynmnbl Npas:
e “User”
e “User, Operator”
o “User, Operator, Helpdesk”
e “User, Operator, Helpdesk, Administrator”

Rights

MpaBa nonb3oBatensi (NOMHbIA CNUCOK MNpaB Monb3oBaTens — CM. B
Tabnuue Hmxe)

Base permits

lWabnoH c 6GasoBbiMM paspelleHnsMyn Ons Tekywero nonb3oBaTens Ha
Joctyn Kk otgenam/komnbtoTepam (nogpobHee o HacTpouke LwabnoHoB
0a30BbIX paspeleHnn — CM. nyHKT “PaspeweHna Ha p[octyn K
oTaenam/komnbioTepam”, B pasgene “AOMUHUCTpPUpOBaHME cepaepa’
HacToswero pykosoacTtea). B atom none BbibupaeTcs ogmMH 13 WwabnoHoB,
3afaHHbIX Ha BKnagke “Permits” naHenu ynpasneHnsa cepsepom. Mpn aTom
3HavyeHne “Disable” o3HayaeT, 4TO K Tekywemy nonb3oBatento OyayT
NPYMEHEHbI TOMNbKO paspelueHunsi, 3agaHHble B none “Additional permits”.

Additional permits

JononHuTtenbHble paspelleHns Ha [OCcTyn K oTAenam/koMnbioTepam
(paspelueHus ykasaHHble B 3TOM none 6yayt AobaBneHbl K paspeLleHnsam,
yKka3aHHbIM B none “Base permits”). Ecnv gna nonb3oBaTtensa He ykasaHbl
HM 6GasoBble, HW [OOMOMHUTENbHbIE paspelleHns, TO  TeKywemy
nonb3oBaTtento OyayT npeaocTaBneHbl paspelleHnss 6e3  orpaHuyeHun
(nogpobHee O HacTpovike paspeleHMn — CM. NyHKT “PaspeweHuns Ha
AOCTyn K oTaenam/komnbiotepam”, B pasgene  “AAMUHUCTPUpOBaHME
cepBepa’ HaCTOSALEro pykoBoACTBA).

Additional rights

[ononHutencHble MpaBa nonb3oBatend (nogpobHee O HacTpovike
OOMNOSNTHUTENbHBLIX MNpaB  — CM. nyHKT “JononHutenbHble npasa

nonb3oBartenen”’, B pasgene “AOMUHUCTPUPOBaHUE cepBepa” HACTOSLEro
pyKoBOACTBA)

Hwuxe npmBeaeH Crincok rnpae nonb3oBaTesAd, JOCTYNHbIX ANA peaakKTUpoBaHNA:

| NapameTp

| Onncanue




User BasoBble npaBa aBTOPM30BAHHOIO NOMbL30BaTENS
e “Use contacts” — paspeluaeTt co3gaBaTb 6e30nacHble KOHTaKTbI.
e “Remote workplaces access (RDP)” — paspewlaeT nogkno4eHust K
yAaneHHbIM paboynm mectam no npotokony RDP.
e “View own recordings” — paspeluaeT 3arpyxaTtb C cepBepa CBOM
3anncu ceaHcoB CBA3MN.
Operator MpaBa onepaTopa Ha JOCTYN K yaaneHHbIM KOMMNboTepam no 3anpocy
e “Audio call’ — paspeluaeT ayano-3BOHKHU.
e “Video call’ — paspeluaeT BUOEO-3BOHKM.
e “Demonstration own desktop” — paspellaeT AEMOHCTpPaLMIO CBOEro
paboyero ctona
e “View remote desktop” — paspewwaer npocMoTp YyAaneHHoro
paboyero ctona
e “Mouse/keyboard control” — paspewlaeT ynpaBreHue yaOaneHHbIM
pabounm CTOSIOM
e “Full access” — paspewaeT MonHbLIN AOCTYN K yOaneHHOMY
KOMNbloTEPY
o “Full Clipboard access” — nonHbin goctyn kK 0ydepy obmeHa
o “Full File access” — nonHbIn gocTyn K dbannoBon cucteme
e “Uncontrolled access” — paspellaeT HEKOHTPONUPYEMbIA OOCTYN K
yaaneHHOMYy KOMNbTEPY NCMNOMb3ys 6e30nacHble KOHTaKThbI.
Helpdesk lMpaBa onepatopa xenngeck

e “1st support line” — paspelsaeT nNpuHMMAaTb OT MONb3oBaTENEN
3asBKM B pamMkax 1- NMHUMK Xenngeck

e “2nd support line” — paspelaeT NnogknoYaTbCa K NONb30BaTENSM C
npaBamu onepaTopa, UCMOMNb3yst TUKETbI 3a8BOK B paMKkax 2-1 NIMHUK
Xenngeck

Administrator

lMpaBa agMUHMUCTpaTopa ceTn
e  “View recordings” — paspeluaeT 4OCTYN K 3anncam 1 TpaHCcnAunam
o “Recordings of own department” — gocTyn k 3anucam wu
TpPaHCNALMSAM B pamMmKax CBOEro AenapTaMeHTa
o “Recordings of permitted departments” — goctyn K 3anucam m
TPaHCNAUMAM B paMKax pa3peLLeHHbIX AenapTaMeHToB
o “All recordings” - BOCTyN KO BCEM 3annCcAM U TPaHCNALMAM
e “Connections to users on request” — paspewaetr [Joctyn K
KOMMbOTEpPaAM B CETM MO 3anpocy, C npaBamu oneparopa
e “Administration of computers” - paspelwaet 4OCTYN K KOMMNbIOTEPaM B
cetn 6e3 3anpoca
o “Desktop access’->"View” — npocMmoTp paboyero ctona
o “Desktop access’->"Control” — ynpasneHue paboynm CTonom
o “Files access”->"Read” — goctyn k dpavinam ans YreHns
o “Files access”->"Write” — gocTtyn Kk hannam gns 3anumcu

e “Sending messages and commands® — paspellaeT OTNpaBnATb
KoOmMnboTEPAM B CETU KOMaHAbl 1 COOGLLI,eHVIFI
o “Sending messages to users” — oTnpaBka COOOLEHMI
nonb3oBartensam

o “Sending commands to users” — oTnpaBka W BbINOMHEHUE
KOMaHf OT MMEeHW nonb3oBaTenen

o “Sending commands to computers” — oOTnpaBka W
BbINOSIHEHNE KOMaH OT MMEHU CUCTEMHOW Y4ETHOW 3anucu
o “Sending WOL” - otnpaBka KOMMbIOTEPAM KOMaHAbI

BkntoyeHust (Wake on LAN)
e “Sending settings” — paspellaeT oTnNpaBnNATb KOMMNbOTEPAM B CETU
HaCTPOWKK NporpamMmbil
o “Connections” — HacTporku Ha Bknagkax “lloakntodeHuns” u
“LononHUTENBLHO”
o “TrustServer” — HacTpoWkun Ha Bknagke “TrustServer”
o “Access” — HacTpoukum Ha Bknagke “[octyn K 3TOMYy




KoMnbloTepy”

o “Security” — HacTpoKrKku Ha Bknagke “besonacHocTb”

o “Enable remote settings” — HacTponka “PaspelumTb
yAaneHHoe M3MeHeHWe HacTpPOeK nporpaMmmbl” Ha BKNagke
“besonacHocTb”

e “Editing computer cards” — paspelwlaeTr pegakTMpoBaTb KapTO4KK
KOMMNbIOTEPOB

5.2.2. Pa3penieHusi Ha AOCTYII K OTAeJIaM /KOMIIbIOTEpaM

PaspelieHnss Ha [ocTyn K oTAenam/KomnbioTepaM MO3BOMSAT yka3aTb rpynnbl  WUnn
oTAenbHble KOMMNbIOTEPBI, K KOTOPbLIM pa3peLleH AoCTYN ANns AaHHOTo Nosfib3oBaTens B pamkax
ero 6a3oBbix npaB. Ecnu paspelueHns He 3agaHbl SIBHO, TO CYMTAETCsl, YTO MOMb3oBaTeso
paspeLUeH AOCTYN KO BCEM KOMMbIOTEPaM, HO TOMbKO B pamkax ero npas. Hanpumep, ecnu
paspeLleHns He 3agaHbl SIBHO (M COOTBETCTBEHHO MOMb30BATENO pa3peLleH AOCTYN KO BCEM
KOMMblOTEpaM), HO Yy Monb3oBaTeNnsi HeT npaB agMUHWUCTpaTopa CeTW, TO [AaHHbIN
nonb3oBaTeslb He CMOXET MOMNyYUTb AOCTYMN K KOMMbOTEPAM CETU.

B obwem cny4yae, paspelueHnsa 3anucbiBaloTCa B BMAE MNOCrefoBaTeNlbHOCTU npaBun (ogHa
CTpOKa — O4HO NPaBWmo), pasaerneHHbIX Ha rpynnbl No npasam goctyna. Npu aTom, Ans ogHon
nocrnefoBaTenbHOCTU NpaBui MOXET OblTb ykasaHO Cpasy HECKONbKO rpynn, pasgeneHHbIX
3anaton. Kpome TOro, ecnu gns nepBon nocrneaoBaTenlbHOCTM NpaBuil He ykasaHa rpynna, To
3TV npaBuna (0O Hayana criegylowen rpynnbl) OyayT NpMMEHEHblI cpa3y ko BCEM rpynnam
npaB gocTtyna. Takke OOMyckaeTcs BCTaBka KOMMEHTapueB B fil0OOM MecTe TekcTa nocne
cmBoroB // (Mobon TEKCT A0 KOHLUA CTPOKM — ByAeT cunmTaTbCs KOMMEHTaApPMEM).

Il KommeHTapun_1
MpaBuno_1
MpaBuno 2

Mpasuno_N

<Wmsa_rpynnbl_1> //[KommeHTapuii_2

Mpasuno_1

MpaBuno 2

hbaamno_N
<Umsa_rpynnbl_2>,<Umsa_rpynnel_3>,...<Wma_rpynnsl_ N>
Mpasuno_1

MpaBuno_2 /[KommeHTapun_ 3

MpaBsuno_N

<Nmga_rpynnbl_N>
Mpasuno_1
Mpasuno_2

Mpasuno N




MMHrpyﬂﬂblMOMGTﬂpMHMMaTbCﬂeﬂyKHuMe3HaHeHMﬂZ

Mms rpynnbl Onuncanune

<Network> MpaBa Ha [oOCTyn K YyAdaneHHbIM KOMMbiOTEpaM B CeTU Mo 3anpocy
(cooTBeTCcTBYET paspelleHnam “Connections to users on request” rpynnbl
npas “Administrator”)

<Admin> MpaBa Ha HEKOHTPONMPYeMbl AOCTYN yAaneHHbIM KOMMbioTepam B CETU
(cooTBeTcTBYET paspelweHuam “Administration of computers” rpynnel npas
“‘Administrator”)

<RDP> lMpaBa Ha nNpuBaTHLIN AOCTYN K KOMMbOTEPaAM B ceTu Mo npoTokony RDP
(cooTBeTCcTBYET paspelieHmnssMm "Remote workplaces access (RDP)” rpynnbl
npas “User”)

<Helpdesk> MpaBa Ha [oCTyn K 3asgBkaM Xenngeck (COOTBETCTBYET paspeLleHus M
rpynnbl npaB. “Helpdesk”)

<Settings> [MpaBa Ha [OCTyn K HaAcTPOMKaM KOMMbIOTEPOB B MaHENW ynpaBrieHUs

cepBepoM (COOTBETCTBYET paspelueHusMm “Sending settings” rpynnbl npae
“‘Administrator”)
<Recordings> MpaBa Ha NPOCMOTP TPaHCNSALUUIA 1 3anNMCeN CEeaHCOB CBS3M (COOTBETCTBYET
paspeweHnam “Recordings of permitted departments” rpynnbl npas
“‘Administrator”)

Bcero Bo3amoxHbl ABa Tuna npasun: “Paspewwmnts goctyn” u “3anpetntb goctyn”. Tvn npasuna
onpegensieT NepBbi crneuuanbHbli CUMBOS B CTPOKe 3anucu npasuna: “+” — “PaspewmTtb
poctyn”, “I” unun “-” — “Banpetnte goctyn”. MNpuyem, ecnu cneumanbHbliA CUMBOST HE 3a4aH, TO
cyuTaeTcs, YTo TUM Takoro npaswuna — “PaspewnTs goctyn”. [locne cneuynansHOro cMmBona
yKkasblBaeTca obnacte NpUMEHEHWA npaBurna, KoTopasi MOXeT MpuHMMaTb crieayruime

3HA4YeHunA:

dopmar 3anucm OnucaHune

* [ocTyn Ko BceM KoMNbloTepaMm (AN TEKyLen rpynnbl npas gocTyna)

DepartmentName [ocTtyn K rpynne KOMMbIOTEPOB NO UMeHU oTaena, rae DepartmentName —
NOSIHOE MM YacTUYHOE Ha3BaHve oTgena.

‘LabelName” Joctyn K KoOMMbloTepy (rpynne KOMMbIOTEPOB) MO WMEHW MeETKW, rae
LabelName — nonHoe umMsa MeTKM KOMMbloTepa (KOMMbITEPOB).

[MAC] Hoctyn k komnbtoTepy no ero MAC-agpecy, rae MAC — MAC-agpec
KOMMbOTEPA.

ActiveDirectory Hoctyn Kk «komnbtoTepam Bxoaswmx B AD (B pamkax CBOMX MpaB
agMmuHuctpatopa AD), rge ActiveDirectory — 3apesepBupoBaHHOE UMSA
(vaeHTUduMKaTOpPbl C TakMM MMEHeM, B T.M. HasBaHWe OTOEeNnoB -
3anpeLeHbl).

Mpn ykasaHUM Ha3BaHMA OTAerna B CBOWCTBAX KOMMbOTEpa — AOMYCKaeTCA COCTAaBHOE MMS
oTgena, cocTosilee U3 NOOOTAEenoB,  pas3feneHHbIX — TOYkoW,  obwero  Buaa
‘©Oununan_1.0tgen_1.Mogotaen_1.. [ogotaen N”. T[llpuyem, gonyckaetcs  4acTUYHOE
yKasaHue MMeHn otgena B obnactu npMMeHeHus npasuna, Hanpumep, 3aecb opmat 3anmcu
‘Ounuan_1.0tpen_1.” GyaeT o3Ha4aTb OOCTYNn KO BCEM KommnbtoTepam otgena “Otgen_ 17
dunmnana “dunnan_1". Takxe, OonyckaeTcd 4YacTUYHOE YyKasaHue HasBaHua oTgena, C
NPUMEHEHNEM CMMBONA Macku “*”, Hanpumep, 3gecb dopmart 3anucn “*Otoen_1.*" Gyger
O3Ha4aTb JOCTYN KO BCeM KoMMnbioTepam otaena “Otaen_1”" Bo Bcex counuanax.

PaccmMoTpum npuMepbl  COCTaBfEeHUs paspelleHuin ans  Joctyna K KoMMbiTepam
pasMeLLeHHbIX B pasHbix oTAenax v gunuanax (ons nonb3oBaTensi, obnagatowero Bcemm



” “*

HeobxoauMbiMK NpaBamu). Hanpumep, nmeem 3 cdomnmnana (“Mocksa”, “fNloHgoH”, “INekuH”), 3
oTaena B kaxgom dunuane (“byxrantepua”, “Cekpetapuat’, “ACY”), oBa TepMUHaIbHbIX
cepBepa (“Terminal_1”, “Terminal_2") n3 nogrpynnbl “CepBepbl.Terminal”’, 1 dannosbin
cepep (“Exchange_1") mn3 noarpynnbl “Cepsepbl.Exchange”, n 9 pabouymx cTaHuum co
cnegyowmnmM onncaHueMm:

MeTka (none “Label”)

MAC-agpec (none “MAC”)

Otgen/rpynna (none “Department”)

Komnbtotep 1

00-00-00-00-00-01

Mockea.byxrantepusi

Komnbtotep 2

00-00-00-00-00-02

Mocksa.CekpeTapuaTt

Komnbtotep 3

00-00-00-00-00-03

Mocksa.ACY

Komnbtotep 4

00-00-00-00-00-04

NoHpoH.Byxrantepus

Komnbtotep 5

00-00-00-00-00-05

JlongoH.CekpeTtapuat

KomnbioTep 6

00-00-00-00-00-06

JloHgoH.ACY

Komnbtotep 7

00-00-00-00-00-07

MNeknH.byxrantepus

Komnbtotep 8

00-00-00-00-00-08

MeknH.CekpeTapmat

Komnbtotep 9

00-00-00-00-00-09

MNekuH.ACY

Terminal 1 00-00-00-00-00-A1 Cepsepbl. Terminal
Terminal 2 00-00-00-00-00-A2 Cepsepbl. Terminal
Exchange 1 00-00-00-00-00-A3 Cepsepbl.Exchange

Mpumep 1. PaspewmnTb OOCTyn cO BCEMW NpaBaMu, KO BCEM KOMMbKTEpaMm B dunuane
“MockBa”:

| Mockaa. |

Mpumep 2. Paspelumtb JOCTYNn CO BCEMU MNpaBaMu, KO BCEM KOMMbOTEPAM B CETU KpoMe
nogotaena “byxrantepus”:

* // 3TO NpaBwno gaeTt 4OCTYN KO BCEM KOMMbOTEPaM

I*.Bbyxrantepusa® // ickniovaeT KomnbloTepbl Bxogswme B noarpynny “byxrantepus’

Mpumep 3. PaspelwmnTb OOCTYNn CO BCEMM MpaBamu, KO BCEM KOMMbOTEPaM B CETU, Kpome
CEepBepoB:

e Cnocob 1 (cambinn onTUManbHbIN)

*

ICepBepbl

e Cnocob 2 (nogxoauT, ToNbKo ecnu B byaywem He BygeT AobaBrneHo HOBbIX nNogrpynn
cepBepoB)

*

/I Tlepeuncnsem noarpynnbl CEPBEPOB, KOTOPbIE HYXXHO UCKITIOYNTD
ICepBepbl. Terminal
ICepBepbl.Exchange

e Cnocob 3 (nogxoauT, Tonbko ecnu B byaywem He ByaeT nobaBneHo HOBbIX CEPBEPOB)

*

Il Tlepevmcnsem MeTKn KOMMNbIOTEPOB, KOTOPbIE HYXXHO UCKINIOYUTD
"Terminal_1"

“Terminal_2”

1“Exchange_1”

e Cnocob 4 (nogxoauT, Tonbko ecnu B byaywem He ByaeT nobaBneHoO HOBbIX CEPBEPOB)

[* |




Il Mepeuncnsem MAC-agpeca KOMNbOTEPOB, KOTOPbIE HY>KHO UCKMIOYNTD
I[00-00-00-00-00-A1]
I[00-00-00-00-00-A2]
I[00-00-00-00-00-A3]

e Cnocob 5 (nogxoanT, TonbKo ecnu B byaywem He 6yaeT nobaBneHo HOBbIX OTAENOB)
/[ Tlepeyncngaem otaenbl, KOTOPbIE HY>XHO paspeLunTb

Mocksa.

JIoHAHOH.

MNekuH.

e Cnocob 6 (caMbln HeONTUMAaIbHbIN)

/Il Tlepeuncnsem nogotaensl, MmeTkn 1 MAC-agpeca, KOTopble HYXXHO paspeLunTb
Mocksa.byxrantepus

MockBa.CekpeTapunaTt

Mockea.ACY

“Komnetotep_4”

“Komnetotep_5”

“Komnbtotep 6"

[00-00-00-00-00-07]

[00-00-00-00-00-08]

[00-00-00-00-00-09]

Mpumep 4. PaspelwnTb OOCTYN KO BCEM KOMMbIOTEPAM B CETM, CO BCEMM MpaBamu, KpoMe
npaBa HEKOHTPONMPYyeEMOro AocTyna:

* /[ 3TO NnpaBunNo gaet AOCTYN KO BCEM KOMMbOTEPaAM A4S BCEX rpynn npae gOCTyna

<Admin> // 'pynna npaB Ha HEKOHTPOMMPYyEMbI 4OCTYN
I* // 3TO NpaBWNO UCKMKYaeT BCE KOMNbIOTEPbI AN TEKYLUEN rpynnbl

Mpumep 5. PaspelumnTtb 4OCTYN KO BCEM KOMMNbIOTEPAM B CETU TOMBKO C NpaBaMu NpuBaTHOroO
poctyna no npoTtokony RDP:

I* /[ OTO NpaBuno UCKNOYaeT AOCTYN KO BCEM KOMMbOTEPAM A4S BCEX rpynn npae gocTyna
<RDP> // 'pynna npaB Ha NnpuBaTHbIA 4OCTYN No NnpoTokony RDP
* /| 310 npaBuMnio gaeT JoCTyn KO BCEM KOMMNbIOTEPaAM AN TEKyLUen rpynnbl

Mpumep 6. Paspewmntb JOCTYN TOMbKO K TEPMUHAlnbHbIM CepBepaM W TONbKO C npaBamu
npuBaTHOro goctyna no npoTtokony RDP:

<RDP> // 'pynna npaB Ha NnpuBaTHbIA 4OCTYN Mo npotokony RDP
Cepsepbl.Terminal  // JocTyn KO BCEM TEpPMUHAIbHBIM CepBepam 4118 TEKyLLen rpynnbl

Mpumep 7.

e Paspewntb [OCTYyn C npaBamMuM npuBaTHOro pJoctyna no npotokony RDP kK
TepMuHanbHoMy cepBepy ¢ meTkon “Terminal _1” n paboyen craHumm ¢ MAC-agpecom
“00-00-00-00-00-04"




e PaspewunTb 4OCTYN C NpaBamMu NPOCMOTPa BCEX KOMMbIOTEPOB B CETU, KPOME CEPBEPOB
(3a ncknroyeHrem cepeepa “Exchange_17, K KOTOPOMY Takxke paspelunTb A0CTyn)

e PaspewunTtb JOCTYN K 3asBkaM 1- NMHUM NOJOEPXKKN, MOCTYNUBLLUMM M3 BCEX OTAESO0B,
kpome otaena “ACY”, co Bcex oununanos, kpome cdounuana “floHgoH”

e Paspewmntb HEKOHTpONMMpPYEMbIN [OCTYyN, a Takke BO3MOXHOCTb YNpaBnsATb
HaCTpoNKamMn KOMMbIOTEPOB B NaHENN ynpaBreHnss cepBepom, A1 BCEX KOMMbIOTEPOB
dunmnana “Mocksa”, Kpome koMnbtoTepa ¢ meTkon “Komnbtotep 3"

<RDP>
“Terminal _1
[00-00-00-00-00-04]

<Network>

*

ICepBepbl
“Exchange_1”

<Helpdesk>
*

I* ACY*
INloHaoH

<Admin>,<Settings>
MockBa
I"Komnbrotep 3"

BHumaHue! Pa3pelueHuns onsi KOHKPETHOro Monb30BaTeENs CKIaAbiBalOTCS M3 6a30BbIX pa3peLLeHnii
YKasaHHbIX B LWIAbBMoHe M OOMNONHUTESNbHBIX paspeLUeHnin YKasaHHbIX B Npodhune nonb3oBaTens.
MpynyemM y JONOMHUTENBHbIX pa3peLleHnin NPUOPUTET Bbllle, YeM Y ©a30BbIX, T.€. ONOSTHUTENbHbIE
paspeLleHnss MOryT He TONbKO AOMNOMNHUTL 6a30Bble, HO U OTMEHUTb UX.

Mpumep 8. 3anpeTntb HekoHTponupyembln goctyn k otgeny “ACY” Ha ocHoBe LwabnoHa, B
KOTOPOM MpefocTaBfeH HEKOHTPONMPYEMbIN O0CTYyn KO BCeM KomnbtoTepam dunmana
“Mockea”:

e basoBble pa3spelleHns, 3aaaHHble B LabnoHe

<Admin>
MockBa

e [lononHutenbHble paspelueHna ana nosib3oBaTend

<Admin>
I* ACY*

Mpumep 9. PaspewnTb onepatopy AOCTYN TOMbKO K KOMMboTEepam Bxoaswmx B AD (B pamkax
cBOMVX nNpas agMuHuctpartopa AD):

| ActiveDirectory




Mpumep 10. Paspewmntb onepaTopy LOCTYN TOMbKO K KOMMbkoTepam Bxogawux B AD (B
pamKax CBOMX MpaB agMuHuctpatopa AD) a Takke KO BCeEM KoMmnbkoTepam OGyxrantepum
Haxogsawmxca B r. Mockea:

ActiveDirectory
Mockea.byxrantepusi

Mpumep 11. PaspewmnTb onepatopy OOCTYN MO 3anpocy KO BCEM KOMMNbKOTEpam, a MOSHbIN
AOCTYN paspewmnTb TOSNbKO K KOMMbloTepam Bxogswmx B AD (B pamkax CBOMX Mpas
agMuHuctpaTopa AD):

<Network>

*

<Admin>
ActiveDirectory

5.2.3. lonosiHUTe/IbHBIE [IPaBa M0Jib30BaTe/ el

D,OI'IOJ'IHI/ITGJ'IbeIe npaBa nonb3oBaTtenen no3BonAaT yKa3aTb rpynnbl WK oTAeJibHble
KOMMbIOTEPDLI, K KOTOPbIM paspelleH AoCTyn C npaBaMn, OTNNYHbIMK OT ©a30BLIX (B AepeBe
npae 4o6aBnATCA 4ONONHUTENbHbIE KOPHEBbLIE Y3rbl, AOCTYMHbIE ANS PeAaKTUPOBaHNS).

B obwem cnyyae, paspelleHnsa 3anucbiBaloTCs B BUAE NocriegoBaTenbHOCTU npasun (ogHa
CTPOKa — 04HO npaBurio. Takke AOMNycKaeTCca BCTaBka KOMMEHTapueB B NtobOM MecTe TekcTa
nocne cumBonos // (ntobon TeKCT A0 KOHUAa CTpokM — ByaeTt cumtatbCca KommeHTapuem). MNpu
3TOM, Kaxgoe npasuno byaeT npeacraBneHo B AepesBe npaB OTAefNbHbIM Y310M, AOCTYMHbIM
Ans pegaktmpoBaHusi. Kpome Toro, ¢ MOMOLLbIO CMMBOSOB “<>" npaBuna MOXHO 06beanHNATb
B MOMMEHOBaHHbIE TPYMMbl, B 3TOM Crydae Kaxgas rpynna 6ygert npeactasneHa B gepese
npas OTAeNbHbIM Y3rI0M, AOCTYMHbLIM OS5 peAaKTUPOBaHUS.

I/l KommeHTapuin_1
Mpasuno_1
Mpasuno_2

<[pynna_1>
Mpasuno_3
Mpasuno_4

MpaBuno_N

CuHTakcMc OOMNOMHUTENbHBLIX MNpaB MNofib3oBaTens sBMASETCA  YNPOLLEHHOW Bepcuen
CUHTaKCuca paspelleHnin Ha AOCTyn K oTaenam/KoMnbioTepam: 34eCb TakkKe MOXHO yKasaTb
rpynny KOMMbIOTEPOB MO MMEHW OoTAena, Wnu ykasaTb OTAesibHble KOMMbITEPbI MO MMEHWU
meTkn wunn  MAC-agpecy, HO 34ecCb Henb3sd WUCNonb3oBaTh crneuuanbHble  rpynmnbl
(<Network>,... <Recordings>).



Mpumep 1. JobaBuTb B AepeBO NpaB AOMOMAHUTESNbHbIN y3en “Mocksa.” (Mpyn 3TOM 4OCTYn KO
BCEM KOMMblOTEPAM BxoadAwmx B cunmnan “MockBa” gns gaHHOro nonb3oBaTtens Oyaer
onpenenaTbCa UMEeHHO 3TMMU NpaBamu, a He 6a3oBbIMN):

| Mockaa. |

Mpumep 2. [oGaButb B OepeBO npaB AOMOMHUTENbHbIN y3en “Moun cepsepbl’, 3agaroLmi
OfMHaKoBble NpaBa ANnsa ABYX M3BpaHHbIX KOMMNbIOTEPOB:

<Mowu cepBepbI>
“Terminal _1”
[00-00-00-00-00-A2]

BHumaHune! [Ina gaHHOro nonb3oBaTtens, K KaxXaoMy U3 KOMMbOTEPOB B CETU MOTYT ObITb Ha3HaYeHbI
npaBa TONMbKO M3 OOHOro KOpHeBOro yana. lMpu 3TomM B AepeBe npaB, HanbOMbLUIMIA NPUOPUTET Y
camoro nocregHero (HWKHero) yana.

Mpumep 3. o6aBnTb B AepeBO NpaB ABa SOMOMNHUTESNbHbIX y3na “Mocksa.” n “Komnbtotep 17,
npun aTom Ansa komnetotepa “Komnbtotep 1”7 ByayT HasHadeHbl Nnpasa 13 y3na “Komnstotep 17,
ANs ocTanbHbIX KOMMbIOTEPOB, BXOAAWMX B unman “Mockea” — 6yayT Ha3HadeHbl NpaBa u3
y3na “MockBa.”, onsi BCeX OCTaBLUMXCS KOMNbIOTEPOB — OyayT NpUMeHeHbl 6a30Bbie NpaBa 13
y3na “Base Rights”:

Mockaa.
“Komnetotep 17

BHumaHve! [ononHuTenbHble npaBa MNPUMEHSIOTCS TOMbKO K  paspelleHHbIM oTaenam  /
KOMMNbloTEPAM. OTO CBOWCTBO MOXHO WCMONb30BaTb AN MMOKOM HACTPOMKM MpPaB COBMECTHO C
paspeLleHnamMmn Ha SOCTyn.

Mpumep 4. PaspewmnTb Nonb3oBaTeniio AOCTyn K komnbtoTepam B otgenax “Mocksa.ACY”,
“MockBa.byxrantepusa”, “floHaoH.ACY”, npyn 3TOM Onsi BCEX KOMMbIOTEPOB PACMOSIOXKEHHbIX B
dununane “Mocksa” onpeaenuTb cneumanbHble Npaea, OTNYHbIE OT 6a30BbIX:

e PaspeweHunda (none “Additional permits”)

<Admin>
Mocksa.ACY
Mocksa.byxrantepus
JloHgoH.ACY

e [lononHuTenbHble Npasa

| Mocksa.

5.2.4. l11a6/10HBbI pa3peunieHHbIX OTAEe/10B/KOMIbIOTEPOB

Ona gobaeneHns HOBOro wabnoHa paspelleHHbIX OTAENOB/KOMMbIOTEPOB — nepengute Ha
Bknagky “Permits” m Haxmute kKHOmKy “Add”, mocne 4ero oTkpoeTtca dopma wabnoHa.
3anonHuTe Monst U HaXMWUTE KHOMKY “Save” gns coxpaHeHus HacTpoek wabnoHa (npu



HanU4MM nNycCTbIX/HEKOPPEKTHbIX 06s3aTernbHbIX K 3anofiHeHWo nonen — npoueaypa
COXpaHeHusi NpepBeTCs, a camu Mons MOACBETATCA KpacHbiM LBeToM). Nocne gobasneHus
HOBOro wWabnoHa — Bbl MOXeTe NPOAOIMKUTbL €ero pedakTMpoBaHWE Mo3Xe: nepenguTe Ha
BKnagky “Permits” n KNuUKHWTE NEBON KHOMKOW Mbiwn Ha TpebyemMomn 3anucum — OTKpoeTcs
dopma wabnoHa C BO3MOXHOCTbIO W3MEHEHWs napameTpoB (34eCb >Xe Bbl MOXeTe
ckonuMpoBaTb WAabGMoOH nog ApYyrMM MMEHeM, ANnd 3Toro Haxmute kHonky “Copy”). Ons
yoaneHns wabnoHa: nepenaute Ha Bknagky “Groups”, oTmeTbTe Tpebyembi wabnoH
ranioyukon n Haxmmute KHonky “Delete selected”.

3 3 : = S WAN Addr myserver:8443 Dewices: 2/2/3  (act/masftotal)
r ru S .@' rv-/@. r éi:: ﬂ.l-ﬂ Server time: 21:52:15 Sessions: 000 (act/masxitotal)
et/ Yo el Nl 4 e u : Uptitne: 2h 4d4m Standbys: 6/6/13 (actimagtotal)
Contl’0| Panel AtV Transferred: 0 Kb Connections: 8/8/16 (act/masftotal)
Permits Users Groups Computers Settings Logout
‘ Ne Name ‘ Comment
Name Comment
Rights Permits Extra Rights
-V Base Rights
++v User
¥ v Operator
H- v Helpdesk
++v| Administrator
A A
Copy Save Cancel

© TrustViewer 2012-2020

Hwxe npmBeageH CrnMcok napamMeTpoB wabnoHa, OOCTYNHbLIX ANA peakTupoBaHUA:

MapameTp OnucaHvne

Name Mmsa wabnoHa. 3To none apnseTcsa obs3aTenbHbIM A5 3anoSIHEHUS.
Comment KommeHTapun.

Rights BasoBsble npasa.

Permits Cnu1coK paspeLleHnii.

Extra Rights [ononHuTensHble npasa

5.2.5. UMnopT y4eTHBbIX 3allMCEeH N10JIb30BaTeE/IeU

Bbl MOXeTe nMnopTupoBaTb HACTPOWKM yYeTHbIX 3anucen nonb3oBatenen u3 CSV-davna,
Ans aToro Haxmute kHonky “Load CSV” Ha Bknagke “Users” un Bblbepute COOTBETCTBYHOLLMI
doawnn.

MepBas cTpoka haina — 37O NepeyvncrneHne UMeH cTonbuos, nocneaywme CTPoKM — 3TO
nepeyncrieHne 3Ha4eHuin COOTBETCTBYIOLLMX CTONOLIOB, NPUYEM NOPSAOK U YMCHO CTONOLIOB —



NPON3BOSIbHbI, HO 00s13aTeNbHO AOMKEH NpUCyTCcTBOBaTbL CcTonbel “UserName”. U ctonbubl
3Ha4YeHnss — pasgenalTca mexagy cobonm nubo 3anstom (,) NMBGO Tovkom C 3ansaTom (;).
3HavyeHne MOXeT ObiTb 3aknio4yeHO B OBOMWHble KaBblyku (), B 9TOM Cny4ae OHO MOXET
cogepxatb cumBonbl  (,)(;), Nnpu4em ecnu BHYTPU 3Ha4YeHMs HeobXxooMMO BCTaBUTb CMMBOS
ABOVHbIX KaBbl4eK, TO OH AOfKeH ObITb AOMOMHEH BTOPOW ABOWMHOWM KaBblYKOW (Hanpumep,
TekcT Imom "Tekcm" 8 kaebiykax! nonxeH ObiTb 3anucaH B Buae "dmom ""Tekem"" e
kaebldkax!").

BHumaHue! Ecnu B cTpoke channa ykasaHO TOSMIbKO OOHO 3HAYeHME, COOTBETCTBYyHOLLEe CcTonbuy
“UserName”, To Takon nonb3oBaTenb OyaeTt yaanex

anMepr HWXe No pe3yrnbTaTty WOEHTUYHbI:

01)

UserName;FullName;DisplayName
Aleks;Aleks B.;Aleks (Admin)

02)

UserName;DisplayName;FullName
Aleks;Aleks (Admin);Aleks B.

3)

UserName;FullName;DisplayName;Position;Contactinfo
Aleks;Aleks B.;Aleks (Admin)

o 4

UserName;Position;Contactinfo;FullName;DisplayName
“‘Aleks”;;;”Aleks B.”;”Aleks (Admin)”

Hwxe nepedvuncrieHbl BCe AOCTYMHbIE MMEHA cTonbuos:

MapameTp OnucaHune

UserName YHUKanbHbIA NOMMH NOMb3oBaTens (4onyCTUMbl TONbKO BYKBbI @aHMIMNCKOro
andgasuTa).

FullName Mma nonb3osatens.

DisplayName Nmsi nonb3oBaTtensi, oTobpaxaemoe npuv MNOAKMIOYEHUN K yOaneHHOMY
KOMMbIOTEPY.

Position [omkHOCTb nonb3oBaTens, oTobpaxaeTcs Mocne 3aBeplLUeHUs CeaHca

CBA3N C yaalieHHbIM KOMMNbKTEPOM.

ContactInfo

lMponsBonbHasa KOHTaKTHasa WHdOpMauus Mnonb3oBaTens, oTobpaxaeTca
nocrne 3aBepLleHnsa ceaHca CBA3M C yaaneHHbIM KOMMNbIOTEPOM.

Department HasBaHwe oTgena, K KOTOPOMY NPUHAANEXUT TEKYLLUA NoNb3oBaTenb.
Comments KommeHTapun.
AuthCB NMpaBa nonb3oBaTens Ha asTopm3aumio. MoxeT npuHMMaTb criegyowime
3HaYeHus:
e “0” — aBTOpU3auMA 3anpeLleHa (Nnonb3oBaTenb 3abnoKMpoBaH)
e “1” — aBTOpU3aUMS paspeLleHa TOMbKO B SIOKanbHOM ceTn
e “2” — aBTOpM3aUMA paspeLleHa 1 B NToKarnbHOW ceTu, U Yyepes VIHTepHeT
e “3” — nonb3oBaTento paspelleH MOomMHbIA OOCTYN K NaHenu ynpasneHus
cepBepom
Password [Maponb nonb3oBaTesnis. 3Ha4yeHne 3anuceiBaeTcsa B Buae mds-xewua.
ExpiryDate [ata ucTteyeHus cpoka OencTBus napond. 3HayeHue 3anucbiBaeTcsl B

dopmarte yyyy-mm-dd




Photo 3apaet aBatap nonb3oBartensi, oTobpaxaemMbi B KITMEHTCKOM Moayne npwm
nogknoyeHnn. 3HadeHne 3anucbiBaeTcs B Buae CTpoknm base64,
cogepawumn aBondHbIn dhann B dopmate .bmp

RolesCB PaspeleHHble Onsg nonb3oBatend rpynnbl npas. MoxeT npuHMMaTb
crneayoLlme 3Ha4YeHns:

o “1”-User
e “2”-User, Operator
e “3”-User, Operator, Helpdesk
e “4” - User, Operator, Helpdesk, Administrator
Rights MpaBa nosib3oBaTesnsi. 3HauyeHune 3anucbiBaeTcs B Buge

nocrneaoBaTeNnbHOCTU UMEH, pasferieHHbIX 3ansiTon, NpUYeM ecnu nepeq
UMEHEM CTOUT 3HaK “+” TO COOTBETCTBYIOLLLE NPaBO pa3peluaeTcs, a ecnu
CTOUT 3HaKk “-’ — TO 3anpeuwaetcd. B Tabnuue HMXe nepeyvncneHbl Bce
OOCTYMHbIE MMEHaA.

BasePermits

LLlabnoH c 6GasoBbiMM paspelleHusMM Ons TeKyLlero nonb3oBaTens Ha
AOCTyn K oTAaenam/koMmnbioTepaM. YkasblBaeTcsi MMsi WwiabnoHa Ha BKnagke
“Permits”

AddPermits [ononHuTtencHble paspeleHns Ha [ocTyn K  OTAenamM/KoMMbiTepam
(paspelueHuns ykasaHHble B 9TOM none 6yayt gobaBneHbl K paspeLleHnsim,
yKkasaHHbIM B none “Base permits”). 3Ha4yeHne 3anucbiBaeTCcAa B BUAE CTPOK,
pasgeneHHbIX Mexay coboM TOYKON C 3anaTom (;)

AddRights [ononHutencHble nNpaBa. 3HayeHWE 3anuncbiBAaeTCA B BuMAE WUMEH rpymnm,

pasgeneHHbIX Mexay cobon TOYKOoM C 3anaTon (), Mpu 3TOM, Nocne UMeHU
rpynnbl  MoXeT ObITb YykasaHa CTpoka C npaBamu (MO aHanormm c
napameTtpom “Rights”)

Hwxe npuBeneH cnucok umeH ans cronbua “Rights”™

MapameTp OnucaHwne
UserContacts PaspelwaeTt co3gaBaTtb 6€30nNacHbI€ KOHTaKTbI
UserRDP Paspelwaet nogknoyeH1s K yaaneHHbIM paboyMm mectam Mo npoTOKOony

RDP

UserRecordings

Paspelwiaet 3arpyxatb C cepBepa CBOU 3anncun ceaHcoB CBA3U

OperatorAudioCall Paspellaet ayano-3BOHKM

OperatorVideoCall PaspeluaeTt B1aeo-3BOHKM

OperatorOwnDesktop Paspeluaet geMoHCTpaunio cBoero pabo4dero crona
OperatorViewDesktop Paspeluaet npocMOTp yganeHHoro paboyero crona
OperatorControl Paspeluaet ynpasneHue yganeHHbM paboynm cTonom

OperatorClipboard

Paspewaet nonHbii goctyn K 6ycdepy obmeHa

OperatorFiles

PaspeluaeTt nonHbl 4OCTYN K hansioBon cucteme

OperatorUncontrolled

PaspeluaeT HEKOHTPONMMPYeMbI [[OCTYN K yaarneHHOMY KOMMbHTepy
ncnonb3yst 6e3onacHble KOHTAKTbI

Helpdesklline

Paspelwaet npuHnmaTb OT Monb3oBaTenen 3asiBkKm B pamkax 1-m nvHum
xenngeck

Helpdesk2line

Pa3peLuaeT noaKknw4yaTeCA K nosfib3oBaTtesidsM C npaBaMuy onepartopa,
NCcnosib3ya TUKETbl 3ad4BOK B paMKax 2-A NNHUK Xennaeck

AdminDepRecordings

Paspewaetr pgoctyn K 3anucaM W TpaHCnAUMAM B paMKax CBOEro
AenapTaMmeHTa

AdminPerRecordings

PaspeluaeT gocTyn K 3anncsM U TPaHCASILMAM B pamMKax paspeLleHHbIX
[AenapTamMeHToB

AdminAllRecordings

PaspeluaeT 4OCTYN KO BCEM 3anncsiM U TpaHCHALMAM

AdminUsers

PaspeluaeT OOCTyn K KOMMbHOTEPAM B CETM MO 3anpocy, C npasamu
oneparopa

AdminDesktop

PaspeluaeT [ocTyn K KOMMbloTepam B ceTu 6e3 3anpoca B pexume
npocmoTpa paboyero crtona

AdminControl

PaspeluaeT OOCTyn K KOMMblOTepam B ceTu 6e3 3anpoca B pexume




ynpasJieHusd pa6qu|M CTOJIOM

AdminFilesRead

Paspewaetr goctyn Kk KomnboTepam B ceTu 6e3 3anpoca B pexume
JocTyna K doannam gnsi YyTeHust

AdminFilesWrite

Paspewaetr goctyn K komnbtoTepam B ceTu 6e3 3anpoca B pexume
JocTyna K hannam gns sanncu

AdminUsersMessages

PaspeluaeTt oTnpaBky COOBLLEHN NONb30BATENSAM

AdminUsersCommands

PaspeluaeT oTnpaBkKy 1 BbINOSIHEHME KOMaHA OT UMEHW Mosib3oBaTenen

AdminComputersCom
mands

Paspelwlaet oTnpaBky W BbIMNOfIHEHWE KOMaHL OT WMEHW CUCTEMHOM
y4eTHOM 3anucu

AdminComputersWOL

PaspeluaeTt otnpaBky kKoMnbioTepamMm koMaHabl BktodeHusa (Wake on LAN)

AdminConnections

Paspelwlaet oTnpaBnsaTe KOMNbOTEPAM B CETU HACTPOMKM MporpamMmMbl Ha
Bknagkax “lNoakntovenuns” n “dononHutensHo”

AdminTrustServer

PaspeluaeT oTnpaBnsaTb KOMNbOTEPAM B CETU HACTPOMKM MporpamMMbl Ha
Bknaake “TrustServer”

AdminAccess

PaspelwaeTt oTnpaBnsaTb KOMMbIOTEPAM B CETU HAaCTPOWKM Mporpammbl Ha
Bknagke “[ocTyn K aTOMy KOMNbIOTEPY

AdminSecurity

PaspeluaeT oTnpaBnsaTb KOMNbOTEPAM B CETU HACTPOWKM MporpamMMbl Ha
Bknagke “besonacHocTb”

AdminRemoteSettings

PaspeluaeT oTnpaBnATb KOMMbOTEPAM B CETU HACTPOWKY napameTtpa

‘Paspelwuntb yganeHHoe M3MeHeHWe HacCTpoeK mnporpamMmmbl” Ha BKNagke
“‘besonacHocTb”
PaspellaeTt pegaktnpoBaTb KApTOYKM KOMMNbIOTEPOB

AdminEditCards

5.3. YnpaB/jieHMe KOMNIbIOTEpPaMH

BosmMoxHbl gBa pexuma paboTbl KnueHTckoro moayns  «TrustViewerPro»: B pexume
OrpaHNYeHHON (YHKUMOHaNbLHOCTN 6e3 aBTopu3auuM KOMMblOTEpa Ha cepBepe (Mpyv 3TOM
KOMMNblOTEPBLI HE OTOGPaXaloTcs B CNMUCKE Ha CepBepe W, COOTBETCTBEHHO, HE AOCTYrMHbI Ans
ynpaeneHusl), N B peXxume MOMHON YHKUMOHANbHOCTM — C aBTopu3auueln Ha cepsepe
(komnbloTepbl OTOBGpa)kaeTcsl B CMAMCKE Ha cepBepe W [AOCTYMNHbl Ans  ynpaBneHust).
ABTOpU3aLMSA KOMMbIOTEPOB OCYLLECTBIISIETCS C NMOMOLLBI CrieumnanbHbIX FPYNnoBbIX Y4EeTHbIX
3anvcel, B KOTOPbIX 3a4aloTCsl HayanbHble napamMeTpbl HACTPOEK 3TUX KOMMbIOTEPOB.
Mpuyem, nocne aBTopu3auuMM, MNapaMeTpbl HAcTPOek, 3afdaHHble B TPYMNMOBbIX YYETHbIX
3anucsax, MOXXHO NepeonpeaenuTb Anst KaXaoro OTAeNbHOro KomnbkoTepa. Takum obpasom,
MO>HO YCMOBHO BbIAENUTb AABE OCHOBHbIX CTPaTErMM HACTPOMKN Napka KOMMbIOTEPOB:

e MwuHMManbHOE KONMMYECTBO TIPYMNOBbIX YYETHbIX 3anMcen — napk KOMMbIOTEPOB
YyCNoBHO pa3buBaeTcs Ha HebomnblIOe KOMMYEeCTBO rpynn, Hanpumep, rno KOnM4ecTBy
dwvnnanos B ropogax. [lpu aToM npegnonaraeTcs, YTO ANS KaXQoro HOBOMO
aBTOPU30BAHHOIO KOMMblOTepa TpebyeTcs mHAMBUAYyanbHas HacTpoMKa napameTpos.
OTOT BapuaHT MOXeT ObiTb yAOOHbIM Npy  AEeueHTpann3oBaHHOW  MOAenwu
a4MWHUCTPUPOBaHMA cepBepa: aAMUHUCTPATOP B FOFIOBHOM oduce ynpaBnaeT TOSbKO
rpynnoBbIMM  y4eTHbIMM 3anucammn (TpebyloTca nonHble npaBa agMuUHUCTpaTopa
«TrustServer»), agMUHUCTpATOpPbl B (hunmnanax — ynNpasnstOT TOMbKO HACTPOWMKamu
KOMMbIOTEPOB CBOEro cdunuana (4ocTaToyMHO MnpaB agMuHucTpatopa «TrustServery
ypoBHs “Computers view only”).

e MakcumanbHOe KONMYECTBO TIPYMMOBbIX YYETHbIX 3anMce — napk KOMMbITEPOB
YyCNoBHO pa3buBaeTcs Ha 6onbliOe KOMMYecTBO rpymnmn, HanpuMmep, He TONbKO Mo
Konu4yecTBy omnmarnos B ropoax, HO 1 Mo KONUMYEeCTBY OTAENOB B 3TUX ropogax. [Mpwm
3TOM npegnonaraeTcd, 4YTO WHAMBUMAyanbHasi HACTpOMKa KOMMbHOTEPOB Mocne
aBTopM3auMm — He TpebyeTca. JITOT BapuvaHT MOXeT OblTb YyOoOHbIM  npu



LeHTpanu3oBaHHOM mMoaenu agMUHUCTPUPOBAHMS cepsepa: npaea Ha
agMuHUCTpupoBaHue «TrustServer» - eCTb TOMbKO Y agMUHUCTpaATopa B FOIOBHOM
oduce.

5.3.1. PejakTpoBaHue rpynmnoBbIX Y4eTHbIX 3allUCEN

[Ona pobaBneHnss HOBOW rpynnoBOM YY4EeTHOM 3anncu — nepengute Ha Bknagky “Groups” u
HaxxmuTe kHonky “Add”, nocne 4ero oTkpoeTcs popma npohuns. 3anosHUTE MO U HAXKMUTE
KHOMKy “Save” ansi coxpaHeHus HacTpoek npoduns (Npy Hanuyamm nycTbiX/HEKOPPEKTHBIX
oba3aTenbHbIX K 3anofiHEHUIO MONen — npouenypa COXpaHeHUst NMpepBeTCs, a camu nong
noAcBeTATCA KpacHbIM LBeToMm). [Nocne gobaesneHns HOBOW rpynnoBOM Yy4ETHOW 3anncu — Bbl
MOXeTe NPOOOITIKUTL peaakTUpoBaHue ee Npoduns nosxe: nepenaute Ha Bknagky “Groups”
N KITMKHUTE NIEBON KHOMKOW MbIlWKM Ha Tpebyemom y4yeTHOM 3anucm — OTKpoeTcs chopma
npounsa ¢ BO3MOXHOCTbIO WU3MEHEHUSI napameTpoB (34eCb Xe Bbl MOXeTe CKONMpoBaTb
npodunb Noa ApYrMMm UMEHeM, Ansi 3TOro HaxmuTe kHonky “Copy”). [nsa yaaneHus rpynnoBomn
YYETHOM 3anucu: nepenante Ha Bknagky “Groups”, oTMeTbTe Tpebyembii Npodusb rano4ykon
n HaxxmuTe KHonky “Delete selected”.

3 A : = S5 WAN Addr myserver:8443 Dewvices: 2/2/3 {act/mawxftotal)
r ru S .@' rv-/@. r éi:: ﬂll.ﬂ Server time: 21:54:36 Sessions: 0/0/0  (act’maztotal)
et/ Yo el Nl 4 e u Uptitne: 2h 46m Standbys: 6/6/13 (actimagtotal)
Contl’0| Panel qeive Transferred: 0 Kb Connections: 8/8/16 {actmasxitotal)
Permits Users Groups Computers Settings Logout
‘ Ne Login ‘ Caption ‘ Modified date Authorization Department
Login (English only) Authorization rights Default department
Both LAN and YN v
Caption Default grant access mode Conunents
Only deskiop view v
Password Allowed external access modes
¥ Access on request
RDP access
Uncontrolled access P
Save Cancel
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Huxe npmBeageH CrnMcok napamMeTpoB I'IpOC*)I/IJ'IFI, OOCTYMHbIX ANA peakTUpoBaHUA:

MapameTp Onucanne

Login YHUKanNbHbIA  NOTMH  y4eTHOW  3anucu  (QONyCTUMbl  TOMbKO  ByKBbI
aHrnunckoro andpasuta). OTO none sABnsetTcs obasaTenbHbIM  ANS
3anonHeHus.

Caption HasBaHue y4eTHOM 3anucu. ITO nofne sBnseTcs obasaTtenbHbiM  Ang
3anorHeHus.

Password Maponb y4eTHoOM 3anucu. JOTO none sensgeTrcda obasaTenbHbIM — Ans




3aroJiIHEHNA.

Authorization rights

MpaBa KomMbloTEPA Ha aBTOPU3ALNIO:

e “Disabled (Block Computers)’ — aBTopusauus 3anpelieHa (Bce
KOMNbIOTEPbl  aBTOPU30BaHHbIE C 3TOM  Y4Y4eTHOM  3anuchblo,
3abnokupoBaHbl)

e “By local network only” — aBTopm3aumsa paspelueHa TOMbKO B

nokanbHou ceTn
e “Both LAN and WAN” — aBTopu3aums paspelleHa 1 B JIOKarbHON
cetn, n vyepes NHTepHeT

Default grant access
mode

Pexum poctyna no ymonyaHuio, npeaocTaBnsieMoro nofb3oBateneMm K
CcBOEMy KoMMbloTepy (Npy NOAKNIOYEHNN MO 3anpocy):
e “Only desktop view (min rights)’ — paspelleH TONbKO MPOCMOTP
paboyero cTona

e “Joint control” — paspeweH u npocmoTp paboyero crTona, Wu
COBMECTHOE ynpaBreHue

e “Unlimited access” — paspelleH MOMHbIA OOCTYM K KOMMNbLIOTEPY,
Bkntovas goctyn k Oydepy obmeHa u pamnosonm cucteme 6es
NOATBEPXKAEHNS

Default external
access mode

PaspelleHHble MO YMOMYaHUIO PEeXMMbl LOCTyNa K aBTOPM3OBAHHOMY
KOMMbIOTEPY, MHULUMPOBAHHbIE ONepaTopoM (3TOT NapamMeTp MOXeT ObiTb
nepeonpeneneH B kKapTovke KOMMNbIOTEPA):

e “Access on request’ — gocTyn no 3anpocy

e “RDP access” — goctyn no npotokony RDP

e “Uncontrolled access” — HEKOHTpoONMpyeMbli 4OCTYN

Default department

HasBaHve oTgena no ymMon4yaHuio, K KOTOPOMY npuHagnexar
ABTOPM30BaAHHbIE C 3TON YYETHOW 3anMCbio KOMMbKOTEPBI (3TOT NapameTp
MOXeET ObITb NepeonpenenieH B KApTovke KoMnbloTepa)

Comments

KOMMeHTapVIIZ. 9710 none He ABNAeTca obA3aTenbHbIM On4A 3anoJiIHeHUA.

5.3.2. PejakTpoBaHMe KapTOYEK KOMINbIOTEPOB
Mocne aBTOpM3aULMK, HOBbIM KOMMbIOTEP aBTOMATUYECKM MOSBMSETCA B CNUCKE LOCTYMHbIX
KOMMNbIOTEPOB Ha cepBepe, C napameTpamu, 3aJaHHbIMW MO YMOMYaHWIO B €ro rpynnoBou
y4yeTHoM 3anucu. [0na vmHauBuayanbHOW HACTPOMKM NapamMeTpoB KOMMbloTepa nepenamte Ha
Bknagky “Computers” n KNMKHUTE NEBOW KHOMKOW MbIWN Ha TpebyeMon 3anmcu — OTKpoeTcs
dopmMa KapTOYKM KOMMbIOTEPA C BO3MOXHOCTbIO WU3MEHeHUs napameTpoB. [na yaaneHus
Hencnonb3yemblX KOMMbIOTEPOB M3 ChMCKa: nepemauTe Ha Bknagky “Computers”, oTmeTbTe
TpebyeMyto 3anucb ranodkom n HaxxmmuTe KHomnky “Delete selected”.
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Hwxe npuBedeH cnMcok napaMeTpoB  KapTOYKM  KOMMbOTEpa, AOCTYMHbIX — Ans
peaaKkTMpPOBaHWS:

MapameTp Onuncanne

Label lMpousBonbHas MeTka KoMnbtoTepa (Mcnonb3yetca ans  obneryeHus
naeHTndmKaLmm KoMnboTepa)

Users-owners (extra | Cnncok nonb3oBaTenen (ykasblBalTCA JOMMHbI Monb3oBaTenen, 4vepes
uncontrolled access) | 3ansaTylo), KOTOPbIM NPEOCTABNAETCSH HEKOHTPONUPYEMbIA AOCTYN K 3TOMY
KOMMbIOTEPY B UCKMNIOYMTENBHOM NPUOPUTETHOM Nopsake (HE3aBUCMMO OT
npaB Nonb30BaTeNsl, yKadaHHbIX B €ro npodwune).

Users-guests  (extra | Cnucok nonb3oBatenen (ykasblBalOTCH JOMMHbI MNONb3oBaTenen, yepes

remote workplace | 3andatytl0), KOTOpbIM MPeAoCTaBNAeTcs MpuMBaTHbLI  OOCTYN K 3TOMYy
access) KoMnbloTepy no npotokosly RDP, B UCKIHYUTENBHOM MNPUOPUTETHOM

nopsiake (He3aBMCMMO OT NpaB NoNb30BaTenNs, YKa3aHHbIX B ero npodune).
Department HassaHue oTagena, K KOTOpPOMY MpuHagnexar aBTOPU3OBaHHble C 3TOM

YY4ETHOWM 3annCbio KOMMbIOTEPBI (MO YMONYaHUio, 3TOT NapaMeTp 3aJaeTcs B
rpynnoBON yY4eTHOW 3anucu, Ana ero nepeonpegeneHvs — Bblibepute u3
crnucka 3HayeHune “Manual” Bmecto “Auto”)

Comments KoMmmeHTapui.

5.4. HacTpoiiKa MHTerpanum co CJay>K0aMu XelnaecK/cepBucaecK

MporpammHbIi - NpoaykT «TrustViewerPro» WMeeT BO3MOXHOCTb MWHTErpaumMm c  yxe
pas3BepHYTbIMU Ha NpeanpuaTuM crnyxbamu xenngeck/cepBucaeck ¢ noMmolubio API, nossonss
nogkntoyaTbCs K yAaneHHbIM KOMMblOTEpaM Ha OCHOBe OMNETOB 3asiBOK, ONpeAensitoLimx
MOfTHOMOYMS K CPOK JenctBusi goctyna. Kpome Toro, Takke WMeeTcsi BO3MOXHOCTb
NPUHMMAaTb 3asiBKU MOfb30oBaTenen u ynpaBnsTb UMW C MOMOLLbIO BCTPOEHHOM B MPOAYKT



cnyx6bl Xxennaeck ¢ ynpoweHHon dopMon nogaym 3aseku. B obuwem cnyyae, nogada 3asiBku
ocyllecTBnsgeTca cnegylowmum obpasom: Ha rnaBHOM OPME  KIMEHTCKOro  Mopyns
«TrustViewerPro», nosb3oBaTesflb HaXXMMaeT JIeBOM KraBuen MbIW Ha CCbINKy “3asiBka B
xenngeck” (ccbifika pacnofnoXxeHa nog HOMepoM BPEMEHHOro MAeHTUUKaTopa ceccum), nNpu
3TOM, B 3aBMCMMOCTU OT HaACTPOEK cepBepa — NPOUCXOAuUT NMbBO OTKpbITUE (POPMbl 3aSBKM
Xenngeck B okHe 6paysepa BbIOpaHHOrO MO yMON4YaHuto, NGO OTKPbITUE OPMbl 3asiBKK
Xenngeck BO BCTPOEHHOM OKHe (ans oTobpaxeHuss M B3aMmogencTsnss ¢ ¢opmon
ncrnonb3yetcs APl Internet Explorer), nubo OTKpbITUE BCTPOEHHOW YMNPOLLEHHON (OPMBbI
nogayv 3asaBku. [locne Toro, Kak 3asdBka nogaHa nornb3oBaTtenem, obpabotaHa onepaTtopom
1-1 NHM NOJLEPXKN, U NepedaHa Ha UCMOSNTHEHUE onepaTopy 2-N NUHUM NOOLEPXKKN — OHa
CTaHOBUTCA [LOCTYMHOW Ha WCNOMHEHUM B WHTepdbence KNMEHTCKOro moaynst (onepatop
MOXEeT cpasy NOAKIMHYNTBCH K yaaneHHOMY KOMMbIOTEPY MO 3anpocy, 3akpbiTb 3asaBKy, nnbo
BEPHYTb ee Ha 1-10 nNuHMI noaaepxkn). Takum obpasom, pabota co cnyxbon xenngeck
MOXeT ObITb OpraHM3oBaHa no ABYM OCHOBHbIM CLIEHAPUAM:

e lcnonb3oBaHne cnyxbbl xenngeck, BCTpoeHHoOW B  «TrustViewerPro»: Becb
YHKUMOHAN Mo ynpasfeHno 3asiBKaMn pas3MmelleH HENOCPEeACTBEHHO B KITMEHTCKOM
moayne. [llpm aTtom, ucnonb3ys API cepBepa, e€CTb BO3MOXHOCTb YaCTUYHOM
WHTErpaumm C BHeWwHUMKU cnyxbamu, Hanpumep, ONs paccbifikv yBegomreHun o6
M3MEHEeHUN cTaTyca 3asiBOK MO AOMOMHUTENbHbIM  KaHanam CBA3W  (no4ra,
KopnopaTUBHbLIN YaT u np.).

e lcnonb3oBaHWe YXe pas3BEpHYTOM Ha MNpeanpusaTum cryxbbl xenngeck/cepBucOeck:
WHTEpHeT-CTpaHuua ¢ ¢opmon 3asaBkM OTKpbiBaetcsa no URL, ykasaHHOMy B
HacTponkax cepsepa «TrustViewerPro», npu 3TOM, BMEcCTe C 3arnpocOM Ha cepBep
cny0bl xenngeck/cepBMcaeck nepeaarTcs AOMOMHUTENbHbIE CMpPaBOYHbIE AaHHble,
Nno3BonsLWmMe YacTUYHO aBTOMaTM3MPOBaTh 3arnoSIHEHNE 3asiBKU, @ TaKKe YHUKambHbIN
noeHTumkaTop 3asaBKM, KOTOPbLIM B AanbHEWLIEM WCMNONb3yeTcs ANs ynpaBrieHus
3asaBkou no API.

YnpasneHne HacTporKamMmn UHTerpauumn co cnyxéamm xenngeck/cepBuUcaeck OCyLLeCcTBNAeTCs
B MaHenu ynpasneHus cepsepom « TrustServer», Ha Bknagke “Settings”->"Helpdesk”.
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CNNCOK  MapamMeTpoB  HACTPOWKM  MHTerpaumm co  cnyxbamm

xenngeck/cepBmcaeck:
[MapameTp Onucanne
Client form display | Pexxum nokasa popmbl 3aBKU B KITMEHTCKOM MoAyre:
mode o “Disabled” — oTkntoyeHo (ccbinka “3asBka B Xxernngeck’ Ha rraBHOM

dopMe KMMEHTCKOro Mmoaynsa — He 6yaeT AoCTynHA)

e “Built-in simple form” — wncnonb3yeTcsa BCTPOEHHAs YNpoLLleHHas
dopma 3asBKM

e “External form in browser” — ncnone3syetca opma 3asBku B BUAE
WHTEPHET-CTPaHMLbI, OTKPLITON B Bpay3epe No yMmonyaHumio

e “External form in window” — ncnonb3yetcsd opma 3adBKM B BUOE
WHTEPHET-CTPaHULbl, OTKPbITON BO BCTPOEHHOM OKHE

Link to external form

URL dopma 3asaBku (ona pexumos “External form in browser” n “External
form in window”)

request mode

WindowWidth LvpnHa No ymonyaHuio BCTPOEHHOrO OKHa 3asBKW (ansa pexuma “External
form in window ")

WindowHeight [nvHa no ymon4yaHuio BCTPOEHHOrOo OKHa 3asiBKM (ansa pexuma “External
form in window ")

Server outgoing | Pexum API ncxogawmx ysegoMmneHunii 06 nameHeHun cratyca 3asiBok:

e “Disabled” — oTkntoyeHo (yBegomneHus He ByayT oTnpaBnATbCS)
e “Post - request in json format” — yBegomrneHusa 6yayT oTnpasnaTbCcs
B Buge Post-zanpoca B gpopmate JSON.




Outgoing request link

URL, Ha koTopbih OyayT OTNpaBnsiTbCA yBEAOMSEHUS 00 M3MeHeHun
cTaTyca 3aaBoK (anga pexuma “Post - request in json form”)

Server incoming
request mode

Pexxum API Bxoasimx yBegomMmneHnin o6 naMmeHeHmmn cratyca 3asiBok:
e “Post - request in json format” — ygegomneHus 6ygyT npuHuMmaTbCcs B
Buae Post-3anpoca B dopmate JSON.

Incoming request link

URL, Ha koTopbin OyoyT npuHMMAaTbCs YyBeAOMIIEHMSt 06 M3MEeHeHun
crtatyca 3asBokK (Bmecto “Id=?77?” gomkeH ObiTb ykasaH maeHTudumkaTop
cywiecTsylowien 3aaBku, Hanpumep “1d=792CE139-E197-418B-B98D-
E2E2EB8B9968”)

unaccounted operator
downtime

Client API API knueHTCKOro Mogyns gnsa gocrtyna u3 6paysepa:
e “Disabled” — oTkntoueHo
e “Enabled” — BkntoyeHo
Token TokeH GesonacHOCTW, Mcnonb3yembli Ons goctyna k APl knmeHTckoro
mMoayns 13 6paysepa
Port [MopT KNMEHTCKOro Moayns, ucnonb3yembl gns gocryna Kk APl us 6paysepa
Maximum MakcumanbHO BpeMsi HEaKTUBHOCTU orepaTtopa B CeKyHAax, Mo UCTEYEeHUn

KOTOPOro B OTYeTe, MOCIe OKOHYaHUs ceaHca CBsA3W, OyaeT oTMeueH
npocTon B paboTe.

Ob6bekT 3asBku npegcrtaBndetr cobor JSON-CTPYKTYpY, KpOMe WMH(OPMAaLMOHHLIX noren -
cogepxallen Takke nond, npegHasHayYeHHble ON1S ynpasreHusa 3asiBKoW. Takum obpasom,
ynpaBneHue 3asBKOW CBOAUTCA K oTnpaBke Ha cepBep POST-3anpoca JSON-CTpyKTypbl C
ykasaHuem nonen, nognexawmx wuameHeHunto (URL 3anpoca cOOTBETCTBYeT napameTpy
‘Incoming request link”, T.e. B napameTpax Hy>HO nepegatb MMsa komaHabl — “UpdateTask” u
naeHtTudukatop 3asaBkm). Huxke nepeuncrnersl nona JSON-CTpyKTypbl, NpegHas3HayvYeHHble ans

ynpaBreHns 3asiBKON.

MNone

Onucanve

State (string type)

CocTosiHMe 3asaBKu:

e “Active” — 3adBka akTMBHa (dTOT CTaTyC HeOBXOOUMO YCTaHOBMUTb
cpasy nocre ycrnewHon pernctTpauumn 3asiBkM Ha canTe NOAAEPKKN)

e “Cancel’ — 3asBka oTMeHeHa (yCTaHaBNMBaEeTCA B Cllydae OTMEHbI
3asBKWN Nonb3oBaTenem)

e “Close” — 3agBka 3akpbiTa (ycTaHaBnMBaETCH B Crydae 3akpblTus
3asiBKM1 onepaTtopom 1-n NMMHUN)

e “Complete” — 3asBka 3aBepweHa (ycTaHaBnuBaeTCs B Cry4vae
3aKpbITUs(3aBEPLLEHMS) 3a8BKU ONEpPaTOPOM 2-I NIUHUK)

Number (string type)

Homep 3aaBkn

Priority (string type)

MpuopuTeT 3asBKN:

“0” — Huakun

“1” — HopmanbHbIi
“2” — BblcOKMi

“3” — MakcumanbHbIN

Subject (string type)

Tema 3aaBKK

Description (string
type)

OnucaHuve 3as8BKu

Contacts (string type)

KoHTakTbl aBTOpa 3asBKN

Executor (string type)

TekyWwmMn Ha3Ha4YeHHbI UCMOMHUTENb 3asBKM  (yKa3blBaeTcs  fOrvH
nonb3oBaTens ¢ npasamu onepartopa 2-n nuHun, Nnbo nycras CTpoka, B
cnyyae Bo3Bpara 3asiBKvM Ha 1-10 NIMHUIO)

Comment (string type)

KommeHTapui k 3asBke (MoxeT ObiTb AobaBneH onepatopom 1- NUHUK B
MOMEHT Ha3Ha4YeHWsi UCMOSHUTENS 3asBKU, NMMBO onepaTtopom 2-i NMUHUA B
MOMEHT BO3BpaTa 3asiBKM 00paTHO Ha 1-10 NIMHMIO)




B MomeHT oTKpbITMs nonb3oBaTtenem ¢opmbl 3asBkn, K URL (ykaszaHHomy B none “Link to
external form”) gobaBnalTCs OONONHUTENBHOE NapamMeTpbl, coaepXxalwmne uaeHTudukaTop
3a8BKM U CNpaBOYHYH MHpopMauuio Ans BO3MOXHOCTU aBTO3anoOfIHEHUST HEKOTOPbIX Nosien
dopmbl. Hxe nepeuncneHsl nepegasaemble BMecte ¢ URL napameTpbl.

MapameTp OnucaHune

ID YHUKanbHbI  MOEHTUUKATOP  3aaBKM  (MCMonb3yeTca B KayecTBe
napameTpa npw oTnpaBke Ha cepBep KOMaHAbl MU3BMEHEHWS 3a8BKN)

Department MogpasgeneHue KOMMbTEPA, C KOTOPOro Bbina oTnpaBneHa 3asBka

Login JlormH nonb3oBaTensa-asTopa 3asBKM (MyCTO, €CINN OH HE aBTOPU30BaH)

Group JlorvH rpynnoBon Yy4yeTHOM 3anMcu KoMMbloTepa (MycTo, €CNu OH He
aBTOPU30BaH)

Domain Nmsa gomeHa/paboyen rpynnbl KOMNbOTEPA

Computer CeTteBoe nms kKomnboTEpa

User Mma nonb3oBatens KoMnbTepa

Ip Cnucok Ip-agpecoB KomnbroTepa

B uensx 6GesonacHocTu, cepBep He NpeaoCcTaBnsieT Mo 3anpocy HUKaAKon uHdopMauuun o
3aaBkax. OgHako, B criyyae nobbiXx M3MEHEHUAX B 3asdBKe, cepBep MOXeT nocbinatbh Ha
ykasaHHbln B none “Outgoing request link” agpec cepsuca POST-3anpockl, coaepxalime
akTyanbHyto JSON-CTpYKTypy 3asiBkn. Takum ob6pas3om, BO3MOXHO OTCMEXMBaTb akTyaribHOe
COCTOSIHME BCEX 3asABOK, YTO HEOOXOOMMO B CyyYae YaCcTUYHOW MHTerpauum ¢ pasBepHyTbiMU
Ha NpeanpusaTMM cnyxbammn xenngeck/cepBucaeck, Korga 4acTtb onepauuin no ynpasreHuto
3asBKaMy OCYLLECTBMSETCA C WCMNONb30BaHMEM CEpPBUCOB HEMNOCPEACTBEHHO CNYXObl
xenngeck/cepBucaeck, a 4YacTb — C MNOMOLWbBK UHTepderica KIMEHTCKOro MoAayns
«TrustViewerPro».

PaccmoTpum npumep mcnonb3oBaHna API B cnyyae YacTMYHOW MHTErpauum ¢ pasBepHyTbiMU
Ha npeanpusaTun crnyxéammn xenngeck/cepsucaeck (B criydae nosiHom MHTerpauun).

LWar 1. Co3paHue 3aaBKW.

Mpegnonoxum, B  HacTpoukax ykasaH cnegywowunn URL  dopmbl  3asBkM  —
“https://myserver.com/userform”, Torga B MOMEHT 3arpy3kum OpMbl 3asBKM, Ha cepBep
cepsuca noaaepxkn oyneTt nepenaH 3anpoc Bnaa
“https://myserver.com/userform?ID=DA2CAC00-ABD9-4EC3-9268-34BED40AA329&
Department=YnbsHoBck.byxrantepua&Login=Alex&Group=&Domain
=WORKGROUP&Computer=PC&User=User&Ip=192.168.1.100".

LWar 2. AKTuBauusi 3assBKM.

Mpegnonoxum, K cepBepy TrustServer MOXHO obpaTutbcs no agpecy 192.168.1.2:8443,
TOoraga, nocne TOro Kak nonb3oBaTefb YCNeLwwHo co3aan 3asiBKy — CEPBUC AOSMKEH OTNPaBUTb
Ha cepsep POST-3anpoc Bnaa “http://192.168.1.2:8443/cqi-
bin/httptunnel.pl?cmd=UpdateTask&ID=DA2CACO00-ABD9-4EC3-9268-34BED40AA329", co
crnegyrowmmn JSON-gaHHbIMN:

{
"State": "Active",
"Number": "001",
"Priority": "1",

"Subject": "Ownbka gpansepa”,
"Description": "He paboTtaeT ckaHep: owmbka gparieepa”,
"Contacts": "AnekcaHgp"




L} |

[Mpeaononoxum, B HacTpoukax ykasaH cnegywiowmin URL cepBuCa MOHUTOPWUHra COCTOSIHUS
3asBok — “http://127.0.0.1:8888”, Torga, obpaboTtaB 3anpoc, cepsep TrustServer oTnpasuT
POST-3anpoc suga “http://127.0.0.1:8888", co cneaytowmnmm JSON-AaHHLIMU:

{

"ID": "DA2CACO00-ABD9-4EC3-9268-34BED40AA329"
"State": "Active",

"Number": "001",

"Priority": "1",

"Subject": "Ownbka gpaneepa”,

"Description™: "He paboTtaeT ckaHep: owmbka gpansepa”,
"Contacts": "Anekcangp"

"Department”: "YnbaHoBcK.byxrantepus",

"Login": "Alex",
"Group™: ",
"User": "User",

"Domain"; "WORKGROUP",
"Computer": "PC",
"Locallp™: "192.168.1.100"

LWar 3. HasHayeHue 3a8BKM onepaTopy.

[Mocne HasHayeHus (UM NepeHasHavyeHuns) onepaTopy 3asiBKW, CEPBUC CRyXObl Xenngeck
AOSKeH oTnpaButb Ha cepsep POST-3anpoc Buaa  “http://192.168.1.2:8443/cgi-
bin/httptunnel.pl?cmd=Update Task&ID=DA2CACO00-ABD9-4EC3-9268-34BED40AA329", co
cnegyrowmmm JSON-gaHHbIMKM (C yKasaHMeM norMHa oneparopa, kotopoMy 6yaeT HasHayeHa
3asBKa, a Takke, Npy HeobXxoaMMOCTU — CONPOBOANTENIBHONO KOMMEHTapus):

{

"Executor"; "Alex",
"Comment"; "Heobsi3aTenbHbI KOMMEHTapUn"

}
O6paboTtas 3anpoc, cepsep TrustServer otnpasut POST-3anpoc suaa “http://127.0.0.1:8888”,

co cnegyrowinmm JSON-OaHHbIMN:

{

"ID": "DA2CACO00-ABD9-4EC3-9268-34BED40AA329"
"State": "Active",

"Number": "001",

"Priority™: "1",

"Subject": "Ownbka gpaneepa”,

"Description": "He paboTtaeT ckaHep: owmbka gparvisepa",
"Contacts": "Anekcangp"

"Department": "YnbaHosck.byxrantepus”,

"Login": "Alex",
IIGroupll: lllI,
"User": "User",

"Domain”: "WORKGROUP",

"Computer": "PC",

“"Locallp™: "192.168.1.100",

"Executor": "Alex",

"Comment": "Heobsi3aTenbHbIN KOMMeHTapun"




Lar 4. Bo3BpaT 3aABKU Ha 1-10 NIMHUIO.

B cnyyae BoaBpaTa 3asiBKM onepaTopoM 2-N NIMHUKM 0BpaTHO Ha 1-10 NIMHUIO - CepBUC CNYXObl
Xenngeck [orkeH otnpaBuTb Ha cepBep POST-3anpoc Buaa “http://192.168.1.2:8443/cgi-
bin/httptunnel.pl?cmd=Update Task&ID=DA2CACO00-ABD9-4EC3-9268-34BED40AA329", co

cnegyowmmm JSON-gaHHbIMK (C YKa3aHWeM NycTOro fiorMHa, a Takke, npn HeobxogmMmocTn —
COMpPOBOAUTENIbHOIO KOMMEHTapUs):

{

"Executor": ",
"Comment": "Heobs13aTenbHbIN KOMMEHTapuin"

}
O6paboTtas 3anpoc, cepep TrustServer otnpasut POST-3anpoc suaa “http://127.0.0.1:8888”,
co cnegyrownmm JSON-gaHHbIMA:

{

"ID"; "DA2CACO00-ABD9-4EC3-9268-34BED40AA329"
"State": "Active",

"Number": "001",

"Priority": "1",

"Subject": "Ownbka gpaneepa”,

"Description™: "He paboTtaeT ckaHep: owmbka gpansepa”,
"Contacts": "Anekcangp"

"Department": "YnbaHoBck.Byxrantepus",

"Login": "Alex",
"Group": ",
"User": "User",

"Domain"; "WORKGROUP",

"Computer": "PC",

"Locallp™ "192.168.1.100",

"Executor": ",

"Comment": "Heobs3aTenbHbIN KOMMeHTapuin"

LWar 5. OTmeHa/3akpbiTUe/3aBepLieHUE 3asBKU.

B cny4yae oTMeHbl/3aKkpbiTUS/3aBepLUEHNS 3asiBKW, - CEpPBUC CHYXObl Xenngeck AOSDKeH
OTNpPaBunTb Ha cepsep POST-3anpoc BMaa “http://192.168.1.2:8443/cgi-
bin/httptunnel.pl?cmd=UpdateTask&ID=DA2CAC00-ABD9-4EC3-9268-34BED40AA329”, co

cnegyrowmnmmn JSON-gaHHbIMKM (C YkasaHnem cooTBeTcTBytowero cratyca — “Cancel”, “Close”
unn “Complete”):

{

}
O6paboTtas 3anpoc, cepep TrustServer otnpasut POST-3anpoc Buaa “http://127.0.0.1:8888”,
co cnegyrowmnmm JSON-gaHHbIMA:

{

"State": "Complete"

"ID": "DA2CACO00-ABD9-4EC3-9268-34BED40AA329"
"State": "Complete",

"Number"; "001",

"Priority": "1",




"Subject": "Owwnbka gpaneepa”,

"Description": "He paboTtaeT ckaHep: owmbka gparieepa”,
"Contacts": "Anekcangp"

"Department": "YnbaHoBck.byxrantepus",

"Login": "Alex",
"Group™: ",
"User": "User",

"Domain"; "WORKGROUP",

"Computer"; "PC",

"Locallp™: "192.168.1.100",

"Executor": "Alex",

"Comment"; "Heobsi3aTenbHbIN KOMMEHTapun"

APl KnueHTCcKoro moayns no3BonsdeT MONyyYuTb YTOYHANLWYK MHGAOPMAaLMIO O KITMEHTCKOM
KoMMbloTepe, Ans NCnonb3oBaHMs BO BHELLHMX hopMax 3asiBoK. Hanpumep, 3anpoc tuna

| http://localhost:17384/cgi-bin/api.pl?tid=79254876-F8A1-4123-924F-D8F048F856F2&cmd=getinfo
BepHeT cnefyowme gaHHble B popmate JSON:

{"Domain": "WORKGROUP", "Computer": "TV10", "LocalIp":
"192.168.56.1;192.168.0.106", "ExternalIp": "192.168.56.1", "MAC": "0A-00-28-00-
00-0D;B4-2E-90-EE-75-90", "CPU": "AMD Ryzen 5 PRO 4650G with Radeon Graphics (12
units)", "RAM": "32163 Mb RAM (25209 Mb available)"™, "OS": "Windows 10
(PROFESSIONAL, 64 bit)", "Uptime": 11886, "SystemId": "ClF4C2A2-D722-7516-2605-
BEE6956E59F4" }

5.5. YnpaBisieHue 06HOBJIeHUSAMHU «TrustViewerPro»

«TrustServer» Takke wurpaeT ponb cepBepa OOHOBNEHW, NO3BONSAS MNOAAEPXKMBATH
aKTyanbHOCTb BEPCWUN, Kak KIMMEHTCKMX MoAynewn, Tak M camoro cepsepa. [nsa npouenypbl
OOHOBMEHNA UCMONb3yeTCsl cneuuanbHbid hans, KOTOpbIA COAEPXUT nakeT OOHOBMEHWUN
cpasy 4ns Bcex BapuaHToB cOOpok, kak cepepa (Windows, Linux 32/64), Tak 1 KNMEHTCKOro
moayns (“TrustViewer”, “TrustViewerPro”). Npu 3TomM 3arpy3ka naketa oGHOBMNEHNIN BO3MOXHa
Kak B aBTOMaTM4YeCKOM peXxmme Mo pacnmucaHuilo, Tak U B py4yHOM pexume. Takum obpasom,
paboTa «TrustServer» B ponu cepepa 06HOBMNEHMI BO3MOXHA Kak B MyOIMYHbBIX CETAX, TaK U

B YacTHbIX ceTsax 6e3 OOoCTyna B MHTepHeT.

YnpaBneHne OOGHOBNEHWSIMM  OCYLLECTBNSIETCS B MaHEnuM  ynpaBfeHusi CEepBEPOM
«TrustServery, Ha Bknagke “Settings”->“Updates”.



: b \ NS WAN Addr myserver:8443 Dewices: 2/2/3  (act’maftotal)
ru S 'e r\-//@. r Client ﬂll.l:l Server time: 22:07:47 Sessions: 0/0/0  (act/mawitotal)
S AN = e Uptime: 2h S9m Standbys: 6/6/13 (act/mastatal)

License: active

Control Panel Transferred: 0 Kb Connections: 8/8/19 {actmasxitotal)
Permits Users Groups Computers Settings Logout
General Branding Helpdesk Updates
Clent/server's centralized update mode Current TrustServer version Current TrustViewer version
Auto v| 210 2.1.0 Check update
T aiting for an update in queus Dadly automatic update checl: titne
3000 miliseconds v | 0000 v
Save Cancel

© TrustViewer 2012-2020

Hwxe npuBeaeH cnucok napameTpoB yrnpaBreHnsi 0GHOBNEHUSMMU:

MapameTp Onucanune

Client/server's Pexunm ueHTpanmsoBaHHOro 06HOBNEHUSA cepBepa U KIMEHTCKOro Moayns:
centralized update e “Disabled” — oTtkntoyeHo (06HOBNEHMA He ByayT ycTaHaBnMBaTbCS
mode LEeHTpann3oBaHHO)

e “Manual” — yctaHoBKa OBHOBMEHUN B pydHOM pexume (TpebyeTcs
CkayaTb (pann C naketom OBHOBMEHMK C canWTa nporpamMmmbl, WU
3arpya3uTb ero Ha cepBep)

e “Auto” — ycTaHoBKa OOHOBMEHMN B aBTOMATUYECKOM peXume
(cepBep aBTOMaTUYECKM MpOBEPSieT W yCTaHaBnMBaeT Bce
0OHOBMEHMS NO pacnMcaHnto)

Waiting for an update | PacueTHoe BpemMsi B o4depean Ha OXuaaHue OOHOBIEHMS AN OAHOro

in queue KIMMEHTCKOrO MOAYNs, B MWMNMCEKyHAax (npu MnomyyYyeHuM curHana o
HeobxoaMMOCT ckayaTb OBHOBMeEHWe, AN NpeaoTBpaLLeHus neperpysku
cepBepa — KIMEHTCKME MOAyNnW BCTAlT B OYepedb Ha OXuaaHue
cKkauynmBaHUsA 0BHOBMNEHWS)

Daily automatic | Bpems aBTomaTnyeckon exxeaHeBHOWN NPOBEPKM U YCTAaHOBKM OBHOBMEHWN.

update check time

5.6. HacTpoiiku 6peHAMpPOBaAHUA

B pamkax OpeHaMpoBaHusi, BO3MOXHa reHepauusi noanucaHHbix OSLUIM paspaboTtynka
ANCTPUOYTMBOB KIMMEHTCKOrOo MOAyNns C yKasaHMemM COOCTBEHHOro HasBaHMS M UKOHKM
nporpammbl. Kpome Toro, B noboit MOMEHT BPEMEHN BO3MOXHO WU3MEHMUTb floroTun u obou
rmaBHOM popMbl (CTaTUdeckoe n3obpaxkeHne NPOM3BONILHOINO pasmepa), a Takke HaCTPOUTb
oTobpaxeHue cBoero 6aHHepa (dpnew-ponuk, gif-aHnmaumsa, nnu cratndyeckoe nsodbpaxeHune



C onTumanbHbiM pas3MmepoM 468x120px), C BO3MOXHOCTbIO nepexoda Mo CCbifike (CCbifika
OyneT oTkpbiTa B 6paysepe, ncnonb3yemomy "no ymonyaHuio").

5.6.1. TeHepauusa COOGCTBEHHbLIX JAUCTPUOYTUBOB mnoanucaHHbIXx IJIII

pa3pabéoTYMKa
"eHepaums cobcTBeHHbIX ANCTPMBYTMBOB noanucaHHbix LM paspaboTyumka ocyliecTBnseTca
B MaHenu ynpasneHus cepBepom «TrustServer», Ha Bkrnagke “Settings”->"Client”.

[ -, L L Server- v2.11.0 WAN Addr: myserver:8443 Devices: 1/1/1 (act/'max/total)
r S r_ve.r ety Server time: 13:50:03 Sessions: 0/0/0 (act'max total)
l 1 AL | - 7 _Chent_ -

L 5 A Uptime: 2h 2m Standbys: 2/4/8 (act/max/total)
icense: active
Control Panel

Transferred: 0 Kb Connections: 3/8/30 (act/max total)
Permits | Users | Groups | Computers | Settings | Logout

General | Client | Branding | Helpdesk | Updates |

Client App Name TrustServer connection address

| MyApp || myapp.com:8443 |
Windows client App Icon Last Icon update date

[ Custom v|/09.09 2022 Upload new Icon  (ico)
Linux client App [con Last Icon update date

[ Custom v| 22032023 Upload new Icon  (png)
Windows installation directory

[ Custom M | C:\MyApp |
Linux installation directory

[ Custom v || /usr/bin |
Installation flags

[ Custom ~ | B Install the program for all users

Add icon to desktop
Add an icon to the “Start” menu
Add installation information to the registry
Set assoclation with record files (*.tvr)
Add group's distributions
All groups v |

Generate signed distributions

Save Cancel
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Hwxe npuBeaeH cnnMcok napameTpoB reHepaunm oUcTpubyTMBOB:

MapameTp OnucaHne

Client App Name CobcTtBEHHOE HasBaHue nporpaMmbl (ycTaHoBuTe 3Ha4veHue
“TrustViewerPro”, 4Tobbl NICNONb30BaTh CTAaHAAPTHOE HAa3BaHME).

TrustServer Anpec TpacTtcepsepa.

connection address

Windows client App | CobctBeHHas vkoHka nporpammbl Ansg OC Windows (ycTaHoBUTE 3Ha4YeHue
Icon “Default”, yTo6bl UICNONBL30BaTb CTAHAAPTHYK UKOHKY).

Linux client App Icon | CobcTBeHHaa ukoHka nporpammbl ang OC Linux (ycTaHoBWUTE 3HadeHue
“‘Default”, 4To6bI MCNONBL30BaTb CTAHAAPTHYHO MKOHKY).

Windows Installation | CobcTBeHHasa AupekTopus yctaHoBku nporpammbl ana OC  Windows
directory (yctaHoBUTE 3HadeHue “Default’, 4yTOBbI MCNONB30BaTL CTaHAAPTHYHO
ONPEKTOPUIO).




Linux Installation | CobcTBeHHass AauMpekTopust  yCTaHoBKM nporpammbl  ans  OC  Linux

directory (yctaHoBUTEe 3HauveHne “Default”, 4TOObI MCMONBb30BaTb CTaAHOAPTHYHO
OVPEKTOPUIO).
Installation flags MapameTpbl ycTaHOBKM (ycTaHoBMTE 3HadeHne “Default’”, 4TOGBI

NCcnonb3oBaTb CTaHAApPTHbIE NapaMeTpbl):

¢ “Install the program for all users” — yctaHOBUTb Mporpammy Ans BCex
nonb3oBaTtenemn

¢ “Add icon to desktop” — no6aB1Tb NKOHKY Ha pabo4uni cTon

¢ “Add an icon to the “Start” menu” — gno6aBuTb MKOHKY B MeHto “ITyck”

¢ “Add installation information to the registry” — go6aesutb nHpopmaumio 06
ycTaHoBke B peectp Windows.

¢ “Set association with record files (*.tvr)” — 3agaTtb accouunaumio ¢ hannamm
3anucwy (*.tvr)

Add group's FeHepaunsa AOONOMHUTENBHBIX AMCTPUOYTMBOB AONSA TPYynnoBbiIX YYETHbIX
distributions 3anucen:
¢ “Disabled” — guctpnbyTmBbl ONs rpynnoBbiX YYETHLIX 3anucen He OyayT
CreHepvpoBaHbl

¢ “All groups” — 6yayT creHepupoBaHbl AUCTPUBYTMBLI ANA BCEX MPYNMNOBbIX
YYETHbIX 3anucen

¢ “Custom group” — 6yoeTt creHepupoBaH OUCTPUOYTUB Onsi BbiGpaHHON
y4yeTHOM 3anucu

Mocne TOro Kak BCe Heobxoaumble napamMeTpbl ObiMM  yCTAHOBMEHbI W COXPaHEHbI,
HeobxoauMO HaxaTb Ha KHonky “Generate signed distributions”. MNocne o6paboTkn 3anpoca,
OyneT NpeanoXeHo ckavaTb apxuB ¢ ANCTPUMOyTUBaMM.

| BHumanue! ins 06paboTku 3anpoca Heobxoaum JOoCTyn K ceTv Internet. |

Hwxe npvBeaeH npuMmep CTPYKTypbl apxusa ¢ guctpubytnsamu, rae “MyAppe” n “MyApp.exe”
— rnopTaTuBHble Bepcumn KnueHTckoro moaynsa ana OC Linux n Windows, “MyApp.msi” — msi-
nakeT KNMeHTCKoro moayns, “Test MyApp.msi” — msi-nakeT KnMeHTckoro moayns 6e3 SLI,
crneuvanbHO ONns YCTAaHOBKM B PEXMME MOMHOW (OYHKUWNOHANBHOCTU WMCNOMb3yA FOMMH U
napornb rpynnoBon y4yeTHou 3anucu “Test” (ByaeT creHepupoBaHO CTONbKO ANCTPMOYTUBOB,
CKONbKO Ha CepBepe 3apermcTpupoBaHO rPYNMoBbIX YYeTHbIX 3anucen), “TrustViewer”
“TrustViewer.exe” - noptatMBHble Bepcun OObIMHOM (He NpodeCcCcMOoHanbLHON) NporpaMmmbl
TrustViewer ana OC Linux n Windows, KoTopble MOryT UCMOMNb30BaTbCA AS151 COBMECTUMOCTH.

¥ | \Distributions.zip

] 1606 672 1411447 2023-03-.. 2023-03-.. 2023-03-.
= | Myhpp.exe 2282112 2203974 2023-03-.. 2023-03-.. 2023-03-.
ﬂ MyApp.msi 2 375680 2294162 2023-03-.. 2023-03-.. 2023-03-.
ﬁTESt_M}"AFIP.FﬂSi 2 375680 2294162 2023-03-.. 2023-03-.. 2023-03-.
|| TrustViewer 1606 672 1411452 2023-03-.. 2023-03-.. 2023-03-.
B | TrustViewer.exe 2282112 2203969 2023-03-.. 2023-03-.. 2023-03-.

5.6.2. YnpaB/ieHue 6AaHHEpPOM, JIOTOTUIIOM U 060AMHU
YnpaBneHne 6aHHepoM, IOroTMNoM K 000SIMM OCYLLECTBRSETCS B MaHenu ynpaBreHus
cepBepom «TrustServer», Ha Bknagke “Settings”->"Branding”.



[y -, % Y ST WAN A_ddr: myserver:3443 Dev_ices: ]J'].":] (act/max /total)
r u S e W/@. I-r e Server time: 14:11:53 Sessions: 01"0.".0 (act/max total)

L b . - - 2h 24m Standbys: 2/4/12 (act'max/total)
Transferred: 0 Kb Connections: 5/8/53 (act/max total)

2 3 R Uptime:

License: active
Control Panel

Permits | Users | Groups | Computers | Settings |

General | Client | Branding | Helpdesk | Updates |

Wallpaper display mode Last Wallpaper update date
| Mosaic v] 16.04.2019 Upload new Wallpaper  (Jpeg:png:.zif)
Form color & alpha blend value Form blur value
IC_[100 RE
Logo display mode Last Logo update date
| Enabled v | 04.08.2021 Upload new Logo  (-png - alpha channel supported)
View width View height
1320 (200 |
Logo link
|mysite.com
Banner display mode Last Image banner update date
[Image & Flash banner v | 04.08.2021 Upload new Image banner  (jpeg-pag: gif)
Last Flash banner update date
02.03.2019 Upload new Flash banner  (swi
View width View height
1320 200 |
Banner link
|mysite.com
Incomming call melody Last Melody update date
Custom v| 16.12.2023 Upload new Melody  (wav:mg3)
Save

© TrustViewer 2012-2024

Hwxe npuBeaeH cnucok napameTpoB ynpasneHns 06osmMu, 6aHHeEPOM U NOroTUMNOM:

Logout

Cancel

MapameTp Onucanne
Wallpaper display | Pexxum otobpaxeHunsa o6oeB:
mode o “Default” — 6ygyT oTobpaxeHbl NpeaycTaHOBIIEHHbIE 060K

“3anonHexnue”

“pactskeHmne”

e “Mosaic” — 6yayT oTobpakeHbl Nonb3oBaTensckme obon, B pexmme

e “Stretch” — 6yaoyT oTobpaxeHbl NoNb3oBaTeNbLCKME 000U, B pexmnve

Form color & alpha | LiBeT n ypoBeHb npo3payHocTy hopMbl
blend value

Form blur value YpoBeHb pasmbITUs PopMbI

Logo display mode Pexxum nokasa norotumna:

e “Enabled” — BkntoyeHo (norotun 6ygeT nokasaH)

e “Disabled” — oTkntoyeHo (norotun He ByaeT nokasaH)

Logo View width & LLinpuHa v BbicOTa norotuna npu otobpaxeHmm

View height

Logo link URL-ccbinka norotuna (ocTtaBbTe 3TO Mofne MyCcTbiM, €CMM CCbhifika He
TpebyeTtcs).

Banner display mode | Pexwum nokasa 6aHHepa:

cTatudeckum 6aHHep unu gif-aHnmaums)

e “Disabled” — oTknto4eHo (6aHHep He ByaeT nokasaH)
e “‘Image banner only” — BknwyeHo (OygeT nokasaH TOMbKO




e “‘Image & Flash banner” — BknoyeHo (OyaeT NO BO3MOXHOCTU
nokasaH Qnaw-ponuKk, nNubo crtatmdeckun 6GaHHep wnn gif-
aHMmaums)

Banner View width & | LUnpuHa n BbicoTa 6aHHepa npu oTobpaxeHun
View height
Banner link URL-ccbinka ©GaHHepa (ocTaBbTe 3TO MOfe MNyCTbiM, €CnM CCblika He
TpebyeTcs).
Incomming call Pexnm npourpbiBaHna MeNOAnn AN BXOASALLNX 3BOHKOB:
melody o “Default” — use the default melody
e “Custom” — use a custom melody

5.7.T'/1aBHBIE HACTPOMKHU cepBepa

MaBHble HACTPOWKM cepBepa OCYLUECTBMAKTCA B MNaHenu YynpaeleHUs CcepBepoM
«TrustServery, Ha Bknaake “Settings”->"General’.

e, h Server v2.12.1 WAN Addr: 192.168.0.106:8443 Devices: 1/1/1 (act'max/total)
Fu S r ewe r Celn eij ‘_2' 12'1 Server time: 16:02:39 Sessions: 0/0/0 (act'max 'total)
5 9 U Y & S =4 : 1en: N N Uptime: 2m 24s Standbys: 3/3/3 (act'max/total)
License: active
Control Panel

Transferred: 0 Kb Connections: 5/3/6 (act'max/total)
Permits | Users | Groups | Computers | Settings | Logout

General | Client | Branding | Helpdesk | Updates

License status License content License number

Active, term 08-02-2031 1 Server, 100 Devices -~ New license
TrustServer auth mode Redirect from http to https TrustServer auth page name

[ By local network only v | Disable v| |Admin | Random name

Automatic deletion of cards with default settings ("Label” value not set) of mnactive computers (offline for more than N-days)
| Disable M

Centralized recordings storage Storage mode Maximum storage time (days) Maximum storage size (Mb)
|Enable v | Desktop only v] [180 || 256000 |
Default grant access mode PC info display mode The duration of the session ID Session [D length
[ Only desktop view v | Disable V|5 | (minutes) [ 6 digits v
Default client's important settings password Default client's password for access without confirmation
[ Disable M [ Disable M
2FA Script path
| MyScript2FA |
Portable client name Windows portable client URL (Pro-version)
|TestQS | http:/lic.trustviewer.com:443/pro/TestQS_wKgAavsg.exe

Linux portable client URL (Pro-version)
http:/lic.trustviewer.com:443/pro/TestQS_wKgAavsg

Windows portable client URL (simple version)
http:/lic trustviewer.com:443/client/ TrustViewer wKgAavsg.exe

Linux portable client URL (simple version)

e T e e i = LA

Buy / renew a license

Save Cancel

5.7.1. AKTUBaLus JIMI€EH3UH
HesapernctpupoBaHHaa korusi  «TrustViewerPro» umeeT oOrpaHW4eHust Mo  KOnu4yecTBy
NOOKMIOYEHUIN K cepBepy, MO3TOMY Ans MOMHOLEHHOW paboThl Heobxoauma perncrpauus



npogykta. Npun aTom pernctpaumsa NpoayKTa BO3MOXHA Kak B aBTOMaTUYECKOM peXmMme yepes
WHTepHeT, Tak 1 B pydHOM pexume 6e3 goctyna B NHTepHeT. Takum obpa3om, BO3MOXHA
nonHoueHHas pabota «TrustServer» Kak B NyOnuyHbIX CeTHAX, Tak U B YacTHbIX ceTax 6e3
poctyna B IHTepHeT.

Pernctpauusa npogykta ocyLecTBnseTCa B NaHenu ynpasneHnsa cepsepom «TrustServer», Ha
Bknagke “Settings™->"General”’. [ons akTuBauuMmM HOBOMW JIMLEH3UN — HaXMuUTe KHOMKY “New
license”, 3atem B none “License number’ BBeguTE HOMEP IUUEH3UU, U HAXMUTE KHOIKY
“‘Apply”. Mpn Hanunyum goctyna B WHTEpHET pernctpaums BbIMNOSHUTCS aBTOMAaTUYECKWU, B
NPOTUBHOM cnyyae — 6yaeT copmupoBaHa CCbifika Ha havn NUUEH3UN, KOTOPbIA HYXHO
OydeT BpY4YHYO CkayaTb Ha KOMMbOTEpPE, NMEKLWNM OOCTYN B VIHTEPHET, 1 3aTeM 3arpysuTb
ero Ha cepsep (kHonka “Upload license file”). [Ins oTMeHbl perncrpauum — HaXKMUTE KHOMKY
“‘New license”, n 3arem — cpasy kHonky “Apply” (none “License number’ AomkHO 6bITb
nycTbiMm).

BHumaHue! Bbl MoXeTe HeOAHOKPATHO BbIMOMHATL PErncTpaumio npoaykrta C OOAHUMM U TEM Xe
HOMEpPOM JIunueH3nn, B T7.4. N Ha pPa3HbIX CepBepax. O,D,HaKO, akTnBauna ogHoOBpeMEeHHO OBYX U
bonee pasHbix CepBepoB — 3anpelieHa (B 3TOM criydyae nNuueHsnst OyaeT akTMBHa TOMbKO AN

nocrneaHero akTMBMPOBAHHOIO CcepBepa), NO3TOMY CTPOro PEKOMEHAYETCS BbIMOSNHUTL OTMEHY
perucTpauuv nepes BbiNofHEHMEM aKTUBaLMM NULEH3UN Ha JPYrom cepBepe.

BHumaHue! Mpoaykt “TrustViewerPro” pacnpocTpaHaeTcs Ha YCNoBuAX NOAMUCKW. OTO O3HadvaeT,
YTO MOCne 3aBepLUeHMsa CpoKa OEeNCTBUS NUUEH3Mn — paboTta nporpammbl 6ygeT orpaHuyeHa. [ns
WCKNIOYEHMS NpepbiBaHnsA B paboTe, NoXanyncra, CBOeBPEMEHHO NpoasieBanTe BaLly JIMLEH3NIO.

BHumaHue! ABTomatnyeckoe npoasieHne nuueHsmm (nocrne CBOEBPEMEHHOW OmnnaTtbl) — BO3MOXHO
TONbKO NpW Hanuyuwn y cepeepa gocTtyna K cetu VIHTepHeT, B MPOTMBHOM crnyyae — Heobxogmma
NOBTOPHAas perucTpaumnsa npoaykra B py4HOM pexume.

5.7.2 OCHOBHbI€ HACTPOMKH
YnpaerneHne [OMNOMHUTENbHLIMM HACTPOMKaMK OCYLLECTBISIETCS B MaHenu ynpasreHus
cepBepom «TrustServer», Ha Bknagke “Settings”->"General’.

Hwxe npmuBeaeH CrnMcok napamMmeTpoB OOMNOJNTHUTESIbHbIX HACTPOeK:

MapameTp Onucanne
TrustServer  auth | Pexum aBTopr3auumn B naHenu ynpaBrieHNeM CEPBEPOM:
mode e “By local network only” — aBTopuM3aums paspelleHa TOoNbKo B

nokanbHou ceTn
o “Both LAN and WAN” — aBTOpM3aumns paspeLleHa 1 B fIOKaribHOW CeTu,
n B VIHTepHeT.
Redirect from http | HacTporika pegupekta cTpaHuubl naHenu ynpereHusa ¢ hitp Ha https
to https (TpebyeTcs HacTponka SSL-ceptudumkarta, nogpobHee cm. nogpobHee cMm. B
nyHKTe “YcTaHoBKa cepBepa «TrustServer»”, HaCTOsLWEro pykoBoAcTBa):
o “Disabled” — nepeagpecauus oTkno4eHa
o “By WAN only” — nepeagpecauusa BKIOYeHa TOMbKO AONS WUHTEPHET-
NOOKITOYEHUN K cepBepy
e “Both LAN and WAN” — nepeagpecaums BKOYeHa Kak [Anis
NoKanbHbIX, TaK U ANg UHTEPHET-NOLKITHOMEHUN K cepBeEpY
TrustServer  auth | Mms cTpaHuubl aBTopmu3aumm cepeepa (458 reHepaumy CriydanHoro MMeHn —
page name HaXXmMuTe KHonky “Random name”)

Automatic deletion | Pexxum aBsTomMaTn4eckoro yaaneHus KapToyek Hencrnosnb3yemMblX KOMMbITEPOB
of cards  with | (koMNblOTEP CUMTAETCH HEUCNonb3yeMblM, €CNN B €ro KapToyke He 3ajaHo

default settings | none “Label”, a Takke ecnu B Te4eHUM yKa3aHHOro Yncna gHen OH Haxoaurca
("Label" value not | B cocTosiHUM O0donanH, T.e. He Obln NOAKITIYEH K cepBepy):
set) of inactive e “Disabled” — oTknYeHO (KapTOYKM HEUCMNONb3YyEeMbIX KOHTAKTOB He

computers (offline




for more than N-
days)

OyayT aBTOMaTU4ECKM YOansiTbCA)
o “Enabled” — Bkno4eHO (KapTOYKM HEWCNONIb3YyEMbIX KOHTAKTOB OyayT
aBTOMATUYECKM yOANATLCSA)

Centralized
recordings storage

LleHTpanu3oBaHHOE XpaHeHWe 3ancen ceaHCoB CBA3W:
e “Disabled” — oTknto4eHo (3anucu He ByayT COXpaHATCA Ha cepBepe)
o “Enabled” — Bkno4yeHo (Bce 3anncu OygyT COXpaHATCS Ha cepBepe)

Storage mode

Pexnm coxpaHeHus sanucen:
e “Desktop only” — 6yayT BecTucb ToNbKO 3anucu paboyero crona
e “Desktop and Audio” — 6yayT BeCTUCb TONbKO 3anvcu paboyero ctona
N ayan0-3BOHKU
e “Full (Desktop, Audio and Video)” — 6yayT Bectucb 3anucu paboyero
cTona a Takke ayamo- u Buaeo-3BOHKM

Maximum storage

OrpaHquHme no BpeMeHn, Ha XpaHeHune 3anucen Ha cepsepe, B OHAX

time (days)
Maximum storage | OrpaHudeHne no obwemy pasmepy, Ha XpaHeHuWe 3anucen Ha cepsepe, B
size (Mb) mMerabanTax
Default grant | Pexxum goctyna no ymonyaHuo, npegocTaBnsaemMoro nonb3oBaTeniem kK CBOeMy
access mode KoMnbloTepy (NpY  NOOKMIOYEHUM MO  3anpocy K HeaBTOPM3OBAHHbLIM
KOMMNbloTEPAM, B T.4. K KIMEHTCkuM mogynam “TrustViewer”, B KOTOpPbIX
aBTOpM3auusa He NPeayCMOTPEHa):
o “Only desktop view (min rights)” — paspelleH TOMbKO MPOCMOTP
paboyero ctona
e “Joint control” — paspelleH n npocmMoTp paboyero crtona, 1 COBMECTHOE
ynpasneHune
o “Unlimited access” — paspelleH MNOMHbIAN JOCTYN K KOMMbIOTEPY,
BKMNto4asi gocTtyn kK 6ydepy obmeHa u dannoBon cucreme 6e3
noaTBepPXKaeHUs
PC info display | Pexxum oToGpakeHnss cnpaBoYHOM MHMOPMaLMM O KOMMbIOTEPE Ha rNaBHOM
mode dopMe KIMMEHTCKOro Moayns

e “Disabled” — oTtknoyeHo (cnpaBodHas wHdopmauus He Oyoet
nokasaHa)

o “Net name only” — BknoyeHo (OyaeT nokasaHO TONbKO CETEBOE UMS
KoMMbloTepa)

e “IP only” — BkntodeHo (bygeT nokasaH Tonbko IP-agpec KomnbioTepa)
e “Net name & IP” — BkntoveHo (6yayT nokasaHbl n IP-agpec, n cetesoe
UMs1 KOMMbOTEPA)

The duration of the
session ID

OrpaHnyeHne BpeMeHu [AeWCcTBUs uaeHTUudumkatopa Ceccum B KIIMEHTCKOM
MoAyrne B pexume npoctos (B MUHyTax).

Session ID length

Yncno umdp B naeHTMdUKaToOpe CECCUN.

Maponb MO yMonYaHwuo, ANS AOCTyNa K BaXXHbIM HACTpOMKaM KIMMEHTCKOro
Moayns (B HaCTpOMKax KIMWMEHTCKOro MoAyns, Ha Bknagke “besonacHocTb”,
OOJDKEH ObITb CHAT doniar “3alunTuTb BaXKHble HACTPOWKM MaporieM”; a Takke
AoMKeH BbiTb yCcTaHOBMEH dnar “Pa3pelumnTb yaaneHHoe n3MeHeHne HacTpoek
nporpaMmmbl”)

Default client's
important settings
password

Default client's
password for
access without

confirmation

Maponb no ymonuyaHuio, Ang AOCTyna K KoMnbloTepy 6e3 noateBepxaeHvs (B
HaCTpOMKax KIIMEHTCKOro Moayns, Ha Bknagke “besonacHocTtb”’, AomkeH ObiTb
cHAT conar “lMaponb no ymonyaHuto gnga goctyna 6e3 noarBepxaeHus”, a
Takke OOIMKeH ObiTb ycTaHoBreH donar “Paspewntb yaaneHHoe M3MeHeHue
HacTpoeK nporpamMmmsbl”)

2FA Script path

MyTb K ckpynTy ANa o6paboTkM 3anpoca Ha OTNpPaBKy Koga NoaTBEPXOEHUS B
pamkax OBYyX(paKTOpHOW aBTopu3auun. 3anpoc BbINOSIHAETCA C nepegadven
NSATU NapameTpoB B KOMaHAHOM CTpoku Tuna “MySrcipt $1 $2 $3 $4 $57,
nepBble ABa U3 KOTOPLIX ABMAOTCA obs3aTensHbiMn (“$1” — kog aBTOpPM3aLMN,
“$2” — normH 2FA) 1 ewe Tpu yTouHsitowmmy (“$3” — norvH nons3osaTtens, “$4”
— nonHoe ums nonb3osatens, “$5” — oTobpaxkaemoe UMsi Nonb3oBaTens)

Portable client

name

Nms nporpammbl, koTopoe ByaeT oTobpaxaTbCsi nMpu 3anycke nopTaTUBHOMO
KIMMEHTCKOro Moaynsi B pexvrmMe MrHOBEHHOW yaaneHHoW noaaepkm




Windows portable

ABTOMaTU4YECKU redHepupyemad CCblfika Ha aBTOHOMHbIA KINEHTCKUI MoAyIb

client URL (Pro- | TrustViewerPro B pexunme MrHOBEHHOW yaaneHHon noggepxku, gns OC
version) Windows

Linux portable | ABTomatnyecku reHepupyemasi CCbifika Ha aBTOHOMHbIA KITMEHTCKUW MOAYrb
client URL (Pro- | TrustViewerPro B pexxume MrHOBEHHOM yaaneHHon nogaepxku, ana OC Linux
version)

Windows portable
client URL (simple
version)

ABTOMaTUYECKN TreHepupyemMasi CCblfika Ha MNOPTATUBHYK nNporpammy
TrustViewer B pexxume MrHOBEHHOM yaaneHHon nogaepxkn, ona OC Windows

Linux portable
client URL (simple
version)

ABTOMaTUYECKN TEeHepupyemMasi CCblfika Ha MNOPTATUBHYK nNporpammy
TrustViewer B pexxume MrHOBEHHOM yaaneHHon nogaepxkn, ana OC Linux




6. Pa6oTa c KiineHTCKUM MoaysieM «TrustViewerPro»

[Mocne ycTaHOBKM Ha KOMMbIOTEPE, KIMEHTCKM Moaynb «TrustViewerPro» moxeT ObiTb
NCMONb30BaH Kak Ans npefocTaBneHnsa yaaneHHoro 4ocTyna K CBOeEMY KOMMbIOTEPY (pexum
KNMeHTa), Tak W Ons nogknioveHus K ApYyrMM  yaaneHHbIM  KOMMbloTepam  (pexum
onepatopa/agmuHuctpaTopa). lMpn atom paboTa B pexumme onepatopa/agMUHUCTpaTopa
BO3MOXXHa TOMbKO MOCfie aBTopmn3auum Nonb3oBaTens Ha cepBepe “TrustServer’, a Takke npu
HanmMyMM y HEero COOTBETCTBYHWOLWMX MpaB W paspelleHnn. Bo3moxHbl ABa BapuaHTa
aBTOpU3aLnN.

e “‘BpemeHHas aBTOpM3auMs” — OCYLLECTBNSETCA C rnaBHON OpMbl nNporpamMmmbl (rge
TaKkke MOXeT OblTb OTMEHeHa) M AencTByeT Ha BpeMs paboTbl mporpaMmmbl OO ee
nepesanycka.

e “[locTosiHHaa aBTopu3aumsa” — OCYyLLEeCTBNAETCA aBTOMATMYeCKM rMpu 3anycke

nporpaMmmbl, C y4eTHbIMW LaHHbIMW yKa3aHHbIMM B NWU4YHbIX HacTpourkax (“MeH” —
“‘Hactponkn” — “IlnyHbIe’).

6.1. HacTpoilku K/IneHTCKOro moayJf «TrustViewerPro»

[na oTKpbITUS POPMbI HACTPOEK KIMEHTCKOro MOAYINS — HAXXMUTE KHOMKY “MeHt0” Ha rmaBHoOu
dopme nporpammbl (MMBO KNMKHUTE NPaBOW KHOMKOW MbILN HA MKOHKE NporpaMmmbl B Tpee), n
BblbepuTe NyHKT “HacTponkn”. 3amevaHue: Kpome nyHKTa MeHo “HacTponkn” — 3gechb Takke
AOCTynNHbl NYHKTbl “‘Language” (ana BpPeMEHHOW CMeEHbl Tekyllero s3blka uHTepdbenca) u
“O nporpamme” (ons otobpaxxeHust MHpopmaLmm o0 NporpaMmme U COCTOSIHUM FINLEH3UK).

6.1.1. Ctrpanuua HacTtpoek “I'y1aBHbIEe”

Ha aToli cTpaHuLe MOXHO
N3MEHUTb rMaBHble

UELLL HaCTPOUKKN nporpamMmmbl.
3BYK W Bugeo
MoAKTYEHIs AsToBbIGOp ~

- JonoNHUTENLHD
s TrustServer
JocTyn K 3TOMY KOMNb

BezonacHocTb

' Hactpoiikm *

A3k No YHONYaHHH

Pesum WHTepderica no-yMonyaHu
(ana GeicTporo nepeknkUYeHnA Wenoneayiite "Ctrl-Tab"™)

Knuent n Onepartop w

Menoaus Ans BX0AsLMY BbIZ0B0B

Mo ymonuaHum | 3arpy3unTe
BegeHue xypHana

OrpaHuJKTL: 3a nocneguue 6 mecAles ~ || OTKPbLITE
BeneHue apxwea coobLUeHuil

OrpaHuuKTL: 3a nocneguue 6 MecAles ~ || OTKpbLITE

Ok OTmeHa MpUHATE




MapameTp

OnucaHuve

A3bIK N0 yMON4YaHUo

Asblk MHTEPpdenca nporpaMmmb:
e “ABTOBbIGOP” — MpK 3anycke Nporpammbl, A3blk MHTepdenca oyget
BblOpaH aBTOMAaTUYEeCKW, B 3aBMCUMOCTU OT HACTPOEK CUCTEMbI
(ecnn onpegeneHHbIn B cUCTEME fA3bIK He nNoagepXuBaeTcs
nporpaMmmon, To N0 ymon4yaHuto dygeT BblbpaH aHIMUNCKUIN A3bIK)
e «Cnuncok A3bikoB» — BbIGOP M3 crucka AOCTYMHbIX B Mporpamme
s13bIKOB MHTEphenca.

Pexunm wuHTepdeinca
Mo YMON4YaHuio

Onpepenset pexum nHtepdgenca no yMonvaHuio:

o “KnuneHT n Onepatop” — Ha rnaBHon opMe nporpaMmmbl 4OCTYMNEH
UHTepdEeNC M KNMeHta M onepatopa (Mpu yCroBMM aBTOpM3aLMK
nonb3oBarerns)

o “Tonbko KnmeHT” — Ha rmaBHOM dopme nporpammbl AOCTYMEH
TONbLKO UHTEPdENC KITMEHTA

e “Tonbko OnepaTop” — Ha rnasHou dopmMe nporpammbl OOCTYMEH
TONbKO UMHTepdenc onepatopa (Mpy ycnoBun aBTOpU3aLINN
nonb3oBarens)

Menoaus ansi
BXOSILLINX BbI30OBOB

Onpegenset Mmenoanto 3BOHKa NS BXOOALLMX:
e “He ucnonb3oBaTb”’ — Menogus BOCNPON3BOANTLCA He OyaeT
e ‘Mo ymonuaHumw” — ©OygeT BOCMPOM3BOAUTBLCA Menoaus no
YMOMYaHuo
o ‘“[Nonb3oBatenbcknn’ — GygeT BOCMNpomM3BeAEeHa MONib3oBaTENbCKas
Mernoaus

Benenune XypHana

OrpaHunyeHue BegeHWs XypHarna nporpaMmmMbl N0 BPEMEHN:

e “Banpetutb” — XypHan He bygoeT BeCcTuCb

e “OrpaHnunTb: 3a nocrnegHun Mmecsu’ — XypHan Oyger orpaHunyeH
OOHVUM MecsiLeMm

e “OrpaHnunTb: 3a NnocnegHue 6 mecaues” — xXypHan 6yaeTt orpaHuyeH
nonyroguem

o “OrpaHn4ynTb: 3a NnocnegHun rog” — xxypHan 6ygeTt orpaHn4eH OQHUM
rogom

o “Be3 orpaHmyeHuin” — xxypHan He BygeT orpaHuyeH No BPEMEHN

Benenne
coobLeHnn

apxviea

OrpaHnyeHne BegeHUst apxmea COOOLLIEHNI MO BPEMEHMU:

e “Banpetuntb”’ — apxuB He ByadeT BECTUCH

e “OrpaHnuntb: 3a nocrnegHuin mecdal’ — apxuB OydeT orpaHuyeH
OLHUM MecsiLieM

e “OrpaHnuunTb: 3a nocnegHue 6 mecsues” — apxmB BygeT orpaHuyeH
nonyroguem

e “OrpaHnuntb: 3a nocrnegHun rog” — apxus 6yaeT orpaHnvyeH OgHUM
roaom

o “Bes orpaHnyeHnin” — apxuB He ByaeT OorpaHNYeH No BPEMEHMN




6.1.2. Ctrpanuna HacTpoek “J/IndHbie”

HacTpoikm

[naBeHble
JuyHble
3BYK W Bugeo

MCnons20BaTE NMYHYK YUETHYHD 3anMce TrustServer
ToruH

|***=ﬁ*=ﬁ** |

[ ]He nokaseiBaTs GaHHep NOCNE CRaHCA CEAZM

B cny4yae ecnn

TpebyeTcs aBTOpM3aUUS
nonb3oBaTesns - Ha 3Ton
CTpaHWLe YKa3blBalOTCS

H:D,E,KHPDLIEHHH |_ —| .
| ONOHITENLHO |mex \ NOrvH N Naponb y4eTHON
- TrustServer MpnaaTHsiii K1ty 3anucu “TrustServer”,
,ﬂ,CICT}"I'I K 3TOMY KOMNb 92}(92 .
Ee20NacHOCTh npun 3TOM riosne
l_ —I I'Iaponh 173 ”
Alex OTobpaxaemoe Nms”, a

Takke “Poto” —
3arpyxatorcs
aBTomMaTu4yeckun. Takxke,
ANl aBTOPU30OBaHHbIX
nonb3oBartenemn 3aecb
MOXXHO OTKNKOYNTb NOKa3
©aHHepa nocne
OKOHYaHUs ceaHca
CBA3N.

< >
Ok OTMeHa MpUHATE
MapameTp Onucanune
Mcnonb3oBaTb Onpeﬂ,enﬂeT, 6y,u,eT M uncnonb3oBaHa JIM4HaAA Yy4eTHad 3anucb
JINYHYIO yuyeTHyto | TrustServer, T.e. TpebyeTcs nn aBTopmM3auns Ha cepBepe.

3anuck TrustServer

JloruH JlorvH y4eTHOM 3anucn nsg asTopmsauumn Ha cepeepe
IMpuBaTHLIN KITHOY RSA-kntoY ans asTopmsaumm Ha cepBepe C UCMNoSib30BaHMEM cepTUdIMKaTa
Mapornb [Maponb y4eTHOW 3anucuy Ans aBTopu3auun Ha cepeepe

OTtobpaxaemoe nvsi Otobpaxaemoe wuMsA nonb3oBaTens npu MNOAKMIYEHUN K yAaneHHoMy

KOMMbOTEPY

doT0 doTO nonb3oBaTens

He rnokasbiBaTb
OaHHep nocne ceaHca
CBA3U

Onpepgenser, 6y,1:|,eT nn nokasaH 6aHHep nocne ceaHca CBA3N




6.1.3. CTpaHuua HacTpoek “3ByK M BUjeo”

HacTporku % | Ha atou cTpaHuue MOXHO
Bbl6paTb BebG-kamepy, a
[NaeHkle 3““ H B“nen .
TNMiyHble TaKkXe yCTpoucTBa
3BYK W Bugeo YCTpoiicTBO BOCNPOM3BEAEHHA 3BYKA
MoakntoUeHus Mo ymMonuaHu w HacTpoliku BOCI'IpOI/I3Beﬂ,eH|gﬂ v 3anncu
i [IONONHWTENBHO
é----'I'B—'I'LIS‘tSENEI' MKH. I MaKC. TPoOMKOCTE 3ByKa’ KOTOpre y'u'yT
,ﬂUC‘I’)’I‘I K 3TOMY KOMMNb . MC”O”b3OBaHb| B
BE30NacHoCTb YCTpOWCTEO 2anNUcK 2BYKa nporpamMme, B T.4. AN
Mo yMmonuyaHu w HacTpoiiku ’
BMOE0-3BOHKOB.
Mogaenedne WyMa n 3xa
Beb-kamepa
Mo yMONYaHWK v HacTpoiiku
PazpeleHne
Mo yMmonuaHue w
YCTPORCTEO HEAOCTYNHO
< >
Ok OTMeHa TMpHHATD
[MapameTp Onucanne
YCTpONCTBO OnpepensieT ncnonb3yemMoe B MporpamMme yCTPOWCTBO BOCMPOM3BEOEHUS
BOCNpOU3BeaeHUA 3ByKa:
3BYyKa e “[lo ymonuaHuio” — ByaeT MCNONb30BaHO YCTPOWCTBO, 3aJaHHOe B
cucTemMe ro ymoriyaHuio
e «Cnuncok ycTponcTB» — BbIGOp M3 ChIMCKa LOCTYMHbIX B CUCTEME
YCTPONCTB
"POMKOCTb Onpegenset 3HayeHwue no YMOMYaHUo YPOBHS rPOMKOCTM
BOCNPOU3BeEHNSA 3BYKa
Yctponctso  3anucu | OnpegensieT ucnonb3yemoe B nporpaMmme yCTPOMCTBO 3anuncu 3ByKa:
3BYyKa e “lNo ymonuaHu” — GygeT MCNoNb30BaHO YCTPOWCTBO, 3ajaHHOE B

cucTemMe no yMOonyYaHuo
e «Cnuncok ycTponcTB» — BblIGOp M3 ChNMCKa LOCTYMHbIX B CUCTEME
YCTPOUCTB

MogasneHune wyma u
axa

Onpepnenser, TpebyeTca Ny noAasneHve LWyMa v axa npuv 3anvcu 3Byka

Beb-kamepa OnpepgenseT ncnonb3yemyto B nporpamme Beb-kamepy:
e “lMo ymonuaHuw” — 6ygeT ncnonb3oBaHa Beb-kamepa, 3agaHHas B
cMcTemMe No YMOSYaHuio
e «Cnuncok ycTporcTB» — BbIOOP M3 CrMcKa OOCTYMHbIX B cucteme Beb-
Kamep
PaspelueHune OnpepensieT pa3pelleHme BUOeO-NoToka Ans Beb-kamepbl

e “[Nlo ymonuaHum” — GydeT MCNONb30OBaHO paspeLleHne, 3agaHHoe
and Be6-KaMepr no yMoJ14aHuto

e «Cnuncok paspelueHuii» — BblOOp M3 Cnucka OOCTYNHbIX Ana Beb-
KaMepbl paspeLleHuni




6.1.4. Crpanuy,

a HacTtpoek “lloakarwyeHuss”

Hactpowrkw

NuyHele
3BYK W Bugeo
MNogknioyeHns
g----,ﬂDI'IDHHWI'EﬂhHU
L. TrustServer
JocTyn K 3ToMy KOMNb
BezonacHocTb

% | Ha atou cTpaHuue MOXHO

N3MEHUTb HAaCTPOWKN

BXOAALLMX NOOKITHOYEHUI

MyBnuuHBIR aapec AnA BXoAALLMX MHTEPHET-NOAKNHYEHUIA

() He MCNONL30BaTE (TONLKO PEXMM KNHEHTE) (Tpe6leTCFI npaea
(@) AsTomMaTHUECKN aadMUHUCTpaTopa
WAN-TP:  |Oumbia:Komnsiorepy e naswases WAN-sapec KOMnNbloTepa).
NAT/UPRP:
TrustProxy: | == =
Teredo: Owwbica:"Cepenc TPvETeredo HenorTynen” VCTEHOBHTE

(O Bpyunyo
Monyuats IP-aapec oT cepeepa:

MMA ®%oCTa: Crunbica:"Capesp TrustServer vegooTyneH
BHew Wil nopT: 443

ToKaNbHbLIA nopT No-YyMONYaHWH AnA BCEX BXOAALLMX I'IU,EI,K.I'II‘D'-IEHHF"]
443

Ok OTMeHa TMpHHATD

npu 3TOM MOXEeT 3

BHumaHue! ABTOMaTuYeckoe onpeneneHne BCEX BO3MOXHbIX TWUMOB BXOAALWMX MNOLKMAHOYEHUN
Nno3BonseT ynyywntb 3pEdOEKTUBHOCTL ONTMMM3ALMN MapLUPyTU3aLMM BO BPEMSsl MOOKITHOYEHUS K
yAaneHHoOMy KOMMbIOTEPY, OAHAKO, B HEKOTOPbLIX CIlydasiX npouecc OnTMMM3aumnm MapLupyTusauumn

aHaTb 6onee NPoAoMKUTENBHOE BPEMS.

MNapameTp

OnucaHve

He ncnonb3oBaTb

(TONMBKO PEeXMM KImeHTa)
ABTOMaTUYECKU ABTOMaTU4eCKas HaACTpOrKa BXOASALLMX MHTEPHET-NOAKMOYEHNIA
e “‘WAN-IP” — onpegensert, 6yaet nu wucnonb3oBaH “WAN-IP”-
agpec komnbtoTepa
e “NAT/UPNP” — onpegenset, GygeT nvM MCNonb30BaH MPOTOKOS
“NAT/UPNnP” anga nony4eHnsa nybrmMyHoOro agpeca komnblotepa
e “TrustProxy” — onpepenset, 6ygetr nu wucnonb3oBaHo Al
cepBepa “TrustServer” (B pexume NPOKCKM) ANA MNOnyYeHus
ny6nu4Horo agpeca KomnbtoTepa
e “Teredo” — onpegensert, 6yget nun ncnonb3oBaH cepsuc “Teredo’™
Ansa nonyyvyeHnsa nybnnyHoro agpeca KoMnbroTepa
Bpy4Hyto PyyHass HacTpomnka nybnuyHOro agpeca KoMnbloTepa AONnA BXOOALLMX

WHTEPHET-NOAKMIOYEHNI

nybénunyHoro cepeepa “TrustServer”

WHTEePHET-NOAKNIYEHU

ymon4yaHuo  ansa

BXOOALLMX MOAKITHOYEHUN

NokanbHbIM  MOpT  no- | MopT KoMMblOTEPa MO YMOMYaHWIO, AN BCEX JOKanbHbIX U UHTEPHET-

BCEeX | MOAKIIOYEeHUN

OnpepenseT, 6yayT Nu pa3peLueHbl BXoASLNE UHTEPHET-NOAKMOYEHUS

e “[onyyatb IP-agpec oT cepBepa” — onpedensieT, HY>XHO nu
yKasbiBaTb MMsl XOCTa M HOMEpP MnopTa BPYYHYIO, UNKN Xe umsA
XocTa MoxeT ObiTb onpegeneHo aBTOMATUYECKM C MOMOLLbIO

e “‘BHewHun nopt’ — HOMep BHelHero nopta Ans BXOOALMX




6.1.5. Ctpanuna HacTpoek “/lono/JTHUTEe/IbHO”

HacTpoiky X
naeHtie Moaxknrouenna ([lononHUTENEHO)
NuyHble
3myK 1 Bigeo Mpokew (WinSocks)

MoarAKYeHNA PesuM NpoKeH
- FlOnONHATENLHO He MCNonL30BaThL w
- TrustServer

OCTYN K 3TOMY KOMML
Hocry ¥ Cepeep Mopt |0
EBezonacHocTb

ABTOPH3ELMA

xxxxxxxx

NoruH MNapone

Mcnone20BaTe ANA p20-NOAKTKYEHMA

MEnone2oEaTe ANA NOKANEHLX 3pecos

PexuM NogKNKIYEeHNA
ABTOMETHYECKK bY

Ok OTMEHE MPHHATE

Ha aTon ctpaHuue
MO>XHO N3MEHUTb
AOMONHUTENbHbIE
HaCTPOWKM
NOAKNIOYEHUN
(TpebytoTca npaea
agMUHUCTpaTopa
KOMMbloTEpPA).

MapameTp

OnwucaHue

Mpokeu (WinSocks)

HacTtponkn npokcu-cepsepa (tonbko ana WinSocks, ana Winlnet
HaCTPOWVIKN NPOKCU-CepBEpa ONpeaensaoTCs CUCTEMON):

e “Pexum npokcn” — onpegensieT pexum  paboTbl  NMPOKCU
(“HTTP/HTTPS”, “SOCKS 4/5”) nubo oTMeHsieT ucnosib3oBaHue
npokcu (“He ucnonb3soBaTtb”)

e “Cepsep / NMopT” - Uma xocTa 1 HOMep NopTa NpoKCU-cepBepa

e “ABTOpusaums” — onpegensert, TpebyeTcs nun aBTOpU3auus Ha
npoKcu-cepeepe
e “lornH / [MMaponb” - JlorMH M naponb y4yeTHOM 3anucu Ansg

aBTOpM3aLUKN Ha NPOKCU-cepBepe
e “Ucnonb3oBaTtb ONs P2p-NOAKMOYEHUA” — onpeaensdeT, HYXXHO nu
NCNonb3oBaTb NPOKCU-CEepBEpP ANsS P2P-NOLKNHOYEHNI
e “lcnonb3oBaTb ANA NoKanbHbIX aapecoB” — onpenenseT, HYXXKHO Nu
MCnonb30BaThb NPOKCU-CEPBEP ANA NOKarnbHbIX aApeCcoB

Pexum nogknoyeHnd

Pexum nogkntoveHms:

e “ABTOMaTMYECKM” — ONTMMAnbHbIA pPEXUM noaknyeHna Oynet
BblGnpaTbCa aBTOMaTUYECKM
e “TrustSocks” — ©es3onacHoe MOAKMOYEHNE C WUCMNOJIb30BAHMEM

npotokona TrustSocks

o “Https (WinSSPI)” — 6e3onacHoe NOAKNIYEHNE C UCNOSb30BaHNEM
npoTokona Https (WinSSPI)

e “Https (Winlnet)” — 6e3onacHoe noakmnyYeHne C UCMOSb30BaHMEM

npoTokona Https (Winlnet)




6.1.6. Ctrpanuna Hactpoek “TrustServer”

. Hactpoiiku x | Haaton ctpaHuue MOXHO
N3MEHUTb HAaCTPOWKN

CnaeHele MNoaknwouyenun (TrustServer)
TuHEle NOoAKIMK4YeHNA K cepBepy
iﬂyr{ n Bugeo F\EITUI'\-'IEITHI-IECKDE obHapyxeHue cepeepa (Tonbko gns LAN) (Tpe6y|‘0TCﬂ rlpaBa
loaKknKoHeHMs Conse Mooy | 8443

-~ LlononxuTensHo epeep P aAMUHMCTpaTOpa

- TrustServer

[] ABTOpH3ALMA (perHCTpaUWA KeMNLIOTEPa Ha cepeepe) KOMI'IbPOTepa).

L0CTyn K 3TOMY KOMMNb

Buumanue! B cnyuae apTOPH2ALMH, 3TOT KOMNbHOTED
Oynen gocryned ong npocMoTpa aAMHHHCTPaTopaMu
TrustServer, B T.u. byaer BOZMOMEH
HEKOHTPONHPYEMblil 4OCTYN K 3TOMY KOMNbIOTepy
(npu yCnoBHH HANHUKA Y afiMHHHCTPaTOpPOB
HeobxoaMbIX npae).

< >
ok OTmeHa TPHHATE
[MapameTp Onucanne
ABTOMaTU4ECKOE Onpepensiet, 6yoet nn cepeep obHapyXMBaTbCA aBTOMAaTUYECKN (TOSbLKO
obHapyxeHune ANs nokanbHou ceTn), Nnbo agpec cepBepa HeO6XoaUMO 3afaTb BPYUHYHO:
cepsepa o “Cepsep /NMopT” - Mma xocTa 1 HOMEpP NopTa cepaepa
ABTOpPM3aUna Onpepensert, TpebyeTca nu aBTopM3auus KOMNbOTEpPa Ha cepepe (pexmm
NOMHOM PYHKLUNOHANBbHOCTU KIMEHTCKOrO MOAYrs)
e “JlorvH / Maponb” - JlorH n naponke rpynnoBon y4eTHOW 3anucu ans
aBTOpPM3aLMM KOMMbIOTEPA Ha cepBepe




6.1.7. CtpaHuna HacTpoek “locTyn K 3TOMy KOMNbIOTEPY”

Hactpowrkw

NuyHele

JocTyn K 3TOMY KOMMb
BezonacHocTb

[+] AocTyn no RDP (TpebyeTcA HACTPOIiKa YUETHLIX 3ANUCE KOMNLITEPa

[ ]zauwrwre naponem

x | Ha aton ctpaHuue MOXHO

N3MEHUTb HAaCTPOWKN
T naeHble AdocTyn K 3TOMY KOMNbHOTEPY
NMOCTOAHHOrO AoCTyna K

3BYK W Bugeo O3EII'I[JETHTI:| OOCTYN K 3TOMY KOMNbHITERY KOMI'IbI‘OTepy 633

HEU"'J'KMDL'EH“H @ PazpelnTe AOCTYN K 3TOMY KOMNLHITERY
. [lononHuTeNbHO npurnawexus (TpebyroTcs
i TrustServer ,ﬂ,ocnrn no sanpocy (TpebyeTcA NoATEEPHAEHWE NONL3I0BETENA)

npaBa agMUHUCTpaTopa
KOMMbIOTEPA, a TaKkKe

[v] HekoHTponupyeMelii gocTyn (Ge3 HACTPOEK W NOATBEMHKAEHMI) aBTOPU3aLMSA KOMMbIOTEPa

|a:=c:=r===c:x=c:=r |

Ha cepBepe TrustServer).

Ok OTMeHa TMpHHATE

MapameTp

OnwucaHue

3anpetntb goctyn K
3TOMY KOMMbIOTEPY

3anpeLyaeT NoCTOsIHHbIA AOCTYN K KOMMNbloTepy 6e3 npurnawieHms

Paspewntb poctyn K
3TOMY KOMMbIOTEPY

PaspemaeT NOCTOSAHHbIN AOCTYN K KOMNbOTEPY 6es npurnaweHna:

“Ooctyn no 3anpocy (TpebyeTcsa noaTBepxaeHne nonb3oBartens)” —
paspellaeT NOCTOSAHHbIA AOCTYN K KOMMbOTEPY C HEOOXOAMMOCTBIO
noATBEPXKAEHUA 3anpoca Ha A0CTyn

‘Ooctyn no RDP (TpebyeTcss HacTporka Yy4veTHbIX 3anucen
KoMmnbloTepa)” — paspellaet MNOCTOAHHbIA MpPMBATHbLIM OOCTYN K
KOMNbIOTEPY C ncnons3osaHmeM RDP-ceccui

“HekoHTponupyembin goctyn (6e3 HacTpoek n noaTBepXaeHun)” —
paspeLlaeT NOCTOSAHHbLIA HEKOHTPONMPYEMbIA AOCTYN K KOMMbIOTEPY
©e3 orpaHnyeHuni

“Bawmtnte naponem”’ — onpegensieT, Hy)XHO S MCMoNb30BaTb
AOMNOMHUTESNbHBIN NapOofb B Clly4ae HEKOHTPONMPYEMOro AocTyna K
3TOMY KOMMbIOTEPY

“Maponb” — 4ONONHUTENBHbIV Naposib B Clly4ae HEKOHTPONMPYEMOro
A0CTyna K 3TOMy KOMMbOTEPY




6.1.8. Ctrpanuna HacTpoek “be3onacHocTp”

Ha aTton ctpaHuue MOXHO
N3MEHUTb HAaCTPOWKN

rrasie CBA3AHHbIE C

NMuyHelE

HacTpobiku hd

3BYK W Bugeo I:‘.?»EILLI,WI'WI'I: Ba#HbIE HECTFIUIHKH naponem 6e30|‘|aCHOCTb|-O
Hfﬁ:;f:ﬁnm ”””””””” NCnonb30BaHus
ii;';;“;f::::; onne []Tiap0ns 10 yonsaruno ans gocryna Ges noaTaepcaerus nporpammbl (Tpebytotca
Besonacwocte | mEmweeer npaea agMMHUcTparTopa
KOMMbloTEpPA).

[] PazpewmTs yoaneHHoe W3MeHeHHe HACTPOEK NPOTPaMMEI

Buumanne! B cnyuae pazpewmedns yaaneHHoro KEMeHeHna
HACTpoeK NporpaMMbl, BaM(HbIE HACTPOHKH MOTYT ObITb
ABTOMaTHUECKH NoAyueHbl C cepeepa TrustServer, a Takxe
HZMeHEeHbl yAaneHHo agMuHucTpaTopamu TrustServer (npu
YC/I0BHH HANHYKA Y aMHHKHCTPaTopoB HeobxoaMbix npaB)

< >
Ok OTMeHa TMpHHATD
[MapameTp Onucanne
3awuTutb BaxHble | 3ag4aeT naponb ANg  OOocTyna K BaXHbIM  HacTpoMkam Nporpammbl
HacTpouky naporem (“MopgkntodeHuns”, “0ocTyn K aToMy KoMnbloTepy” n “besonacHocTb”)

Maponb no ymonyawuio | 3agaeT napofle MO YMOMYaHWIO Ans  JocTyna K KomnbioTepy 6es
Ans  poctyna  Ges | noatBepAeHWsl, MNpW  MNPEAOCTaBMEHWM [OCTyna C  WCMOMb30BaHUEM
LY A BPEMEHHOIO MaeHTUdUKaTopa

Paspewute ynaneHHoe | PaspelwaeT yganeHHOe W3MEHeHVWe BCEeX BaXHbIX HacTpoeKk nporpammbl
M3MEHEHue  HacCTpoeK | gaMuHUCTpaTopamu TrustServer (npwu yCIoBuu Hanuynsa y
nporpamMmbi agMMHUCTPATOPOB HEOOXOAUMbIX NpPaB)

6.2. Pa6oTa ¢ kiueHTCKUM MoayJjeM «TrustViewerPro» B pexume
K/IMeHTa

JMobon nonb3oBaTtenb, AaXe HEaBTOPWU30BaHHbLIN, MOXET MHULMMPOBATb MNOLKIHOYEHUE K
CBOEMY KOMMbIOTEPY: CO34aTb MpurnaweHne Ha [OCTyn, WCMNOoNb3yst BPEMEHHbIV
naeHtTudukartop, nMbo nogath 3asiBKy B Criy0y xenngeck. [na npegocTtaBneHnss goctyna K
CBOEMY KOMMbIOTEPY NOSb30BaTENb AOMKEH OTKPbITh IMaBHy0 dOpMy nporpamMmsbl (3anycTus
COOTBETCTBYHOLLYIO MKOHKY Ha paboyem ctone, nmbo KNMKHYB NIEBON KHOMKOW MbILUWN MO MKOHKE
nporpamMmmbl B Tpee), nNpy 3Tom OyaeTr oTtobpakeH BpPEMEHHbIM MOEHTUdMKATOP Cceccuwn,
KOTOPbIN HYXXHO COOBLLNTL OnepaTopy, a TakkKe CCbifika ANna OTKPbITUA (hopMbl Noaayum 3asiBKu
B cnyx0y. Bo Bpemsa oxuaaHusi NOAKMIOYEHMS K CBOEMY KOMMbIOTEPY — NONb30BaTESlb MOXET
CBEPHYTb OKHO MpOrpamMmbl, NpuU 3TOM Tekyllas ceccusi npepBaHa He Oyaet. OgHako, ecnu
nosib3oBaTesib HaXMeT KHOMKy “OTMeHa” — Tekylasa ceccus bygeT 3aBeplLueHa.



m TrustViewerPro 2.1.0 b5

i |

CoobLuuTe BalleMy NapTHepy KOA aBTOpH3aLmMm
1 0KWAAITE NOAKNOYEHNS.

£ (92-49-29 | 2

3anBKa B Xennaeck

OTMeHa

K 3TOMY KOMNbHOTEPY pa3pelleH
JIMUeH3uA: aKTMBHa HEKOHTpOAMpYeMblit gocTyn

@ < 992,008 (0.00Kb/s) 4 57,466 (0.0 Kb/s)

BHumaHne! 3pgecb nonb3oBaTteslb TaKKe MOXET paspelunMTb BPEMEHHLIM AOCTYNM K CBOEMY
KomnbloTepy 6e3 noaoTBepXaeHus, Ana 3Toro HeobxoauMO HaXaTb Ha WKOHKY C u3obpaxeHuem
Kntoya (criesa oT nonsa naeHTudmukartopa), 3agatb NPOM3BOSbHBIV NAposb, U COOBLLMTL ero BMecTe C
noeHTndmkaTtopoMm onepatopy. Takke, naponb And goctyna 6e3 noaTBepXxaeHus MOXeT ObiTb
3afaH No YMOMYaHUI0 B HACTpOMKax NporpaMmmbl Ha BKragke “besonacHocTb’.

6.2.1. [IpeaocTaBjieHHE A0CTYyNA, MCIO0JIb3ysl BpEMEHHBIN UAeHTUPUKATOP
Mocne TOro, kak onepatop MOMy4Mn OT MoNb3oBaTens MAEHTUMKATOP Ceccuu, U C ero
MOMOLLBIO  MHULMMPOBAN MOAKMIOYEHNE K ydaneHHOMY KOMMbIOTEPY — Ha CTOPOHe
nonb3oBaTensi OTKpoeTcs opma MNOATBEPXKAEHWUS, T[AE MOXHO BblbpaTb pexum
npegocTaBneHus Joctyna.

m TrustViewerPro 2.1.0 E@g

Onepatop Alex B.

3anpaluMBaeT paspelleHmne Ha 5
ZOCTYN K BaWweMy KOMNLKTEpPY
() PaspewmThb TONLK NPOCMOTP PaBoyero CTONa >

() CoBMECTHOE YNPABMEHME 3TUM KOMIMBIOTEPOM

(@ HeorpaHMueHHbII 0OCTYN K 3TOMY KOMNbIOTEDY
[ ] HacTpouTk HekoHTpOAMPYEMbIi gocTyn

K 3ToMy KOMNBHOTEPY paspelleH
JIMUEH3MA: BKTHBHA HEKOHTPOIMPYEMBIR [OCTYN

& < 1,226,911 (0.00 Kb/s) 4 110,204 (0.00 Kb/s)




Huxe nepeyvuncrieHbl BOSMOXXHbl€ pEXUMbI NpeaocTtaBlieHNA O0CTYyNna K KOMNbTEPY.

Pexum goctyna Onucanve

Tonbko npocmoTp | OnepaTtop CcMOXeT TONbkO HabnogaTtb 3a OencTBusiMM Morib3oBaTens
paboyero crona. yAaneHHoro KoOMnbTepa, cam ynpaBnsaTb KOMNbIOTEPOM OH HE CMOXET.
CoBmecTHOE Kak onepatop, Tak M nonb3oBaTenb — MOryT OOHOBPEMEHHO YNpaBnATb
ynpaBneHue. KOMMNbIOTEPOM, OAHaKO Ans  BbIMNOSHEHUSI  onepaTopoM  onepauui

CBsI3aHHbIX C dhannamm n bydepom obmeHa TpebyeTca NOATBEPXKAEHNE CO
CTOPOHbI NOSib3oBaTENS.

HeorpaHn4yeHHbIN OnepaTtop nonyyaeT MOMHbIN OOCTYN K KOMMbIOTEPY, BKMOYas OOCTyn K
poctyn. dannoson cucteme un  bydepy obmeHa 6Ge3  HeobxogumocTu
NoATBEPXKAEHNSA CO CTOPOHbI NOMb30BaTENS.

BHumaHune! 3gecb ncnomnbdyeTcsi BPEMEHHbBIN MOEHTUAUKATOP, YHUKAIbHbIA OAs1 KaXOoro HOBOroO
ceaHca cBsA3W. B cnyyae OKOHYaHWsE BpeEMEHW AEWUCTBUSA WAEHTMdUKaTopa Heobxoanmo
WHULMMPOBaTb HOBbLIN CeaHC CBsI3W, U, COOTBETCTBEHHO, COOOLLMTL ONepaTopy HOBbIA BPEMEHHbIN
naeHTudumkaTop.

BHumaHue! Ncnonb3ys naHenb ynpaBneHust cepBepoM TrustServer, MOXHO OrpaHn4nTb YPOBEHb
JocTyna K yganeHHbIM KOMMblOTEpaM [OMs KaXOoro oTAernbHoro onepatopa. B atom cnydvae, B
3aBUCMMOCTM OT YPOBHS SOCTyna onepartopa, 34eCb HEKOTOPbIE PEXUMbI NPeaoCTaBNeHnsa gocTtyna
K KomnbloTepy OyayT 3abnokumpoBaHbl. Kpome TOro, Ha cepBepe Takke MOXHO 3agaTb pexum
npeaocTaBneHnsa OCTyna Mo YMOMYaHuio, Kak Ang BceX HeaBTOPM30BaHHbIX MOSib3oBaTeNen, Tak n
Ons OTAEeNbHbIX FPYynn aBTOPU30OBaHHbLIX NOSb30oBaTemNen (3agaeTcs B CBOMCTBAX rpynrnoBOn y4EeTHOWM
3anucm).

Kpome TOro, B cnydae BblIGpaHHOro nosib3oBaTenieM pexvma HeorpaHWM4yeHHOro AocTtyna K
CBOEMY KOMMNbIOTEPY, 30eCb MOXHO HAacTpoUTb npefoCTaBfeHue TeKyllemMy onepaTtopy
BPEMEHHOIO HEKOHTPONUPYEMOro AO0CTyrna K KOMNbloTepy. B aToOM crnyvae, nocne 3aBepLueHns
TEeKyLlero ceaHca CBSi3W — OMnepaTtop CMOXET BPEMEHHO MOAKNIYaTbCs K KomnbioTepy 6es
HeobXoOMMOCTM MOATBEPXKOEHUS CO CTOPOHbI MOfb3oBaTesis, B TOM 4uUcre, ynpasnsTb
KOMMbIOTEPOM MOcne nepesarpyskn. [Ona HaCTPOMKM HEKOHTpONMpyemoro pfoctyna —
nonb3oBaTtesb A0MMKEH NOCTaBUTb ranioyvky “HacTponTb HEKOHTPONMPYEMbIN AOCTYN” U HaXXaTb
KHOMKy “lMpuHATL”, Nocne 4yero otobpasnTcsa COOTBETCTBYOLWAA hopmMa HAaCTPOMKM.

30ecb HYXHO VykasaTb nepuopn, Ha
m TrustViewerPro 2.1.0 e B0 [P P y y pron

KOTOpbI OyaeT npegocTaBneH OocTyn,
a Takxke, Npy HeobxoaAMMocCTN — 3aaaThb

naprHepy HEKDHTp-DJ'IHpVEMbIﬁ OOoCTyn K 3TOMYy naponb Ha ﬂ'OCTyn K KOMI'Ib}OTepy. ECHM
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NOAKNIOYEHNN”, TO NOCNe OKOH4YaHuA

CpOKa OeNCTBUS — HEKOHTPONMPYEMbIN
AOCTyn  Ons  Tekywero onepatopa

BHumaHue! Bbl cobupaeTech npeoCTaBUTh BalllEMy

YKamuTe nepuof, Ha KoTopelil ByneT pa3peleH goctyn
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[ ABToMaTMUECKH NPOANEBATL NEPUO NP NOAKTHIYEHIH 6y,£|,eT aBTOMaTUYECKMN 3a6J'|OK|/|pOBaH.
L’Icnonmoaarh napois AnA gocryna |9695 | KpOMe TOFO, nonb3oBaTesylb MOXET B
—| nobo MOMEHT OTMEHUTb OocCcTyn
Erm—— BPYYHYIO, A4S 3TOro HYyXXHO 0TOo6pasnTb
naHellb KOHTaKTOB (Ha)KaTb Ha KHOIKY B
K 3TOMY KOMNBHITEPY pazpeLleH . .
FIHUEHZHA: BKTHEHE HEKOHTPOIMPYeMbIi 4oCTyN npaBou 4acTtun rmaBHoOu dopMbl
@ < 1,227,451 (0.00 Kbjs) 4 110,444 (0.00 Kbys) nporpamMmsbl), packpblTb rpynny “doctyn

K 3TOMY KOMMbIOTEPY”, HAWTU 1 BblAeNUTb Tpebyemoro onepartopa (4ns O4HOro KOMMbloTepa



OOHOBPEMEHHO MOXEeT ObITb MPEAOCTaBIEHO HECKOSIbKO HEKOHTPONMPYEMbIX OOCTYMOB Ans
pasHbIX OnepaTopoB), Bbi3BaTb MO MNPABOM KHOMKE MbIlLUM KOHTEKCTHOE MEHI0, U HaxaTb
“3abnokuposaTh” Nnbo “Ypoanute”.
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Yaanutb

Ka DTOUKa KOHTaKTa
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OTMeHa

K 3TOMY KOMNBHITEpY paspelleH .
JIMUEHZKA: aKTUMEHE HEKOHTPONMPYEMBIH JOCTYN ol =, -

G < 1,266,155 (0.00Kb/s) 4 3,945,856 (0.00 Kb/s)

BHumaHue! [locne OKOH4YaHMA ceaHca CBA3W, CTapbil MAEHTUdUKATOP Ceccum NpoaosKaeT
OencTBoBaTb, MO3TOMY 30€eCb BO3MOXHO YMNpPOWEHHOE MOBTOpPHOE Moakmno4yeHne 6es
HeobxoaumMocTM coobLleHMs onepaTopy HOBOro wuaeHTudukatopa. [Ana 3aBeplleHus TekyLuewn
CECCUM N Ha3HaYeHUs1 HOBOrO naeHTUguKaTopa, 3gecb Heob6xoaMMOo HaxaTb Ha kHonky “OTmeHa”.

6.2.2. [IpesocTaBiieHHe AOCTYIA C IOMOLIBLIO 3asIBKHU B CJIYKOY XeJInAecK

BHumaHue! [Ina BO3MOXHOCTU MoAayM nonb3oBaTenem 3asdBkU B CNYyxOy xenngeck — Ha cepBepe
TrustServer AomkHbl ObITb BbINOMIHEHbI COOTBETCTBYIOLLME HACTPOVKM (nogpobHee CM. B MyHKTE
“Hactporka uHTerpaumm co cnyxbamu xenngeck/cepsucgeck”, B pasgene “AgMUHUCTPUPOBaHueE
cepBepa «TrustServer»” HacTosILLEro pykoBoACTBA).

BHumaHve! B cnyyae nogaum 3asiBkM B CryxOy Xenngeck — ornepatopbl (MpU Hamvuum y HUX
COOTBETCTBYHOLLMX MPaB) MOryT 3anpocuTb OOCTYN K yAaneHHOMY KOMMbTEPY B TEYEHME BCEro
BPEMEHM CyLLECTBOBAHMUSI aKTVBHOW 3asIBKU.

[na nogaym 3asiBkM B cnyxby xenngeck nonb3oBaTento HeobXoAUMO KIMKHYTb MO CCbIfke
“3asaBka B xenngeck”, pacrnosfioXKeHHOW nog nosieM BPEMEHHOro naeHtTugukaTopa Ha rnaBHom
dopme nporpammbl. [1py 3TOM B 3aBUCUMMOCTM OT HacTpoek cepBepa TrustServer — oTKkpoeTcs
nnbo BCTPOEHHas ynpouleHHass hopma 3asaBku, NMMOO OKHO C POPMOWN HACTPOEHHOW CRyXObl
xXenngeck, nnbo ctpaHuua B HGpay3epe Mo yMOMYaHUK C COOTBETCTBYHOLLEN dopMon. Huxke
pacCcMOTPEH BapnaHT UCMOMb30BaHWUS BCTPOEHHOW YrpOLLEHHOW (hOpMbl 3asiBKU.



m TrustViewarPro 2.1.0 — |[=] e4nl| 3oecb HeobxoaMMo ykasaTb npuopuTeT
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—| 3anonHuTb None “Tema” (BBECTN HOBOE
| v] kS 3HayeHMe unn BbibpaTb M3 chucka
|0””caH“e COXPaHEHHbIX),  3anofHWTbL  Mone
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COXpaHEeHHbIX, TO J3TO nNoOoJjie TaKkKe

Tema

KOHTaKTHasA MHGopMauna 3anoJIHATCA aBTOMaTVI‘-IeCKVI), a TakKxe

~ | none “KoHTakTHas uHdopmauusa” (3To

OTNpaBmnTL OTMeHa none 6y,D,eT aBTOMaTU4eCKu 3arnoJiHeHO

 sromy onneorepy pespenen | SHAYEHMEM 13 npeablaywen 3asaBkn).

TNUUEeHIWA: aKTHEHE HEKDHTpCHle'}"EHbIl‘i AocTyn nocne aanonHeHMﬂ Bcex nonef/"
w 150491 (0.00Kb/s) 7,147 (000 Kb/s) (POpMbI, HEOBXOAMMO HaxaTb KHOMKY

“‘OTnpaBuTb” N OXMaaTb YCTAHOBIIEHWE MOLKMOYEHUS ONepaTopoM (nepeq MNOOKIHYEHUEM,
TaKke Kak M B Cryvyae npefocTaBneHuMs AoCcTyna no uaeHTudmkatopy — Oyaet oTKpbiTa
dopma noaTBEPXKAEHUS, FAE MOXHO BblIOpaTh pexum npefocTaBneHns ocTyna).

BHumaHue! lMockonbKky nogaHHas 3asBka npefocTaBnsieT BO3MOXHOCTb AOCTyna K KOMMbHTEPY
nonb3oBartens 6e3 orpaHNyYeHnsa No BpeMeHWU (OCTyn OaeTcs Ha BpeMsi AeWCTBUSA 3asBKW, T.e. 40
Tex nop, noka oHa He byaeTt obpaboTaHa NMG0O OTMeHeHa), TO B Liensx 6e30nacHOCTM — ANiA KaXaoro
nonb3oBaTensi OAHOBPEMEHHO MOXET ObiTb OTKpbITa TONMbKO OAHA aKTUBHasA 3asBka. [NpoBepuTb
aKT Hanuuns akTUBHOW OTKPbITOM 3asBKW, a TakkKe OTMEHUTb TEKYLLYK 3asdBKy — Mofb3oBaTerb
MOXET B Ntoboe Bpems Ha rmaBHOM hopme nporpammbi.

6.2.3. IIpeagocraBiieHHe JOCTYyIA C MIOMOILbIO CIIMCKA KOHTAKTOB

Bo Bpemsa akTMBHOrO ceaHCca CBSA3W, YCTAHOBMEHHOrO C MOMOLLBD BPEMEHHOIO
noeHTuukaTtopa mnu 3anpoca B crnyx0y xenngeck, - norb3oBaTteflb M onepaTtop MoryT
OOMEHSATbLCA KOHTaKTHbIMW AaHHbIMW  (CO34aTb KapTOYKM KOHTakToB). B aToM cnyuae,
nonb3oBaTenb MOXeT B Noboe BpemMs OTNpaBuUTb MpUrfalieHne Ha AOCTyn K CBOemy
KOMMbIOTEPY MCNONb3ys KAapTOYKy KOHTaKTa ornepartopa, 4515 3TOro Hy>XHO 0TO6pa3nTb NaHesnb
KOHTAKTOB (HaXaTb Ha KHOMKYy B MpaBOW 4acTu rnaBHOM OPMbl MporpamMmbl), HauTU u
Bblaenntb Tpebyemoro onepatopa, OOXAATbCA MNOSMYYEHUS MNOMNOXUTENbHOIO OTKMMKa OT
yAaneHHoro komnbtoTepa (B NaHenu [JocTyna [OOSKHbl aKTMBMPOBATbCHA KHOMKM  Onis
COOTBETCTBYHLUUX 3aNpoCoB), HaXaTb Ha KHomMky “[emoHcTpaumsa paboyero ctona” (MKOHKa
npeseHtaumm), W oOXuaaTb YCTAHOBMEHME TMOLKIOYEHNA onepaTopoM. 30ecb  Xe
nonb3oBaTesNlb MOXeT 3abroknpoBaTb MM yoanuTb KOHTAKT onepatopa, A4S 3TOr0 HY>XHO
Bblaenntb Tpebyemoro onepartopa, Bbi3BaTb MO MPaBON KHOMKE MbILUN KOHTEKCTHOE MEHIO, U
HaxaTb “3abnokmposatb”’ nnudo “Yaganuto”

BHumaHue! B pexume poctyna “[emoHcTpaums pabouvero crtona”, onepatopy OyaeT paspelueH
TONbKO NpocMoTp pabodvero crona, 6e3 BO3MOXHOCTU YynpaBreHus yOaneHHbIM KOMMbOTEPOM,
O[lHaKo, BO BPEMSsI CeaHca CBSA3M onepaTop MOXET 3anpoCuUTb NOBbILLEHNE YPOBHSA AOCTyNa.
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«TrustViewerPro» B pexxume

ABTOPM30BaHHbLIM  MOMb30OBaTENb C
npasamu oneparopa MOXeT
noakniyaTbCca K yaaneHHbIM
KoMmnbtoTepam, ncnonb3ys
COOBLLEHHBIN emy BPEMEHHbIN
naeHtndumkaTtop ceccuu, gns  3Toro
HY)XHO  OTKpPbITb  MaBHylO  doopmy
nporpamMmmel (3anyctuB

COOTBETCTBYHLLYIO MKOHKY Ha paboyem
cTtone, NnMBO KINWKHYB NEBOW KHOMKOW
MbILUX MO MKOHKE Nporpammbl B Tpee),
BBECTU WMAEHTUMKATOP ceccum U
HaXxaTb KHONKY “lNoakntoyntbca”.

BHumaHune! Kpome pexnma ceaHca CBs3M MO ymon4yaHuio “YganeHHbin pabounii cton” — onepaTop

30ecb MOXeT Takke BblbpaTb AOMOMHUTENbHBIN PeXUM ceaHca cBa3n (“'onocosas cBs3b”,
O6wwmn goctyn K hannam u nankam”), AN 3TOro Hy>HO

3BOHOK",

[lemoHcTpauus paboyero crona’,

Bugeo-

HaXaTb Ha KHOMKY CrnpaBa OT NnoJjid BBOAA Mﬂ,eHTVIq)VIKaTOpa, M B BblnagarwollemMm Crnuncke Bbl6paTb

TpebyemMbin peXnM.
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Mocrne noATBEPXAEHUS MOAKMYEHUS MOMb30BaTeNleM YAaneHHoOro KoMmnbkoTepa, B
3aBUCMMOCT OT pexuma NpeaoCcTaBNeHHOro AOCTyna, - HayHeTcs ceaHc cBsian nubo ¢
BO3MOXXHOCTbIO TONbKO MpPOCMOTpa yaaneHHoro pabodyero cromna, NMMbGo ¢ BO3MOXHOCTbIO
COBMECTHOIO YMnpaBrieHNsi KOMMbOTEPOM, NGO B PEXUME HEOrpaHUYEHHOro AocTyna K
KOMMbIOTEPY.

BHumaHume! YpoBeHb AocTyna K yaaneHHOMY KOMMbTEPY MpU Kaxaom HOBOM ceaHce BblbupaeTcs
HEenoCpeaCTBEHHO MOMb30BaTENEM 3TOrO0 KOMMbOTEPaA BO BpPEMS MOATBEPXKAEHWS 3anpoca Ha
poctyn. MNMpnyem, BO BpeMs ceaHca CBsI3M OnepaTtop MOXET 3anpoCuTb MOBbILLEHNE YPOBHA JOCTYNa,
ofgHako B nobom cny4vae, nornb3oBaTeNb YAAneHHOro KOoMMbloTepa He MOXeT BblOpaTb YpPOBEHb
AoCcTyna K CBOEMY KOMMbHOTEPY Bbille 3HAYEHWsl, YKa3aHHOro B KapTodke npoduns onepatopa
(napameTp “Operator rights to remote control’, nogpobHee cMm. B nyHkTe “YnpaBneHue
nonb3oBarendamu”, B pasgene “AOMUMHUCTPUPOBaHME cepBepa «TrustServer»” HacTOSLWEro
PYKOBOACTBA).

[Mocne ycnewHoro nOAKIYEHUS, KPOMe HEenoCPenCTBEHHO YynpaBfeHus yaaneHHbIM
KOMMbIOTEPOM, Kak Afis onepatopa, Tak W Ans nonb3oBatend — 0OyayT [OCTYMHbI
AOMNOJSTHUTENbBHbIE PEXMMbI B3aumoaencTend. B obwem cnyyae, nHTepdenc B3ammogencrems
C YyOaneHHbIM KOMMbITEPOM peanv3oBaH B BapuaHTe “edMHOro OKHa”, C BO3MOXHOCTbHO
ObLICTPOro MEPEKIIYEHUS MeXAY aKTUBHbIMU peXnmamu npeacTtaBneHus: “Bunaeo-3BOHOK”,
“‘NemoHcTpaums pabodero ctona”, “YaaneHHein pabounn cton”, “O6wun goctyn K arnam m
nankam” (Takke umeeTcs pexum “fonocoBas CBsA3b’, HE UMELWEro OTAENbHOro
npeactaBneHns v paboTalowmnm  napannenbHo € OCTalfbHbIMM  pexumamn, T.e.
WHULMMPOBAHHbIV ayano-3BOHOK ByeT akTMBHbLIM BO BPEMSsI BCEro CeaHca CBS3M HE3aBUCUMMO
OT TeKyLlero pexuma npegcrasnenus). [ns nepekntiodeHns Mmexany akTUBHbIMU pexmmamMn —
AOCTaTOYHO KIMKHYTb MO COOTBETCTBYHOLLEN KHOMKE (aKTMBHbLIN pexum o0603HavaeTcs
3eneHbIM KPY)XKOM B MPaBOM HWXHEM Yriy COOTBETCTBYyOLWEN KHOMkM). Kpome Toro, npwu
HaBegEeHMM Kypcopa MbilM Ha KHOMKY pexumma — oToOpakaeTCsi KOHTEKCTHOE MEH, B
KOTOPOM, B 3aBMCUMOCTW OT TUMa U COCTOSAHUSI OTMEYEHHOIo peXxmnma, BO3MOXHO BbINOSHUTb
cnefywoowmne OencTBUA: OTMPaBUTb MpUrnaweHne (3anpoc Ha akTuBauuio pexunma Tpebyer
noaTBEPXOEHUS CO CTOPOHbI NapTHeEpPa, 3a UCKITYEHMEM ClyYas HeorpaHMYeHHOro AocTtyna K



KOMMbIOTEPY), NPMOCTAHOBUTL/3aBEPLLMTL AEUCTBUE pexMMa, a Takke, Ana pexmnma “Oéwmn
AOCTyn K harinam n nankam” — 4o6aB1UTL/OTMEHNTEL 0OLWMI JOCTYN K dannam 1 nankam.

B cnyyae ecnv BO Bpemsi ceaHca CBSI3W CTOPOHbI OOMEHSINIUCb KOHTaKTaMu, TO onepaTop
MoOXeT B noboe Bpemsi OTMNpaBWTb MNONb3OBATEN yAaneHHOro KOMMbiTepa 3anpoc Ha
AOCTYN, MCnonb3ysl naHenb KoHTakToB. Kpome Toro, ecnu onepatopy Obin npegocTaBneH
BPEMEHHbI HEKOHTPONMPYEMbIA AOCTYN, TO UCMONb3ysi NaHeNb KOHTAKTOB, onepaTop Takke
MOXET MOAKIMIYMTLCA K yAaneHHOMY KOMMbTEpPY, HO yke 6e3 noaTBepXOeHUsI CO CTOPOHbI
nonb3oBaTens.

6.3.1. CeaHcC CBA3M B peKHMe TOJILKO IPOCMOTPA pa6o4yero CToJia

B pexvme Tonbko npocmoTpa paboyero crtona, onepaTop He MOXeT ynpaBnsTb yAaneHHbIM
KOMMNbKOTEPOM C MOMOLLBK MbIWLK W KnaBuMatypbl, a onepaunn cBA3aHHble C CbaVIJ'IaMI/I n
Oycdbepom obmeHa — TpebylT noaATBEPXKOAEHWS CO CTOPOHbI MOMb3oBaTeNnsd yAaneHHoro
KOMMbLOTEpPA.
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Hwuxe npencrtaBlieHbl Ha3Ha4YeHUA KHOMOK Ha naHenn ynpaelieHna ceaHCOM CBA3U B peXxXunme
TOJIbKO NpOCMOTpPa pa6oqero cTona.

KHonka OnwucaHvne
£ MeHio OTKpbIBaET MEHIO YrpaBneHNsi CEaHCOM CBA3M:
o “NHdpopmMauma O NOAKMYEHMUM” — BbIBOOUT Ha 3KpaH

NMHOpMaLMIO O TEKYLLIEM MOAKITHYEHMM

e  “VIHdpopmaumsa o cucteme” — BbIBOAUT Ha aKpaH MHOpMaLmMIo O
CUCTEME NOKarnbHOro 1 yaaneHHoro KOMnboTepoB
“Apx1B COOBLLIEHNN" — BLIBOAUT HA 3KpPaH apXmMB COOOLLEHUI

o “Co3gaTb KOHTaKT” — OTKpblBAeT Auarnor COo3h4aHus KapTOuKu
KOHTaKTa

e “3anpoc Ha HEKOHTponupyemblin [octyn” — oTnpaBnser




nonb3oBaTentd  yaaneHHoro  KomnbkoTepa  3anpoc  Ha
HEKOHTPONUpPyeMbIA AOCTYN
e “HoBoe nogkntoyeHne” — NHMUMMpYeT HOBbIM ceaHC cBA3n 6e3
3aKpbITUS TEKYLLLEro
e “BaBepwMTb ceaHC MNOAKNHYEHNA” — 3aBepllaeT TeKyLuin
CeaHc CBA3n
® Havyatb 3anucb ceaHca cBA3M (HeOOCTYMNHO, €cnv Ha cepBepe
BKITIOYEHO LEHTpanM3oBaHHOE XpaHeHue 3anucer, B 3TOM Cry4vae
3anncb Ha4YHETCs aBTOMATUYECKN)

{)} TlonocoBas cBA3b YnpaBneHne pexxmMmoM ayamo-3BoHKa

# Bwupeo-3BOHOK MepekntoveHne NpeacTaBneHuns / ynpaBneHne pexxmMmomM BMae0o-3BOHKa

HdemoHcTpauns MepekntoveHne npeacTaBneHns / yrnpasneHve pPeXnMom
paboyero cTtona AeMOHCTpaummn paboyero cTona

W YpaneHHbin pabounn | MNepeknioyeHne npeactasneHns / ynpasneHne pexuMoM ynpasrieHus

cTon yAaneHHbIM paboyrM CTONOM

(4 O6wwun goctyn K MepekntoveHne npegctaBneHns / ynpaBfeHWe pexuMMom obLiero

drannam 1 narnkam AocTyna K dpannam n nankam

¢« CkpblTb/0TOBPaA3NTL CkpbiBaeT/oTOOpaXxaeT naHenb 4Yata

naHenb Yarta
4?7 3Banpoc Ha OTnpaBnseT nonb3oBaTento YyAaneHHOro KOMMbioTepa 3anpoc Ha
yrnpasneHue MOBbILLIEHNE YPOBHA AocTyna (paspelleHMe Ha  COBMECTHOe
yrnpaBneHne Unm HeorpaHMYeHHbIN JOCTyn)
4 Hactporika HacTtponka napameTpoB nepegayn U300pakeHus  yOaneHHoro
napameTpoB paboyero ctona (BblIbop MOHUTOpA, anropuTma coxaTtus, fps, n ap.)
L Bkn/Bbikn nogorHaTth | lNepekntovaeT pexum oTobpaxeHus un3obpaxeHus  yaaneHHoro
pasmep paboyero cTona: UCTUHHbIN pa3Mmep B0 NOJOrHaHHbIN pasmMep.

4 Bkn/BblKn NOMAHLIN MepekntovaeT pexmm oTobpaxeHnsa nHrepdenca: NonHbIA 3KpaH Nnbo

3KpaH OKOHHbIN PEXUM.

# Hactpouikn kamepbl OTKpbIBaeT MEHIO ynpaBneHus Beb-kamepown, C BO3MOXHOCTbIO Bbibopa
aKTMBHOIO YCTPOWCTBA, a TakKe HACTPOWKM  AOMOMHUTENbHbIX
napamMeTpoB, onpegesieHHbIX CUCTEMOW.

§ Hacrpoiiku OTKpbIBAaET MEHI0 ynpaBrieHUsi YCTPOMCTBOM BOCMPOU3BEAEHMS 3BYKA,

ANHaMUKOB C BO3MOXHOCTbIO BblOOpa aKkTMBHOIO YCTPOWCTBA, a Takke HaCTPOWMKM
AOMOMHUTENbHbIX NAapaMeTPOB, ONpeaeneHHbIX CUCTEMOMN.
# Hactponku OTkpblBaeT MEHI0 yrpaBfeHns YCTPOMCTBOM 3anucu 3ByKa, C
MUKpOdOHa BO3MOXXHOCTbIO BblOOpa akTMBHOIO YCTPOMCTBA, a TaKKe HaCTPOWKM
AONONHUTENbHbLIX NAapaMeTPOB, ONPeAeneHHbIX CUCTEMOMN.
0 Otnpasutb bydep OTKpbIBAaET MEHI0 C BO3MOXHOCTbIO OTMPaBKM Ha yAaneHHbIn
obmeHa unu hannbel | KOMNbOTEP annoB wnn cogepxumoro Oydepa obmeHa, a Takke
BKITHOHMEHMSA/BBIKITIOYEHMS PEXnMa CKaTUS Npu nepegaye AaHHbIX.
il OTnpaBnsieT BBeAEHHOE B YaTe coobLleHne

Ona nepegnaun wun3bpaHHbIX annoB unu cogepxmmoro Oydepa obmeHa c yganeHHoro
KOMMblOTEPA Ha KOMMbIOTEP onepaTtopa — MNOfb3oBaTeNb yAaneHHOro KOMMbloTepa LOSKEH
OTKpbITb MaHenb YaTa (HaBegs Kypcop Ha KHOMKY CO CTPESNKOW B FIEBOM YacTu 3KpaHa, nmbo
KNWKHYB B TPee Ha MKOHKEe Nnpe3eHTauun), HaxkaTb Ha KHoMnKy “OTtnpasutb 6ydep obmeHa mnu
dannbl” (c nsobpaxeHnem ckpenku) n Bolbpatb cooTBeTCTBEHHO “OTnpasuTtb bydep obmeHa”
unm  “OTnpaButb dawnbl u nanku”. [locne aToro, B 4aTte onepatopa MNoSABATCA
COOTBETCTBYWOLLUME 3anucu C yKasaHWeM WHQopMaumm o 3arpyxaembix annax unu
cogepxmmoro 0ycepa obmeHa. Ytobbl 3arpy3anTb cogepxumoe bydepa obmeHa — onepaTtop
AOJDKEH CHayana HaxaTtb “3arpy3uTb’ Ha COOTBETCTBYKOLIEN 3anucu, a 3atemM “lomecTntb B
Oydep” (nomewaTb B 6ydep paHHee 3arpykeHHoe cogepxnumoe bydepa obmeHa yganeHHoro
KOMMblOTEPA — MOXHO HEOAHOKpaTHO). YTobbl ckavaTb hansibl U Nanku - onepaTop LAOMKEH
HaxaTb “CoxpaHuTb” Ha COOTBETCTBYIOLLEN 3anvcu 4arta, Nnocrne 4Yero OTKpoeTcs auanor



BblbOpa nankM HasHayeHusi, Npu 3aKpbITUM KOTOPOro HAYHETCA CKaudnmBaHwe annoB B
yKkasaHHyto nanky. [llepegada u3bpaHHbIX havnoB u cogepxumoro Oydepa obmeHa c
KOMMblOTEPA onepaTopa Ha yaareHHbI KOMMNbIOTEP — OCYLLECTBNSAETCA aHanormydHo. Kpome
TOro, Anga nepegayn cannoe B 060MX HanpaBneHUsX — MOXHO BOCMOJSIb30BATbCA PEXUMOM
npeactasnennsa “O6wuin goctyn K pannam n nankam”, B KOTOPOM Kak Monb3oBaTtesb, TakK U
onepartop MOryT nNpeaocTaBUTb OOCTYN K CBOUM M3bpaHHbIM darnam/nankam/guckam mnnm
cpasy ko BCcen hannoBon CUCTEME, KaK B PEXMME TOSNbKO AN151 YTEHUS, TaK U C BO3MOXHOCTbIO
BHECEHMs1 U3BMeHeHUn (nogpobHee cm. B nyHkTe “Pexnm npepcrtaBneHus “O6wumin gocTyn K
darvnam u nankam”, B pasgene “Pabota c knueHTckum moaynem «TrustViewerPro»”
HaCTOSILLLEro PyKOBOACTBA).

BHumaHume! Bo Bpemsi ceaHca CBS3W, UCMOSb30BAHHbLIA paHee NaeHTUMUKaTop ceccMm NnpogosnkaeT
OencTBoBaTb, MO3TOMY €ro MOXHO COoOOWWUTbL Apyromy onepatopy Ansi COBMECTHOrO
npocmMoTpa/ynpaBneHnsa yganeHHbiM paboymMm cTonom (TeKywurn AEUCTBYHOLWUA naeHTudmkaTop
oToBpakaeTcs B 3arofioBKe OKHa NpeacTaBeHuns).

BHumaHue! B cniydae, ecnv Ha cepBepe BKHOYEHO LIEHTparin3oBaHHOE XpaHeHWe 3anucen, To B
yaTe, a TakKe B 3arofioBKe OKHa MNpeACTaBfeHWsd yKasblBaeTcs chneumanbHbli CeMU3HAYHbIN
noeHTudurkaTop TpPaHCMAUMK, KOTOPbIA MOrYT MUCMNONb30BaTb Apyrve onepatopbl AAs npocMmoTpa
TeKyLLero ceaHca CBA3n (yKasaHHbI naeHTudmkaTop TpaHCcnauum HeobxoAMMO BBECTU Ha FaBHOM
dopme nporpaMmmMbl BMECTO 06bIMHOrO MAEHTUMKaATOpPa ceaHca CBA3N).

6.3.2. CeaHc CBAA3U B peKMMe COBMECTHOTIO ylpaBJIeHUA KOMIIbIOTEPOM

B pexxMme coBMeCTHOro ynpasneHusi, ornepaTop MOXeT ynpasndaTb yaaneHHbIM KOMMNbIOTEPOM
C NOMOLLK MbILM U KNaBuMaTypbl, OOHAKO Onepaumn CBA3aHHble C dparnamu n bydepom
obMeHa, Takke Kak 1 B criy4ae NoAKIYeHUs B pexrMe TOoNbKo npocMoTpa paboyero ctona —
TpebyoT NOATBEPXKAEHNS CO CTOPOHbI MOJIb30BaTENs yAaneHHOro KoMnboTepa.
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PacrnonoxeHne M HasHadeHMe KHOMOK Ha NaHenu ynpaBreHUsi CeaHCOM CBSI3N B pexume
COBMECTHOrO YNpaBMeHns1 — Takne e, Kak U B peXxume TONbKo npocMoTpa paboyero crtona,
3a UCKIMHYEHNEM ABYX KHOMOK:

KHonka

OnucaHue

4 Bkn  /

Bblkn | BkntovyaeT / BbIkM4YaeT ynpaBreHve YyAaneHHbIM KOMMbITepPOM C

NOMOLUBK MbILLN U KnaBnaTypbl

ynpaerneHue
&’

foctyn

3anpoc Ha NOsHbIN

OTI'IpaBJ'IFIeT nonb3oBartesiio  yaarneHHoro KomnbkTepa 3arnpoc Ha
noBbilLEeHWe YpOBHA OOCTyNna (paspeLueHme Ha HeorpaHVI‘-IeHHbIVI LI,OCTyI'I)

6.3.3. CeaHC CBSAA3M B peKuMe MOJIHOI'0 AOCTYyIa K KOMIObIOTEPY

B pexume nonHoro poctyna,

onepaTtop MOXeT He TOJIbKO ynpaBiATb YyAOalleHHbIM

KOMMbIOTEPOM C MOMOLLBIO MbILLW U KNaBuaTypbl, HO Takke BbINOMHATL onepauuy CBsA3aHHble
c chainamu n 6ydepom obmeHa, 6e3 NoATBEPXKOEHNSA CO CTOPOHbLI NONb30BaTeNs yaaneHHoro

KOMMbloTepa.
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PacnonoxeHne M HasHayeHMe KHOMOK Ha MNaHenu ynpaBrieHna ceaHCOM CBA3N B pPeEXnMme
NOJNMHOIo AO0CTyna — Takmne Xe, Kak U B peXnme COBMEeCTHOro ynpaBlieHusA, 3a UCKIMIYEeHneEm

TPEeX KHOMOK:

KHonka

OnucaHune

3arpyauTb

obmeHa unu dannbl

Oydbep | arpyxaeT ¢ yaaneHHoOro KomnbloTepa Tekyllee cogepxumoe dydepa
obmeHa (ecnu B Bydepe obmeHa cogepxaTtbca pannbl, To Oyget

Bbl3BaH Ananor coxpaHeHnsa gannos)

OTnpaBunTb

*

obmeHa unu dannbl

Oydep | OTnpaBnsaeT Ha yaaneHHbI KOMMbIOTEP TeKyllee coaepxnmoe bydepa
obmeHa (ecnn B Oydepe obOmeHa copepxatbca oannbl, TO Ha

yAaneHHo koMmnbloTepe ByaeT Bbl3BaH AManor coxpaHeHust hainnos)

s [locnatb Ctrl-Alt-Del

®

OTnpaBnsieT Ha yaaneHHbIn KoMnbloTep coyeTaHme knasuw Ctrl-Alt-Del




BHumaHue! B cnyyae npegocTaBneHWd MNOMHOrO [OCTyna — onepaTop Takke aBTOMaTUYECKU
nonydaeT NOoJSIHbIA 4OCTYN KO BCEN (pansioBON CUCTEME YaareHHOro KOMMNboTEPa UCMNOSb3YS PeXnm
npeactasneHms “O6wmm goctyn K harnam 1 nankam”.

6.3.4. PexxuMm nipeacraBiieHud “061muu Joctyn K paitjiam 1 nankam”

B pexume npegcrtaBneHus “O6wmn goctyn K dannam M nankam”, Kak onepaTtop, Tak U
nonb3oBaTesib yAaneHHOro KoMnbloTepa - MOryT NpeaocTaBUTb AOCTYN K CBOUM M36paHHbIM
dhannam/nankam/gnuckam unu cpasy Ko BCen (pansioBon CUCTEME, KaK B pPeXUME TOSbKO A4
YTEHUsl, TaK U C BO3MOXHOCTbKO BHECEHWA M3MeHeHMN. NS nepeknioveHuss u3 pexmma
npeacrasneHuns “YaaneHHoin padounn cton” B pexxum “O6wmin goctyn Kk oannam u nankam” un
ob6paTHO — [OOCTATOYHO KIIMKHYTb MO COOTBETCTBYIOLWIEN KHOMKE Ha MNaHenu ynpasneHus
ceaHcoM cBA3n. BusyanbHo, MHTepdenc ynpasneHna obwmMm AocTynom K avnam u nankam
pasgerieH Ha YeTbipe YacTu: BEPXHAA — COAEPXUT OOLLY0 NaHenb ynpasneHnsa 1 HaBurauumu,
a Takke naHenb CO CMMCKOM BCeX TeKyLMX obLeaoCTyrnHbIX OOBLEKTOB FOKanbHOro
KoMmnbloTepa, nesas — npeacraBndet cobon naHenb Ans HasBurauum no garnnoBon cucteme
nokaneHOro KOMMbIOTEpa, NpaBas — Ansa Hasurauum no d¢ansioBon cuUctemMe yaarneHHoro
KOMMblOTEPA, HWXKHASA — OTOBpaxkaeT ovepenb nepeaaBaeMbiXx OObEKTOB.
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Huxe npegcrtasieHbl HA3Ha4YeHNA KHOMOK Ha NnaHenn Hasmrau,mmlynpaBneHMﬂ.

KHonka OnucaHne
= OOHOBUTb O6HOBNSAET cooepXMMOe TEKYLLEN aKTUBHOW NaHenu
cofepXXMMoe naHenm

= Bnepepg Mepexon B npegblioyLwlyld nanky WCTOPUW  HaBuUraumm TeKyLien
AKTUBHOWM NaHenu.

= Hasag lMepexog B cneaywowyo nanky WUCTOPUM  HaBurauum TeKyLlen
aKTMBHOW NaHenu.

9 O6wmn goctyn OtkpbiBaeT Aauanor Bblbopa dannos/nanok/guckoB  foKanbHOro

KOMMNblOTEPA KOTOpblIE CTaHyT o0OLWenocTynHeiMu (ecnn  BblOpaTb
obbekT “OTOT KOMMbKOTEP”, TO AOCTyn OydeT OTKPbIT KO BCEN
darnnoBorn cucteme, npudem, ecnn donaxok “fobaBuTb C npaBamu
TOSbKO ANS YTEeHNs” HEe YCTaHOBIEH, TO ByaeT NnpedocTaBreH NOSHbIN
OOCTYM, C BO3MOXHOCTbH BHECEHUSI UIBMEHEHUN).

@ Hoctyn Tonbko AnA BkntovaeT/BbIKIlO4aeT peXnMm “TOMbKO ANS YTeHna” Ons TeKyllero
YTeHUs OTMeYeHHOoro obLienocTynHoro obbekTa.
Mepenatb Ha gpyrom KonupyeT oTMeueHHble 00BbEKTbI C NOKANbHOro Ha yaaneHHbIA, Unm ¢
KOMMNbOTEP yOaneHHOro Ha noKanbHbIM KOMMbIOTEP, B 3aBUCMMOCTM OT TEKYLLEWN

aKTMBHOW NaHenu.
¥ CospgaTtb HOBYIO Marky Cospaet HOBYHIO MNanky Ha JiokaribHOM U1 yoaneHHOM KOMMNboTepPEe

Yaanutb YpanseT oTMedeHHble OObekTbl Ha NOKanbHOM MWnM  yaaneHHOM
KoMnbloTepe
2 [MogpobHbIn BUA BkntoyaeT/BbikrtovaeT NoApob6HbIN BUA OTOOpaKeHus AOns TeKyLuewn

aKTMBHOW NaHenu

Kpome Toro, B pexume npeactasneHna “O6wnin goctyn Kk gannam n nankam” - Ha naHenu
ynpaBneHus ceaHcoM cBA3n fobaBneHa AONONHUTENbHAs KHOMKa:

KHonka OnucaHue

& Bxkn/Bblkn nonHbI | BknoyaeT/BbiknoYaeT MOMHbIA AOCTYN KO Bcel hainoBow cucteme
AOCTyn K pannam | IoKanbHOro KOMMbOTEpa C BO3MOXHOCTbIO BHECEHUS M3MEHEHUn (3TOT

PEeXMM MO YMONYaHWIO BKIKOMEH Ha YyOaneHHOM KOMMbioTepe npu

NOOKIIYEHNUN K HEMY B pPEXMME ceaHca CBA3M C npaBamMu MOMHOro

goctyna).

6.3.5. PexxuMm npeacraBsieHus “/leMoHCcTpanus paéoyero croJa”

B pexume npeactaeneHus “[lemMoHcTpauma pabodero ctona” onepaTtop  MOXET
NPOAEMOHCTPMPOBATL CBOW paboymii CTON Nofb3oBaTento yAaneHHOro KomnbtoTepa 6e3
HeobXo4MMOCTN MHMUMaUMM HOBOrO ceaHca CBs3W. [ns Hayana OemMOHCTpauum CBOEro
paboyero crona Heob6xoaAMMO B MaHENM ynpaBreHnss CeaHCOM CBSA3M HaBECTU KYPCOpP MbILUM
Ha KkHonky “[0emoHcTpauus paboyero crtona” (¢ msobpaxeHwem npeseHTauuun), BblbpaTb
“‘OTnpaBuTb npurnaweHne” n poxaaTbCa MNOATBEPXKOEHMS CO CTOPOHbI MOSib3oBaTeENs
yAaneHHoro kKomnbtoTepa (B Cryyae ceaHca CBHA3M B pPeXuMMe MOSHOro Jocrtyna —
noaTBepXAeHne co CTOPOHbI Nofnb3oBaTeNs He TpebyeTtcs).
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[na oTnpaBkn Ha yganeHHbIn KOMNboTep cOObLLeHUn, dannoB unu cogepxumoro dydepa
obmeHa — onepaTop MOXET Takke UCNoNb30oBaTb JOMNOMHUTENBHOE OKHO YaTa, oTobpaxaemoe
Npw KNMKe Ha MKOHKe npe3eHTauumn B Tpee.
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6.3.6. PexxuMm npeacraBsieHus “Buaeo-3BOHOK”
B pexume npeactaesneHna “Buaeo-3BoHOK® onepatop WM nonb3oBaTtenb  yAareHHOro
KOoMMbtoTepa MoryT obuaTbCs nocpeacTBOM BMAEO-CBA3W. [ns Hayana BMAEO0-3BOHKA —
HeoOxoAMMO B NaHenu YMpaBreHWUsl CeaHCOM CBSI3M HABECTM KypCOp MbIM Ha KHOMKY
“Bunpaeo-3BoHOK” (C u3obpaxeHnem Beb-kamepbl), BblibpaTb “OTnpaBuTb nNpurnawieHne” wu
[OXOaTbCA MOATBEPXKAEHMS CO CTOPOHbI MONb3OBaTensl yAaneHHoOro KomnbtoTepa. [Ans
NnepekniyeHns U3 pexuma npeacrasneHuns “YaaneHHoln paboumn cton” B pexum “Bupgeo-
3BOHOK” M 0OpaTHO — AOCTATOYHO KIMKHYTb MO COOTBETCTBYHOLLEW KHOMKE Ha NaHenu
yrnpaBrieHMs1 CEaHCOM CBSI3U.
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PacnonoxeHne 1 Ha3Ha4YeHMEe KHOMOK Ha naHenu ynpasrieHnda cCcCeaHCOM CBA3N B
npeacrtasreHnnn BnMAOeO-3BOHKA — TaKMe Xe, KakK U B npeacraBleHnn yganeHHoro paGoqero
CTona, 3a UCKIK4YeHnem gByx KHOMOK:

KHonka Onwucaxve
[4] Bkn / Bblkn | BkrtovaeT / BbiknoyaeT npeanpocMoTop M3obpakeHus nokanbHon Beb-
npeanpocMoTop Kamepbl

@ HacTtporka napameTpoB nepegayv n3obpaxeHus yaaneHHon Beb-kamepbl
(BbI6Op paspelueHus, fps, 1 ap.)

" Perynstop ypOBHsi rpOMKOCTU nepegaBaemMoro ¢ yaaneHHoro Komnbtepa
aygmo-curHana.

4 HacTtporika napameTpoB nepegavvM nepegaBaemMoro C  yAaneHHOro
KoMnbloTEpa ayauo-curHana (ncnonb3oBaHMe  AOMNOMHUTENbHbIX
anroputMoB 06paboTkM ayano-curHana)

6.3.7. PexxuMm “T'osiocoBad CBA3bL”

Pexum “lonocoBasi cBsA3b” npedHasHadeH Ans obuwieHus onepaTtopa W nonb3oBaTens
yOaneHHoro KoMnblTepa NocpeacTBoOM ayamo-3BOoHKa. Pexnm “onocoBasi cBs3b” HE MMeeT
OTAENbHOrO npeacTaBneHns 1M paboTaeT napannenbHO C OCTalnbHbIMM pexnmamn (T.e.
WHULUUNPOBAHHBIN ayano-3BOHOK ByaeT akTMBHbIM BO BPEMSI BCEro CeaHca CBS3N HE3aBUCUMO
OT TeKyLero pexuma npeacrasnenuns). [Ana Hayana aygno-3BoHKa — HEOBXoAMMO B nNaHenu
yrpaBfieHns CeaHCOM CBS3W HaBECTU Kypcop MbIKM Ha KHOMKy “[onocoBas cBaAsb” (C
n3obpaxeHnem rapHuTypbl), BblbpaTb “‘OTnpaBuTb npurnaweHve” u  goxgaTtbes
noaTBEPXOEHUS CO CTOPOHbI MOSib3oBaTeNs yaaneHHoro KomnbkoTepa. B pexume ayawmo-




3BOHKa, Ha MaHenn yrnpasJjieHNA ceaHCOM CBA3W B KaXXOAOM npeacrtaBrieHnn — pobaenstoTcs
OONOJIHNTEJIbHbIE KHOMKWU:

KHonka OnucaHue

y Perynstop ypOBHsi rpOMKOCTU NepegaBaemMoro ¢ yaaneHHoro Komnbetepa
ayamo-curHana.

4 Hactporka napameTpoB nepegadn nepefaBaemMoro C  yAaneHHoro
KoMnbloTepa ayguo-curHana (ucnonb3oBaHWe  AONOSHUTENbBHbIX
anropntmoB 06paboTkn aygmo-curHana)

6.3.8. HOAKJHO‘ICHI/IC K YVAdJIEHHOMY KOMIIBKOTEPY C IIOMOIIbBI CIIMCKA

KOHTAKTOB

Kpome nogknoyeHnss no wmaeHTMdukaTopy, onepaTtop Takke MOXeT MNOAKMYUTBCS K
yOaneHHOMY KOMMbOTEPY, WUCMOMb3ys Tak HasbiBaemble “Ge3onacHble KOHTakTbl”. Takue
KOHTaKTbl MOXHO CcO34aTb TOSIbKO BO BpPEMS OOBEPEHHOrO CeaHca CBSA3W, OHU 3alUULLEHbI
aCCUMETPUYHBIMKU KNtoYamu, NpUBSA3aHHbIMKM K 0OOpyaoBaHWIO KOMMbOTEPA U NPOGUII0
CUCTEMHOW y4eTHOM 3anucu nonb3oBaTtens Windows, n asTomaTnyeckn O6GHOBNAKOLMMUCS
nocrne KaXxgaoro ceaHca CBs3W. Takme KOHTakTbl HEBO3MOXHO noaaenaTb U gaXe CKonMpoBaTtb
Ha [Opyron KOMMblTEP, MO3TOMYy uX 6e3onacHO MCNOMb3oBaTb Adaxe B pexume
COBMECTUMOCTM C MpOrpaMMHbIM  MPOAyKTOM  «TrustViewer», wucnonb3ylowero Ans
nogkrtoyeHus nybnmyHele cepeepa.

UTOoObl OOMEHSTLCA KOHTAKTHbIMM AaHHbIMM (CO34aTb KApTOYKM KOHTAKTOB) — onepaTop
AOSDKEH BO BpeMsi OObIYHOrO ceaHca CBA3WM BblbpaTb MNyHKT “Co3gaTb KOHTaKT' B MEHHO
yrpaBfieHNUs CceaHCOM CBA3W (NIMOO KMAMKHYTb MO COOTBETCTBYKOLIEN 3anucu B vaTe,
crnegyrowen nocrie CUCTEMHOrO yBeaoMIieHns 06 ycnewHoM NOAKMIOYEHUM K KOMMbIOTEPY),
rnocre Yyero OTKpoeTcs oopMa KapTOYKM HOBOIFO KOHTaKTa, B KOTOPOW HEOBXOAMMO 3anoSiHUTb
none “NimMsi koHTakTa” (Takke MOXHO 3anonHUTb HeobsasaTenbHoe none “‘KommeHTapuin’), u
HaxaTb kHonky “CosgaTtb”. lMocne co3gaHusa KOHTakTa Ha CTOPOHE onepaTopa — Takas Xe
dopMa OTKpPOETCs Ha CTOPOHe nonb3oBaTend YyAaneHHOro KoMMbiTepa, KOTopyto
HeoBXoaUMO 3anosTHUTbL U NOATBEPAUTL aHANOMMYHbIM 06pasom.
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B cnyyae npepocTtaBneHuss onepaTtopy BPEMEHHONO HEKOHTPOMMPYEMOro [OcTyna
(nogpobHee cm. B nyHkTe ‘[lpegocTtaBneHve  [OCTyna, WCMOMb3yd  BPEMEHHbIN
ngeHtudpukatop”, B pasgene “Pabota ¢ knveHTckuMm  mopaynem  «TrustViewerPro»”
HacTOsILLero pykoBoAcTBa) — BpeMeHHble 6e30nacHble KOHTaKTbl CO34al0TCs aBTOMaTUYECKN U
AONOSTHUTENbHBIX  OENCTBMA CO CTOPOHbI onepaTopa W nofib3oBaTenia  yaaneHHoro
KomnbloTepa He TpebyeTca.

Mocne ycnewHoro obmeHa KOHTaKTaMy U 3aBepLUEHUsT TEKYLLEro ceaHca CBs3M — onepartop
MOXeT B noboe BpeMsi MHMLMMPOBATb HOBbLIA CEaHC CBS3M, MCMOMb3ys KapTOYKy KOHTakTa
nosib3oBaTenis. HOBbIM KOHTAKT MO yMoOn4aHuio cosgaetcsa B rpynne “Obwme” Ha naHenwu
KOHTaKTOB, OAHAKO BMOCNEACTBUM €ro MOXHO MepeHecTun B Apyryto rpynny (4Ttobbl co3gatb
HOBYIO TPYMMNy — HYXXHO KIIMKHYTb NPaBOW KHOMKOW MbIK Ha CBOOGOOHOM MecTe naHenu u B
KOHTEKCTHOM MeH0 BbibpaTh “[obaButb rpynny”). Tpebyembii KOHTAKT MOXHO ObICTPO HaNTW,
NCnonb3ysa MNaHenb noucka: NPOCTO HayYHUTE BBOAUTb MMSI KOHTAKTa, U CNUCOK COBNadeHui
Oyaoet HemeaneHHo oOToOpaxeH B rpynne pes3ynbTaTtoB noucka. [Ana nogknyeHus K
yAaneHHoOMY KOMMbIOTEPY, HY>KHO HaUTK 1 BblAennTb TpebyeMoro nonb3oBaTtensi, 4OXAAaTbCA
nonyyeHns MONOXMUTENbHOIO OTKMMKA OT yAaneHHoro KomnbkoTepa (B naHenu pgoctyna
AOIMKHbI aKTMBUPOBATLCS KHOMKM AN COOTBETCTBYHOLLMX 3aMpOCOB), HaXaTb Ha KHOMKY C
TpebyembiM pexmmom nogkntodeHnsa (“fonocosas cBasb’, “Buaeo-3BoHOK”, “[leMoHCcTpaums
paboyero ctona”, “YaaneHHol pabounii cton” unm “dart, obmeH hainamun 1 gp.”), n oxmgatb
noaATBEPXXOEHNA 3anpoca CO CTOPOHbl YAaneHHOro nonib3oBaTtens. Takke, 34eCb MOXHO
OTNpaBuTb NOSb30BaTEND coobLieHre, NCNOoNb3ysa NaHenb YaTa (Npyu oTnpaBke coobLWeHus,
dopma c YaToM Ha yaaneHHOM KOMMbITepe OTKPOETCA aBToOMaTn4eckm). 34ech e onepaTop
MOXeT 3abnokumpoBaTb UMM yOanuTb KOHTAKT NOMb30BaTensi, Ans 3TOr0 HYXHO BblOENUTb
Tpebyemoro nonb3oBaTens, Bbi3BaTb MO NPaBON KHOMKE MbILLM KOHTEKCTHOE MEHIO, N HaXaTb
“3abnoknpoBatb”’ nNnbo “Yaanutb”.
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B cnyyae npepgoctaBneHns onepaTtopy BPEMEHHOIO HEKOHTPONMpyeMOro Aoctyna -
BPEMEHHbIE KOHTaKTbl co3gatTca B rpynne “[ocTyn K ydaneHHbIM KoMmnblTepam”, C
yKaszaHnemMm MMeHW MNonb3oBaTtens, a Takke AaTbl U BPpeMEHU UCTEeYEHUs NpefocTaBrieHHOro
AocTtyna (BNOCNeACTBUM KOHTaKT MOXHO NepeuMMeHOoBaTb, OTKPbIB KapTOYKYy KOHTaKTa Aris
penakTMpoBaHus).
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[na nogknioveHns K yaaneHHOMY KOMMbIOTEPY, HY>KHO HAaNTU 1 BblAennTb Tpebyemyto 3anuchb,
AOXOATbCA MONYyYEHUss MONOXUTENBHONO OTKMMKA OT yAaneHHOro KomnbtoTepa (B naHenu
AOCTyna AOOSMKHbl aKTUBMPOBATLCA KHOMKM AN COOTBETCTBYIOLLMX 3aNpoCOB), HaXaTb Ha
KHOMKY C TpebyeMbiM pexumoMm noakmntodeHnsa (“YoaneHHoln pabounn cton”, ““at, obmeH
dannamu u gp.” unmn “RDP-ceaHC”), u, ecnu TpebyeTcs, BBECTM Naposb Ana gocrtyna. 3gecb
e, Takke Kak U B cnyyae C NOCTOSIHHBbIMW KOHTakTaMu, onepaTtop MOXeT 3abnoknpoBaTb Unu



yOanuTb BPEMEHHbIA KOHTAKT, ANA 3TOro HyXXHO BblAennTb Tpebyemyto 3anncb, Bbi3BaTb MO
NpaBoOW KHOMKE MbILLUN KOHTEKCTHOE MEHI0, N HaxaTb “3abnokmpoBaTs” Nnbo “Yoanute”.

6.4. Pa6oTa ¢ kiimeHTCKUM MoAayJjeM «TrustViewerPro» B pexume
aAMHUHHUCTPATOPA CETHU

ABTOPU30OBaHHbIA MOMb30BaTeNb C NpaBaMu aAMUMHUCTpaTopa ceTu MOXeT B ntoboe Bpems
NOAKIMIOYNTLCA K yOaneHHbIM 3aperncTpupoBaHHbIM - KOMMbloTepam 6e3  Mcnonb3oBaHus
naeHTndukaTopa, ¢ NOMOLLBIO NaHeNu ynpaBneHnss KOMMNbTEPAMU UM C MOMOLLLIO peXxnma
ObICTPOro Nomcka 1 NoOAKMYEHNst Ha rnaBHOW hopme Nporpammei.

BHumaHne! [Ons Toro 4Ttobbl KOMMbioTEp OTOOpasvMnca B CNUCKE CETW, KPOME YCrOoBMS €ero
aBTOPM3aLMN C MOMOLLbIO TPYMNMOBOM YYETHOW 3aMMCbio - B HACTPOMKaX KIMEHTCKOro Moayns 3Toro
KOMMbIOTEpPA TakkKe JOSMKEH ObITb SBHO paspeLleH K HeMY AOCTYM, C yKadaHMeM LOCTYMHbIX PEXUMOB
(nogpobHee cm. B NyHKT “CTpaHuua HacTpoek “[ocTtyn K aToMy KoMnbtoTepy””, B pasgene “Pabota ¢
KnneHTckum mogyrnem «TrustViewerPro»” HacTosiLLero pykoBoACTBa).

6.4.1. [IaHeb ynipaB/ieHUsI KOMIIbIOTEPAMH

[ocTynHble ons NOAKNIYEHUs KOMMNboTepbl OToBpaxatoTca Ha naHenn “KomnbtoTepbl” B BUAeE
APEBOBUOHON CTPYKTYpbl, FAe y3namu sIBAAKTCA OTAENbl U NOAOTAENbl MPUHAANEXHOCTU
KOMMbIOTEPOB (CBOMCTBO “Department” B KapTOYKe KOMMbOTEPA Ha cepBepe), a KOHEYHbIMU
y3namm — camum KOMMbIOTEPbl N TEKyLMEe aKTMBHbIE MOMb3oBaTENM 3TUX KOMMNbIOTEPOB (45
naeHTumkaumm nonb3oBaTenen KOMNbITEPOB UCMONb3YIOTCSA CUCTEMHbIE YYETHbIE 3anucu
Windows). Takum o6pas3omM, agMUMHUCTPATOP MOXET MNOLKMYUTLCSA KaK K KOHKPETHOMY
nosfib3oBaTeNto KOMMboTEPa C NOATBEPXKAEHMEM 3anpoca Ha OOCTyn K ero paboyemy ctony
(TpebytoTca npaBa agMuHUcTpatopa He Hwke “Connections to users with request’), Tak n
HenocpeacTBEHHO K KoMMbloTepy 6e3 noaTteepxaeHua (TpebyroTca npaBa agMUHUCTpaATopa
“Connections to computers without request”).

34ecb npouecc NoAKMIYEHUS K yaarneHHOMY KOMMNbIOTEPY B LIENOM NOXOX Ha NOAKMYeHne ¢
MCNONMb30BaHMEM MaHenM KOHTaKTOB (MOAKMYEeHME K Mofb3oBaTeNio  NPOUCXOAUT
aHamnorM4yHoO MOAKMIOYEHMIO K MOCTOSTHHOMY KOHTaKTy, a MNOAKMNIOYEeHME K KOMMbHTepy —
NOAKMIOYEHNIO K BPEMEHHOMY KOHTAKTY C HEKOHTPOSNMPYEMbIM AOCTYNOM): ANSA MOAKYEHUN
K yOaneHHOMY KOMMbIOTEPY, HY)XHO HaWTW M Bblaenutb Tpebyembii KOMMNbITEP WU €ero
aKTUMBHOIO Monb3oBaTeNs, A0XKAATLCA MOMyYEHUs] NOSMOXUTENbHOMO OTKNMKa OT yAaneHHOro
KOMMbloTepa (B nMaHenu AoCTyna OOMKHbl aKTUBMPOBATbCA KHOMKM ANsi COOTBETCTBYHOLLUX
3anpocoB), HaxaTb Ha KHOMKYy C TpebyembiM pexumoM nogkntoveHus (“FonocoBasi cBA3b”,
“‘Bupoeo-3BoHoK”, “IeMoHcTpaumnsa paboyero ctona”, “YoaneHHbin paboumi cton” unm “Yar,
obmeH hannamu 1 gp.” — Npu NOAKMYEHUN K aKTUBHOMY MOMb30BaTENIO KOMMbIOTEpa, Nnbo
“YoaneHHbin pabounn cton”, ““at, obmeH dannamm un gp.” mnu “RDP-ceaHCc” — npu
NnoAaKNio4YeHMM K caMOMy KOMMbOTEPY), U, ecnu TpebyeTcsi, BBECTU Naponb Ans AOCTyna.
3pecb, B cnyyae MOAKMOYEHUST K aKTMBHOMY MONb30OBaTenNo, TakkKe Kak M B Cry4dyae C
NMOCTOSAHHBIM KOHTAKTOM — MOXHO OTNpPaBUTb MONb30BaTeNo coobLieHme, Cnonb3ys NaHenb
OTNPaBKN MIHOBEHHbIX COOBLLEHNIA.
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B rpynne “Mou komnbloTepbl” — aBTOMaTUYECKM OTODpaKalTCs KOMMbIOTEPbLI, K KOTOPbIM
paspelleH MHanBMAayanbHbIA OOCTYN ANS AAaHHOro nonb3oBaTens (3agaeTcs Ha cepBepe B
CBOWCTBaAxX KOMMbOTEPA, nogpobHee — cM. B nNyHkTe “PefakTupoBaHME KapTo4ek

KoMnbloTepoB”, B pasgene “AgMUMHUCTpUpOBaHME cepBepa «TrustServer»” HacTosWero
pyKOBOACTBA).

[ns 6onee ynobHOro gocTyna K KOMMbOTEPAM — MOXHO HEKOTopble U3 Hux Ao6aBuTb B
rpynny “UsbpaHHoe” (oTMeTbTe TpebyeMble KOMMbIOTEPDLI UMW Lenble y3rbl, NpaBo KHOMKOW
MbILUW BbI30OBUTE KOHTEKCTHOE MeH U Bblbepute “‘Nobasutb B N3bpaHHoe”). [Ana yaaneHns
KOMMbIOTEPOB U3 rpynnbl “U3bpaHHOe” — OTMEeTbTE B HEW TpebyeMble KOMMNbIOTEPDI, BLI3OBUTE
KOHTEKCTHOE MeHI0 1 Bblbepute “Yaanute”. Takke, ynpaBnaTb pasMeLlieHMeM KoMmnbioTepa B
rpynne “U3bpaHHOE” MOXHO C MOMOLLbLIO ero KapToudkm (cdnaxok “fobaButb B M3bpaHHoe” B
KapTo4ke KOMMboTEPA).

Hantn tpebyembiin KOMNbIOTEP UMM MOMb30OBaTeNd — MOXHO C MOMOLLLIO MaHenu nouvcka:
NPOCTO HaYHUTE BBOAUTb TEKCT 3anpoca (MOXHO BBOAUTb HECKOSIbKO KIHOYEBLIX CrOB,
pasgensasa mx npobenom), n CNMCOK coBnageHu OyaeT HemMeaneHHo oTobpaxeH B rpynne
pes3ynbTaTtoB noucka.

BHumaHue! MNpu oTKpbITUM CAMCKa KOMMbIOTEPOB OOHOM U3 FPYNM - MaHernb Noucka aBToMaTU4eCcKn
nepeknyaeTcs B pexum dunbTpa, Nnpu KOTOPOM CMNUCOK COBMageHun oTobpaxaeTcs B TEKyLUEM
npeacrtaBneHmn. VIameHnTb Tekylmnn pexmm Monck/PunbTp MOXHO B NOGON MOMEHT BPYYHYHO, C
NMOMOLLIbIO COOTBETCTBYHOLLEN KHOMKM B MaHENM Noucka.

Takke OOCTYNeH paclMPEHHbIN PeXUM NMoucka, No3BOSSIOWMIA 3a4aBaTh CIOXHbIE YCIOBUS
BbIOOpPKM 3@ CYeT MWCMNONb30BaHUA MoOnen, onepaTtopoB U ckobok. [na aktuBaumm
pPacLUMPEHHOrO pexmMma — MNPOCTO HayHWTE BBOAMTb TEKCT BbIpaXeHuMs CO 3Haka "7?7".
Hanpumep, ycnosue "? ((ip==192.168.")or(label=="Komnbtotep 1"))and(department<>*KM*)"
oTbepeT Bce KomnbroTepbl N3 cetn 192.168, unm ¢ meTtkon "KomnetoTep 1", npu ycnosumu, 4To
B UMeHU nogpasgeneHus He BcTtpeyvaeTtca crnoso "KM". MNpu aTomM ncnonb3yroTca onepaTopsl
"==" - paBHO, "<>" - He paBHoO, ">" - bonbLlue, ">=" — 6onbLie Unn paBHo, "<" - MeHbLLE, "<=" —



MEHbLLE WM PaBHO, 3Ha4YeHue MOXeT OblTb 3aKIYeHO B KaBblYKW, a Takke MOXeT OblTb
ncrnonb3oBaHa Macka noucka (C nomowbd cumBona "*"). Kpome ToOro, Ans ynpoleHus
COCTaBIIEHUSI BbIPaXXEHUN MOXHO WMCMOMb30BaTb Creayluwune anbTepHaTUBHbIE OnepaTtopbl:

"k

"=" - aHanorn4yHo onepartopy "==" c nonHom mackonm "*value* (T.e. BblpaxeHue "?ip=1"
oTOGepeT Bce KOMMbIOTEPDI, B ip-aApece KOTopbiX BCTpevaeTcsa cumeon "1"); "I=" - aHanormyHo
onepartopy C nonHom wmackon "*value*™ (7.e. BblpaxeHue "?ip!=1" oTbepeT Bce

KOMMbIOTEPLI, B ip-agpece KOTopbIX He BCTpedaeTcs cumeon "1").

BHumaHue! Vcnonb3ysa BchnnbiBalowmi cnmcok (kHonka “V” psgoM C KHOMKOW MoucKa) - MOXHO
COXpPaHATL/BbI3bIBATL/YAANATb YACTO UCNOSb3YEMbIE BbIPaXKEHNS.

BHumaHume! 3anvcn BbIGOPKM COPTUPYIOTCA NO BO3pacTaHWMo, MO NOSSIM, YKa3aHHbIM B BblpaXKeHUN.
OTO CBOWCTBO MOXHO TaKKe WCNONb3oBaTb AN MPOCTOM COPTUPOBKW, HaMpUMeEp, BblpaXKeHune
"?label=" (T.e. ykaszaHO TONnbko uMsl nonsi, 6e3 ykasaHuUs 3HaAYEHWsd) — BbIBEAET 3anMcu BCeEX
KOMMNbLIOTEPOB 1 OTCOPTUPYET UX no nonto "label".

BHumaHue! Ecnin B TekcTe 3anpoca HabpaTb npocto "?" - To 6yayT BbiBeAEHblI BCE OOCTYMHbIE AN
COCTaBIIEHUS BblpaXKeHWs1 NONst KAPTOYKN. DTO CBOMCTBO MOXHO UCMONb30BaTh B Ka4ecTBe ObICTpOW
noAcKaskn Npyv COCTaBNEHNUWN BblPaXKEHWN.

Huxe npuBeaeH Crincok AOCTYMNHbIX OA5NnA COCTaBJ1IEHNA BblpaXXeHn4A nonew.

Mone Onucanuve

Label MeTka koMnbloTepa (3agaeTcsl B KapTOYKe KOMMbOTEpPA)

Tag JononHuTtenbHas MeTka KoMNbloTepa (3agaeTcsa B KAPTO4YKe KOMMNboTEPa)

Computer CeTeBoe nms KoMnbloTepa (onpegenseTca CMCTEMOn)

Domain [omeH/paboyas rpynna Komnbrotepa (onpenensieTca CMCTEMON)

Ip Cnucok Ip-agpecoB HasHaA4YeHHbIX KOMMNbIOTEPY (ONpeaensieTcd CUCTEMON)

Login Mma rpynnoBon ydeTHOW 3anucu, nog KoTtopow ©Obin aBTOpu3oBaH
KOMMbOTEP

Department Otgen, K KOTOPOMY MNPUHAANEXUT KOMMbloTep (3agaetca B KapTouke
KOMMblOTEPA Ha cepBepe)

Users Cnncok  TeKkylmx  aKkTUBHbIX  MNonb3oBaTenen  komnbtoTepa  (4ns
naeHTndmkaumm nonb3oBaTenen KOMNbLITEPOB UCMONb3YTCS CUCTEMHbIE
yyeTHble 3anncu Windows)

Online Yuncno aHen HenpepbIBHOrO NOAKIOYeHMA K cepepy (0, ecnun B HacTosLWwnin
MOMEHT KOMMbloTEp ododhiariH)

Offline Uucno gHen 6e3 nogkntoyveHus Kk cepeepy (0, ecnn B HACTOALLMA MOMEHT
KOMMbIOTEP OHMAaNH)

Uptime Yucno gHen 6ecnepebonHon paboThbl KOMNbOTEPA

Error Mpu3Hak owWwunbKM aBTOpU3aLMM KOMMbOTEPA C MOMOLLBI TPYNnoBOK
y4yeTHom 3anuckro (1 — ectb ownbka, 0 — HeT oLwmnbKK)

CPU Mogenb npoueccopa

0S Bepcus onepauroHHOM CUCTEMbI KOMMbIOTEPA

Build Homep cbopku onepaumoHHOM CUCTEMbI KOMMNbIOTEPA

Version Bepcunsi 06HOBNEHNS KIMEHTCKOrO Mogyns

FileVersion Bepcus anctpmbyTmea KIMEHTCKOro Mmogyns

Comment KommeHTapui

ID MaeHTugukaTop KoMnboTepa




6.4.2. 'pynnoBas oTIpaBKa COOOLUIEHU U KOMaH/,/CKPUINITOB/HACTPOEK

C nomolublo MNaHenu YynpaBneHWs KOMMbIOTEPAMU — MOXHO OCYLLECTBMSTb OTMPaBKy
coobLLEHN/HAcCTPoeK, a Takke Yy[AaneHHoe BbINOMHEHWE KOMaHA/CKPUMNTOB, Kak Ans
OTAEerbHbIX KOMMbIOTEPOB, Tak U AN UX rpynn.

Em TrustViewerPro 2.1.2 = | B [

KoHTakTel | KOMOBIOTEDE! | 3ammck | 3asews | Xenngeck

Alex Y- @-
onlinegfofflinefusers: 1/3/1
Ball k0J SETOpMEALMA ~ Mou HoMnbtoTepe (0/0/0)
2! - WsbpanHoe (1/0/1)
£91-14-00 = STAT3SKASP

OTMpaBTE CooBLEHME
OTMpaBMTE KOMaHAE!
OTNpaBTE KOMaHAE! (System)

Ko aeTopMzaumi NapTHEpa BHIHOUATE Y AANEHHEIE HACTROIAKIA

|
=

Y RAMNTE

l OBHOBMTE (CTI-FT) ] KapToqrka KoMMbroTEpRa

O 8H ZH%

@ 475210 (D.00Kb/S) 425133 (0.00 Kb

Boigpennute Tpebyemble y3nbl  (ang
rPynnoBOro BblOESNEHUS - UCMONb3yNTe
Hosoe coobuienie ~] nesyio Knasuwy MbILLN C
B:i’;;ﬁz‘!’f”*e”“” 0OHOBpPEMEHHO 3axaTol knasuwen Ctrl
unn Shift), 1 ¢ nomoLwpb npasBow
KnaBuLLM MbILLN — BbI30BUTE
KOHTEKCTHOe MeH. [Ons oTnpasku
CcOoOOLLEHMA aKTUBHbLIM MOb3oBaTENAM
BblAENEeHHbIX KOMMNbIOTEPOB -
Bblbepute B MeH nyHKT “OTnpaBuTb
coobueHne”, B OTKpbIBLLUENCA hopme
BblbepuTe paHee COXpaHEHHOe WM BBEAUTE HOBOE COOOWEeHMEe W HaXMUTE KHOMKY
“OTnpaBuTb” (4TOBOLI COXPaHUTL TeKyLlee CoobLeHne — HaxXMuTe KHOMKy “CoxpaHnTtb”).

' Paccoinka cooblieHua (UWcno nonydatenen: 2) X

CoxpaHuTe OTnpaBenTL OTMeHa

Ons yoaneHHoro BbINOJIHEHNA  Ha

' Paccoinka Komana (WMCno KOMMNBHTEDOE: 2) x>
BblAeJ1EHHbIX KOMIMblOTEpPax
BulkrouuTe v] KOMaHA/CKpunToB (cuHTakcnc
KomaHael

COOTBETCTBYET naketHomy  (BAT)
ganny) - BblbepuTe B MEHK NYHKT
“‘OTtnpaBuTtb KOMaHabl” (KomaHabl 6yayT
BbIMOMMHEHbI  OT  UMEHW  Y4eTHbIX
3anMcen aKkTUBHbLIX B  HacToswee
BpeMs nonb3oBarenemn 3TUX

shutdown.exe -5 -f -t 00

CoXpaHuTe Habnwoaate OTnpaeuTs OTMeHa



KomnbtoTepoB) nnbo “OTtnpaBuTb kKOMaHabl (System)” (komaHabl 6yayT BbINOSIHEHBI OT UMEHMN
CUCTEMHON YYeTHOW 3anucu System), BblibepuTe paHee COXpPaHEHHbI UK BBEAUTE HOBbLIN
CKpUNT, OTMeTbTe/CHUMUTE hnaxok “Habniogats” (B 3aBMCMMOCTM OT Toro, Tpebyetca nu
oTOGpa3anTb pes3ynbTaTbl BbLINOMHEHNA KOMaH4 WAW HET) U Haxmute kHonky “OTtnpaButb’
(4TOBbI COXPaHUTb TEKYLLMIA CKPUNT — HAXMUTE KHOMKY “CoxpaHunTb”).

paccbInkn KomaHg, Bbibepute ns cnucka "Hosbii ckpunt (+dpann)”

BHumaHwme! MNpn oTnpaeke koMaHL MOXHO Takke nepegatb dann (noboro opmara, HO paamepom
He 6onee 10 M6) M ucnonb3oBaTb ero B ckpunte. [na BCTaBkM B CKpuNT panna - Ha dopme

. Paccoinka HacTpoek (uMcno komnsroTepos: 1) X

CTpaHuua HacTpoek | JonoaHWTENEHO ~ | | BCe HacTpoiku £

Mpoken (WinSocks) Cepeep TrustServer

[ ] AsTomMaTuueckoe ofHapyxeHie cepeepa (ToNLKo Ans LAN)

]

| Mopt

Cepeep

[v] ABTOpUaaLMA (PErHCTPALMA KOMMLKITEPA Ha Cepaepe)

EEEEEEES

NoruH | | Maponk

BHumaHue! B cnyuae aBTOpPHIALMH, 3TOT KOMNbOTep GyAeH AoCTyneH Ana
NpocCMoTpa aAMHHKCTpaTopaMi TrustServer, B T.4. 6yA&T BOZMOMEH
HEKOHTPOJTHPYEMbIi JOCTYN K 3TOMY KOMNbIOTepy (NPH YCOIOBHN HANIMURA Y
agMHHHCTpaTopoe Heobxoambix npae).

CTaHgapTHoe NogknioyeHue K mHTepHet (Winlnet)
Mcnonb30BaTh CTaHAGPTHOE NOAKNKYEHHE KaK 3anacHoe b

CraHaapTHoe SSL/TLS-TyHHenwpoBaHKe (WinSSPI)
MCnonsE20EaTh CTAHAAPTHOE TYHHENWPOBAHUE KaK 3anacHoe ~

Ncnone30BaTE AONOAHUTENLHEIE NPOTOKONGI (TrustSocks, WebSockets)

OTnpaenTb OTmeHa

. Paccoinka HacTpoek (uMcno KomneoTepos: 1) *

CTpaHWLa HacTpoek Be30nNacHoCTh PazpelwnTb yoaneHHoe H3MeHeHHe HacTpo

Buumanne! B yenax 6ezonacHocT, aKTHBaLMA (hyHKLHK YAANEHHOTO H2MEHEHH
HacTpoeK NporpaMMbl BOZMOXHA TOMbKO € YKa2aHHeM JIOrHHA W napond
AeiicTByoWeli yueTHOIl 2anicn aMHHRCTPaTopa yAaNeHHoro KoOMNbioTepa
(npu 3ToM naponb He fonXeH bbITh MYCTbIM).

F'EIEDEI_II.I_I: YOaNeHHOE H3MEHEHHE HACTpPOeK NporpaMMbl

NoruH MNaponk

OTMeHa

e
UTNpaenTe

[Ona  paccbinkM  HacTpoek
BblAENEHHbIM  KOMMbOTEPAM
(Ha Bknagke “besonacHocTb”,

B HacTpoukax nporpamMmmebl
yAaneHHbIX KOMMbOTEPOB
[OMMKeH OblTb OTMeYeH dnar
“PaspeLumTb yoaneHHoe
N3MeHeHune HacTpoek
nporpaMmmbl”) - Bblbepute B
MeHIo  NyHKT  “OTnpaBuTb
HaCTPOWMKK”, Bblbepute
Tpebyemyto cTpaHuuy
HaCTpPOEK, Bblbepute
Tpebyemyto HacTpouky (unm
“‘Bce HacTpouku’), 3agante
3Ha4veHus HacTpoek n

HaxxmunTe “OTnpaBuTb’”.

na paccblyikn BblOeJIEHHbIM

KOMMbloTEPaM HaCTPOMKM
“PaspeLumnTb yaaneHHoe
N3MeHeHune HacTpoek
nporpammbl” - Bblbepute B
MEHI0 NyHKT  “BknoyunTb
yOaneHHble HaCTPOMKK”,
yKaxuTe norvH/napone

CUCTEMHOW Y4YETHOM 3anucu
yAaneHHoro KomnbkTepa C

npaeBamm agMUHUCTpaTopa
(noponget Kak  nokanbHas
yyeTHass  3anucb, Tak MU
yyeTHas 3anncb Active
Directory) n HaXXxmuTe
“OTtnpaButb”.



BHumaHue! Cne,qyeT CO6J'II‘0[J,aTb OCTOPOXHOCTb MpPn paccCbliike HAaCTpoekK, Hanpumep, ecliin ykasaTb
HenpaBwuiibHble OaHHble aBTOpu3alunu, TO BCe BblAeJiIieHHble KOMMbIOTEPDI 6y,u,yT OTKI1HO4YEHbI OT
cepBepa un fanbHenwasa nx yaaneHHas HaCTpOIZKa — 6y/:|,eT HEBO3MOXHA.

6.4.3. PejakTupoBaHue KapTO4YeK KOMIbIOTEPOB

Mpy HanMuuMM y agMuHUCTpaTopa HeOBXOAMMbIX MpaB — OH MOXET pefaKTUpOoBaTb KapTOYKM
KOMMbIOTEPOB HE TOSbKO C MOMOLLbLIO Bpay3epa, NCnonb3yo NaHenb ynpaBreHnst cepeepa, Ho
N NpsIMO B KIMEHTCKOM Moayre. YToObl OTKpbITb KapTOYKy KOMMbKOTEPA, BblOenuTe
Tpebyemylo 3anucb, BbI3OBUTE MO NPaBOM KHOMKE MbIUN KOHTEKCTHOE MEHI0 U Bblibepute
nyHKT “KapToyka komnbtoTepa”. Nocne 3aBeplueHNa pedakTUpOBaHUS KapTOYKM KOMMbOTEpa
— Haxmute “OK” gns coxpaHeHusa unaMeHeHusi. [logpobHee O pedakTUPOBaHUM KapTodek
KOMMbIOTEPOB CM. B MNyHKTe “PefakTupoBaHMe KapTO4YeKk KOMMbITepoB”, B pasgene
“‘“AOMUHUCTPUPOBaHME cepBepa «TrustServery” HacToALWEro pykoBOACTBa.

& KapTouka komnbioTepa X

OTobpaxaeMoe HMA

Mogpazgeneque

Mo YMONYEHHID W ‘ |

MNorux [ UMA KoMneloTepa U MMA gomena (pabouel rpynnel)
‘ s T SO S e e ‘

BHewWwHWi [ BHyTpeHHWe IP-agpeca KOMNLHOTEPA

"' o SR e - W e A e ‘

OnucaHue

Client: v2.10.21.5040 (2.10.0.4500), Offline 2d 0h

Windows 10 (PROFESSIONAL, 64 bit), build 19045

Intel(R) Core(TM) i3-10105F CPU @ 3.70GHz (8 units)

16296 Mb RAM (8213 Mb available)

Free space: "C:\" - 143,68 Gb, "D:\" - 134,6 Gb, "E:\" - 810 Gb

Bnagensuel KOMNBHITEPA locTw KOMNBHITEPA

KommeHTapuii

Dﬂnﬁaamh ApnkiKk RDP-nogkntoueHns Ha pabouuid cron Hacrpouts RDP
[ ] no6aeuTts B UabpaHkoe

Ok OTMEHE

6.4.4. Hactpoiika napamMmeTpoB RDP-noak/sioueHumn

Mo ymon4yaHuio, Npu MOAKIMIOYEHUN K yaaneHHOMYy KomnbikoTepy B pexmme RDP-ceccun —
Ncnonb3yrTca NpeaonpeaeneHHble CUCTEMOWN NapaMeTpbl NOAKMIOYEHNS!, OOAHAKO MX MOXHO
N3MEHUTb. OTKPOWTE KapTOuKy TpebyemMoro KomnbioTepa (Bblgenute Tpebyemyto 3anuchb,
BbI30BMTE MO MNPaBON KHOMKE MbIM KOHTEKCTHOE MEHI0 W BblOoepuTe nNyHKT “KapTouka
KomnbloTepa”, NMbo NPOCTO LWENKHUTE ABa pasa ieBOM KraBuLEW MbiM No Tpebyemon




3anmcun) n HaxkmuTe Ha cebiky “Hactponte RDP” — 0TKpoeTcs cTaHAapTHOE OKHO HaCTPOMKU
nogkntoveHms. Takum o6pa3omM, MOXHO, HanpumMep, HaCTPOUTb ANS yYAANeHHOro KoMnbTepa
NOCTOSIHHbLIM A0CTYN K [MCKaM JoKanbHOro KomnbloTepa (Bknagka “JlokanbHble pecypebl”,

naHesnb “JlokanbHble YCTPONCTBA U pecypcbl’,

MNoakntoyeHune K YOaneHHoOMy
** pabouemy crony

& Moakntouerive k yaanerHomy paboueny crony

OGuwe Okpan [lOKanbHbie pecypesl B

3Byk yOaneHHoro pacodero ctona

G HacTpouTs napameTpel 381

MapaMeTphil...

NMokansHele yeTPORCTEa W pecypckl

KnaeuaTtypa
Mcnonb=oBaTh cOMETEHUA

Toneko B NONHO3KpPaHHOM

MogpobHee”,

Aunckn”).

[NookntoyeHue K yaoaJleHHOMY
** pabouemy crony

BuGepuTe ycTpOACTEE M pECYPCEl 3TOMO KOMMBKTEDPE, KOTOPLIE Bl
XOTMTE MCMONE30BaTE BO BPEMA YOANEHHOMD CeaHca.

Mpumep: ALT+TAB CnopTa
= [ ]auckn
MokaneHsle yeTpORCTBE W peCypCkl [ et e
y BuiGepwTe ycTpocTea n p ka D)
-'vgj'g' MCNONL30BaTL BO BPEMA V| [ pata(E)
[ Mputrepsi [[]oVD RW auckoson (F:)
[[]Ouckoeone, koTopie GyayT NOAKMHYEHs NO3Xe
MonpotHes... #[_|YcTponicTea Buneozaxeara

“ | CKpbITe NapaMeTpsl

[“]CMapT-kapTel

+ [ 1Novrue noaneoxueaemeie PnP-veTooictas

Ha dopme kapToykm KOMNbOTEPA MOXHO Takke HacTpouTb OToBpaxeHue Ha paboyem cTone
apnblka, Ana ObICTPOro MNOAKIKYEHUsT K KOMMbloTepy B pexunme RDP-ceccun (dpnaxok
“NobaBnTb Apnbik RDP-nogkntoyeHus Ha pabounii cton”).

6.4.5. Pe;xuM GBICTPOTro NOAK/II0YEHUS K KOMIIbIOTEPY B CETH

M TrustViewerPro 2.1.0

Alex
Ball Koy SETODMESLMM
£ 93-97-53 T

3afaBKa B Xennaeck

Kog 2ETOpM3aLAM NapTHEPS
104 [~
D 4l / deskiop-kvicog3 (192.168.56.101)

= | 5 [

Ed

B desktop-kvicaga WORKGROUP (192, 168,56,101) - Tect

@ < 1,866,703 (0.00Kb/s) 4 421,652 (0.00 Kb/s)

OTMEHS

Ons ynobcTea, K
3aperncTpupoBaHHOMY KOMMbOTEPY
MOXHO TaKXe Monyy4uMTb OOCTYn MPAMO
C rnaBHoM OpPMblI MporpaMmmbl B
pexume ornepaTtopa: NpPOCTO Ha4yHUTEe
BBoauTh |P-agpec, nma komnbioTepa
UnNn UMs nonb3oBaTens B none BBoAa
naeHTudgumkaTopa ceccum — M CNUCOK
coBnageHun oynet HemMeaJS1IeHHO
OOHOBMEH N BbIBEAEH HA SKPaH.



[Ona nogknioyeHus K KomnbloTepy — BblbepuTe Tpebyemyro 3anucb (3anmcb C MKOHKOW
nonb3oBaTens O3HavaeT, 4YTO OyaeT BbINOMHEHO MOAKIYEHWE K yAaneHHomy pabovemy
CTOMy Nonb3oBaTeNns Mo 3anpocy, 3anucb C MKOHKOW KOMMbioTepa — 4YTO OyaeT BbINOSTHEHO
NoAKMNIOYEHME K KOMMbIOTEPY B PEXMME HEKOHTPONMPyemMoro [ocTyna), 3aTtem Bbibepute
Tpebyembli  pexXmMM MNOOKIIYEHNA (HaXMUTE Ha KHOMKY crpaBa OT Mond BBoAa
naeHTudukaTopa, M BbiNagawwem cnucke BblbepuTe Tpebyembil pPEeXuMM) M HaXMUTE
“MoagkntounTbea” (MoxeT noTpeboBaTbCA BBOA NAPOSisi HA AOCTYN K KOMMbIOTEPY).

M TrustViewerPro 2.1.0 e B

Alex

Ball KOA SETOPKIELAA
L [93-97-53 @

SafBKa B xennaeck

vd

Kog aBTOpMEBaLMM NapTHERS

Bl |Yesktop-kvic9g3. WORKGROUP (192,168.56.101) - T| &

MNoARAKDYATECA CTMEHS

G < 1,386,703 (D.00Kb/s) 4 421,652 (0.00 Kby/s)

6.5. Pa6boTa ¢ 3anMCAMHU M TPAHCIALUAMHU CEAHCOB CBSI3U

CoxpaHeHHbIe 3annCu MOXHO OTKPbITb NMMOO M3 rmaBHOro MeH (NyHKT “OTKpbITb 3anuck”),
nmbo 13 npoBogHMKa windows (Mpu ycnosuu, 4TO Npu yCTaHOBKe Obina BbibpaHa onuus
accouvauumn nporpamMmmbl ¢ annammu 3anucu *.tvr), nnbo 3arpy3antb C cepBepa Ha BKNagke
naHenu onepatopa “3anucu” (Ha cepBepe [JOMKHO ObITb BKIHOYEHO LEHTpann3oBaHHOE
XpaHeHWe 3anucen, a onepaTopy AOMKHbI OblTb Ha3Ha4YeHbl Heobxoanmble s Npasa).



WWW. pro.trustviewer.com

= | B |

KoHTakTe  KoMneoTeps  3aMMCH
l:" Alex Mowck: [Mow zanmuck/05.01.2020 2
recordings: 6
Tpauncnauun (0)

Bal koa aETOPH3ALMH |
% =/ Mou zanuch (6)
- 05.01.2020 (4)

L97-86-66 &
CE 14:14:27 (2.85m) - Al / TVI0.WORKE
3anBKa B XeNnaeck ™ 13:52:54 (1.45m) - Al / TV10.WORKC
™ 13:43:03 (55) - Al / TV10.WORKGRO
< ™ 13:14:36 (118) - Al / TV10.WORKGRC
+ 31.12.2019 (2)

TrustViewerPro

S’ MeHo TrustViewerPro 2.1.0

Kon aBTopuzaumMu napTHepa

k.

MNogKnHYHTECA OTmeHa

o d

-
K 3TOMY KOMNLIOTEPY paspelleH Q . &
TIMLEHZNA: BKTHEHE HEKOHTPONNPYEMBII LOCTYN el = "X

@ < 806,125 (0.00Kb/s) 4 489,256 (0.00 Kb/s)

BHumaHne! 3pecb, B nanke “TpaHcnauum’ — MOXHO Takke NPOCMOTPETb U OTKPbITb TeKylime
OOCTYMHbIE TPaHCNSAUMM ceaHcoB cBA3W. Kpome Toro, ecnun us3BecTeH crneuunarnbHbli CEMU3HAYHbIN
noeHTUMKaToOp TPaAHCHALUMM — C €ro NMOMOLLBIO TakkKe MOXHO OTKPbITb aKTMBHYI TPaHCNAUMIO
(npeHTMdumkaTop cnegyet BBecTM B none “Kog aBTopu3aumm napTHepa’” Ha rnaBHOW dopme
nporpamMmsbl 1 Haxarb “Nogkniounteca’).

TrustViewerPro Player E‘Elg
H

l_?lj COOGLLEHWE CHCTEME 13:14:25
el NOAKNIOYEHHE YCTHOBNEHD

['ﬂ "peer-to-peer” (yoaneHHsIA

) KOMMEKTEP B PONW CEpEepa)

bezonacHoe coedMHEHNE C
YOANEHHBIM KOMNLIOTEPOM
TVi0\Al

33NMCE CEAHCA CEAZN BKIKYEHa.
ID TPEHCNALMK CE3HCE CBAZM:
8820324

& Bawewmy pabouermy cromy
< -+~ | Toneko npocMoTp

05.01.2020 13:14:31

00:02 / 02:49

Hwxe npeanctaslieHbl HA3HA4YeHNA KHOMOK Ha NnaHesnu ynpasrieHnA 3arnncbio ceaHca CBA3N.




KHonka OnucaHue

= CoxpaHsieT TeKyLLYyH 3anuch B yKasaHHbIN hann
152 KoHBepTUpyeT TeKyLlylo 3anuMcb ceaHca CBA3M B BMAeO3anucb C

MOMOLLLIO OOHOrO W3 YCTAHOBIIEHHbIX B CUCTEMe KoAdekoB (ro
ymMon4yaHuio ucnonsdyetcs kogek XVID)

@ CoxpaHsieT Tekywuin kagp B popmate *.bmp

[+— MepekniovaeT pexum oTobpaxeHus uM3obpaxeHuss  yaaneHHoro
pabo4yero ctona: UCTUHHbIA pa3Mmep NMG0 NOLOrHaHHbLIN pasmep.

3anyckaeT BocnpousBeaeHne 3anucu

1] MpunocTaHaBnuBaeT BOCNPOU3BEAEHNE 3aNnNCK

6.6. Pa6oTa ¢ kimeHTCKUM MoAayJeM «TrustViewerPro» B pexxume
onepartopa xeJnjeck

ABTOpPU30BaHHbIN NOSb30BaTENb C NpaBaMy onepartopa Xenngeck — MOXeT NOAKMYaTbCa K
yaaneHHbIM KOMMNboTepaM Mo 3anpocy, UCnonb3ysa Gunetsbl 3asaBOK NOnb3oBaTeENEN B Cnyxby
noaaepXkn (Npu ycrnoBuMM Hanmuuus npaB onepaTtopa 2-h NMHMM Xenngeck, a Takke npwu
YCNOBUW, YTO YKasaHHble 3asiBKM OblNM SIBHO Ha3HaYeHbl AaHHOMY ornepartopy), a Takke
Ha3Ha4aTb YKa3aHHble 3a8BKM OpYrnM onepaTopam (TpebyeTca Hanudmne npas onepartopa 1-n
NMHUK xenngeck). Takmm obpasom, MOXHO opraHu3oBaTb YAOOHbLIM M Be3onacHbIN AOCTYN K
KoMmnbtoTepam no TpeboBaHuo, 6e3 UCNonb3oBaHUS BPEMEHHbIX uMaeHTudunkaTopoB n 6e3
HeobXxoANMOCTN HadenNAaTb OnepaTopoB NpaBaMn agMUHUCTPaTOpa CeTu.

6.6.1. Pa6oTa B pexxuMe oneparTopa 1-il IMHUU XeJINJeCcK

NHTepdenc ansa paboTbl B pexume onepatopa 1-n NMHUN XeNngeck pasMeLLeH Ha BKagke
“Xenngeck”. 3pecb B BepxHenW naHenn oTobpaxaeTcs CNUCOK  MOCTYNUBLUMX — OT
nosib3oBaTersien 3asBOK, B HMXKHEN YacTuU — KpaTkas MHopMauMs O TEKyLLEen BblOeneHHOMN
3asBke (C ykasaHMeM TeMbl W TeKCTa 3asiBKM, a Takke WMEHM W TeppuTopuarnbHOW
NPUHAANEXHOCTN noSfib3oBaTens), B CpefHen MNaHenm — CrMCOK onepaTopoB 2-U NIMHUK
Xennaeck a Takke CNUCOK Has3Ha4YeHHbIX MM 3as8BOK (TakkKe 30eCb MOXHO NMOCMOTPETL CTaTyc
AOCTYMHOCTK onepaTtopa (OHMarH, ecnu pagoM ¢ UMEHEM onepaTtopa NPUCYTCTBYET 3eNEHbIN
KPY>KOK, ocbnanH — B NPOTUBHOM Cryyae), KONIM4eCcTBO HE3aBEPLLEHHbIX ¥ ornepaTtopa 3asBoK U
ero TeppuTopuanbHy0 NPMHAANEXHOCTb). Takum obpasom, Npu BbIGOpEe NCNONMHUTENS 3asiBKN
— onepatop 1-n nMHMM pacnonaraeT [AOCTaTOMHOM WHOpMaUMen O 3arpyXeHHOCTMH,
AOCTYNHOCTU, U TEppUTOpPManbHON MPUHAANEXHOCTU BCEX OMNepaTtopoB 2-n nNUHWUKU. YTOObI
Ha3Ha4MTb BblAENEHHbIE 3asiBKM — MX AOCTATOYHO nepeTawmtb ansa Tpebyemoro oneparopa
(noppepxnBaetcsa Drag-and-drop), nmbo no npaBoW KHOMKE Bbl3BaTb KOHTEKCTHOE MEHIO,
BblbpaTb NyHKT “HasHauuTb onepaTtopy” v B BbiNagawoweM chnucke BbliOpaTb Tpebyemoro
onepatopa (34eCb Xe MOXHO ObIcTpO HasHaunTb cebe BblAeneHHble 3asiBKM  (MYHKT
“HasHauntb cebe”), nmbo 3akpbITb UX (NYHKT “3akpbiTh”)). Kpome Toro, onepatop nepBow NnHM
3[4eCb MOXeT ynpaBnATb 3asiBKaMu, HazHayYeHHbIMK onepaTtopam 2-n NMHuMK (NepeHasHaunTb
ANA Opyroro onepartopa, BEPHYTb Ha 1-10 NIMHMIO MW 3aKpbiTb), ANS 3TOr0 HYXXHO PacKpbITbh
CMMCOK 3asiBOK Tpebyemoro onepartopa, OTMEeTUTb Tpebyemble 3asiBKW, Bbi3BaTb MO NpaBoOw
KHOMKE MbILN KOHTEKCTHOE MEHI M BblOpaTb COOTBETCTBYHOLUMA NYHKT MeHk (“HasHaunTb
onepatopy”, “HasHaunTb cebe”, “BepHyTb Ha 1-t0 NUHUIO” unu “3aBepLumnTb”).
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Hantn Tpebyemyto 3asiBKy — MOXXHO C NMOMOLLbIO MaHENM Noucka: Hanpumep, Ha4YHNTE BBOAUTb
TeMy 3asiBKW, U CMIUCOK COBNadeHun GyaeT HemeaneHHo oTobpaxeH B rpynne pesynbTaToB
nowucka.

6.6.2. Pa6oTa B pexKxuMe oneparTopa 2-v JIMHUHU XeJAecK

NHTepdenc ans paboTbl B pexume onepartopa 2-n NIMHUN XeNngeck pasMeLLeH Ha BKagke
“3asBkn”. 3gecb B BEpxHEN naHenn otobpaxkaeTcst CNMCOK Ha3Ha4YeHHbIX onepaTopy 3asiBOK, B
cpegHen Yyactn — KpaTkas MHpopMauusa o TekyLen BblAeneHHon 3asBke (C yKa3zaHneM TEMbI U
TEeKCTa 3asBKW, a Takke WUMEHU N TeppuTopuanbHOM MPUHAAMNEXHOCTU Nonb3oBaTtens), B
HWKHEN 4acTn — MHTepdEenc NoaKMIYeHUs K yaaneHHomy kKomnbtoTepy. B uenom, 3gech
NpoLeCcc NOAKMYEHUS K yaaneHHOMY KOMMbIOTEPY TaKoW Xe, Kak U B Cliydae NoAKNIYEHUs C
NCNONb30BaHMEM KOHTAKTOB: HY)XHO HaWTU W BblaenuTb Tpebyemyto 3asaBKy, A0XOaTbCA
NonyyYeHnss MOSIOXUTENbHOIO OTKMMKa OT yAaneHHoro KomnbkoTepa (B naHenu pJoctyna
OOIMKHBbI aKTMBUPOBATLCA KHOMKM AMs COOTBETCTBYIOLLMX 3arpOCOB), HaXaTb Ha KHOMKY C
Tpebyembim pexumom noakntodeHnsa (“‘fronocosasi cesaA3b”’, “Buaeo-3BoHOK”, “[leMoHCTpaums
paboyero ctona”, “YganeHHoin pabounnn cton” nnu “dart, obmeH dannamm u gp.”) n oxmaaTb
noaTBEPXOEHNA 3anpoca CO CTOPOHbl yAaneHHOro nonb3oBaTens. Takke, 30eCb MOXHO
OTNpaBuTb NOfb30OBaTENt0 COOOLIEHNEe, WCNOMb3ysi NaHenb OTNPaBKM  MrHOBEHHbIX
coobuieHnn (B cnyyae, ecnv nonb3oBaTenb yaaneHHOro KOMnbiTepa OTBETUT — OTKPOeTCs
dopma ¢ yaToMm). [locrne okoH4YaHnA obpaboTKM 3asBOK — UX HYXXHO NGO 3aBeplnTb, NMbo
BEPHYTb Ha 1-10 NMHUIO: BblaenuTe TpebyemMble 3asiBKM1, NO NPaBOW KNnaBuLLE MbILLM BbI30OBUTE
KOHTEKCTHOE MEHI0 U BbibepuTe COOTBETCTBEHHO MYHKT “BepHyTb Ha 1-10 nuHMK® nmnbo
“3aBepwnTb’.
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“KapTouka 3aaBkn”, nMbO NPOCTO LWENKHUTE ABa pa3a NeBOK Knasuwen Mbiin no Tpebyemon
3asBke). 34eCb e MOXHO BEpHYTb 3asBKY Ha 1-10 NMUHWMIO C yKaszaHMeM KOMMeHTapus, nnbo
3aBepLUUTL €ee.
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6.7. UnTerpanus c Active Directory

Ecnn onepatop 3awen B cuctemy C ydeTHon 3anucbio AD y KOTOpoM eCTb [OCTyn K
KOoMMblOTEPaAM C npaBaMy agMWHUCTPATOpPA, TO B KOPHE MaHenu ynpaBfeHusi KoMmMbiTepamu
nosiBnsieTcs gononHuteneHbln y3en "ActiveDirectory” co CTpyKTypon AoYepHUX y3roB B NMOSIHOM
COOTBETCTBUM CO CTPYKTYpOM KoMMbloTepoB B AD.

B obwem cnyyae, komnbtoTepbl nonagatoT B y3en "ActiveDirectory" npu cnegyowmx
YCIOBUSAX:
e KomnbtoTepbl 3apernctpupoBaHbl B AD;
e Y onepartopa ecTb JOCTYN K 3TUM KoMMnbloTepam B AD € npaBamMu agMUHUCTpaATopa;
e Ha 3Tux komnbtoTepax yctaHoBrneH TrustViewerPro ¢ rpynnoBor y4eTHON 3anuUChlo;
e OnepaTopy paspeLueH AOCTYN K 3TUM KOMMNbOTEPAM Ha TpacTcepBepe.

B obwem cnyyae, npu nonagaHun B y3en "ActiveDirectory" komnbioTepbl oy6nupyoTcs, Kak
ecnu 6bl oHM nonanu B y3en “UsbpaHHoe” mnn “Moun KomnbloTepbl”, TakMm obpasom, y3aen
"ActiveDirectory" mMoOXeT wuncnonb3oBaTbCsA Kak OOMOMHUTENbHBbIN  MHCTPYMEHT Aans  6onee
yAo6HOro(NpuBLIMHOMO) AOCTyNna K KOMMbKOTEPaM 3apercTpupoBaHHbIX B AD, HE OTMeHsis npwu
3TOM BO3MOXHOCTb [OOCTyna K KOMMbKOTEPAM Ha OCHOBE CTPYKTYypbl OTAENoB/nmpaB AocTyna
TpacTtcepBepa. OpgHako, BO3MOXHO 6onee rubkoe wucnonb3oBaHue y3na "ActiveDirectory", c
NOMOLLbIO AONOSTHUTENBHOM obnactu aencteusa npasun goctyna "ActiveDirectory” (Hapsigy ¢ “*7,
“‘DepartmentName”, “LabelName” n “[MAC]’, 6onee nogpobHo cM. B NyHKTe “PaspelueHuns Ha
Aoctyn K otaenam/komnbioTepam”, B pasgene “AgMUMHUCTpUpoOBaHuMe cepBepa «TrustServer»”

HacTosLLEero pykoBoacTea).



B yacTtHOM cny4yae, ecnn B KpynHOW OpraHu3aumm ¢ pa3BuTon CeTbio oTaenos/unuanos Bce
KoMnbloTepbl 3apernctpupoBaHbl B AD, u agmuHuctpatopam AD Ha3HadeHbl COOTBETCTBYHOLLME
rpynnbl  KOMMNbIOTEPOB, TO HACTPOWKY TpacTcepBepa MOXHO CyLWEeCTBEHHO YMNpPOCTUTb: BCe
KOMMbIOTEPbI MOXHO aBTOpM30OBaTb OA4HOM ob6Llen [nsi BCEX TpynnoBON YYETHOM 3anuchblo,
He3aBUCMMO OT OTAENOB/(pnNManoB B KOTOPbLIX OHN HAXOOATCH; BCe YYETHble 3annucu onepaTtopos
MOXHO c034aTb C OAMHaKOBbIMW HAacTPOMKKU NpaB AoCTyna He3aBMCUMO OT OTAenos/dunvanos B
KOTOpbIX OHW HaxoasaTcd. PasymeeTtcs, 4To B 3TOM crydae, npy HeobxoaumocTu, B Oyayuiem
MOXHO npoBoauTb 6onee rmMbKyto HacTPOKMKY: HanpuMmep, HasHayaTb HEKOTOPbIM KOMMbOTEpPaM
oTesbHble rpynnbl, NN Jo6aBNATL HEKOTOPLIM onepaTtopaM OTAerNbHble Npasa OoTNnYHble oT AD
(cm. “Tpumep 97, “Tlpumep 10" n “NMpumep 117 B nyHkTe “PaspelwweHns Ha [JocTyn K
oTaenam/komnbioTepam”, B pasgene “AgMUHUCTpUpoOBaHME cepBepa «TrustServer»” HacTodLero
PYKOBOLCTBA).



7. KoHTaKTHasA uHpopManua

Bce aBTopckne npaBa Ha nporpamMmHbii nNpoaykT «TrustViewerPro» npuHagnexatr OO0
«TpacT JlTa».

3ameyvaHusa 1 NpeanioxXeHnsa no paboTte NnporpamMmmMbl MOXHO OTNPaBUTb Ha agpec 3NEKTPOHHOWN
noytel mail@trustviewer.com, nmMbo Ha canTe, C nNomMowbi dopmMbl oGpaTHOM
http://www.pro.trustviewer.com/ru#fkOHTaKkThl.
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